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About This Guide

This section describes the purpose, audience, organization, and conventions that are used in
this iPECS IPCR (Call Recording) Administrator Guide

Your actual display screens may be slightly different than what was displayed in this
manual depending on the OS (Operating System) and other factors. All
information in this guide is subject to change without prior notice.

The guide provides detailed information about the iPECS IPCR installation, iPECS system
configuration, and administration of the iPECS IPCR Server.

The intended audience for this document is an administrator who wants to operate and manage
the iIPECS IPCR Server. The reader should have some knowledge of the IPECS System.

Document Organization

This guide consists of six chapters and five appendixes. The title of each chapter (and
appendix) is as follows:

* About This Guide.

e Chapter 1 Introduction

* Chapter 2 iPECS IPCR Installation

¢ Chapter 3iPECS System Configuration

* Chapter 4 iPECS IPCR server HA (High Availability)

e Chapter 5iPECS IPCR Server Configuration

¢ Chapter 6 iPECS IPCR Web

* Appendix A:Database Backup and Restore

e Appendix B:Setup in VM Workstation Player

¢ Appendix C:Create a bootable flash drive for installing iPECS IPCR
* Appendix D:Installing IPCR on 1TB and above HDD

* Appendix E:How to Upload SSL certificate

¢ Appendix F:How to Mount to backup directory
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* Appendix G:Useful Information

This section describes text formatting conventions and important notice formats used in this
guide.

Text formatting
The narrative-text formatting conventions that are used are as follows:

Convention Description

Bold text It may indicate a button, menu item, or dialog box option you can click or select.
Italic text A cross-reference or an important term.

Code text A command prompt.

*(Asterisk) Items or fields marked with an asterisk (*) are required.

Important notice
The following icons and notices are used in this guide to convey important cautions and notes.

A caution statement alerts you to situations that may cause damage to hardware,
software, or data.

A note provides additional explanations, important information, or a reference to the
relative information.
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Chapter 1.

Introduction

IPCR is a specialized SIP recording tool that works with ERICSSON-LG enterprise iPECS
exchanges. This product allows you to check the agent's call status in real time and save and
listen to your calls. In addition, iPECS IPCR provides call statistics, provides system threshold
settings, automatic backups, and web logs, and sends out messages when problems occur.

The administrator can configure multiple User admin levels and define the features and functions
available to each level. A user may be limited to recording only, search & play, call monitoring
and recording, and access to various management and administrative Web pages.

The iPECS Internet Protocol Call Recording (IPCR) server application employs a Linux OS and
VolIP technology to deliver advanced Call Recording capabilities to iPECS platforms. The
advanced capabilities provide automatic and on-demand call recording for recording Agents
linked to objects (stations numbers) registered with the iPECS platform.

An IPCR server can be associated with from one (1) to ten (10) host iPECS systems permitting
the application to record calls for a network of systems. Each iPECS host can support one (1)
to ten (10) IPCR servers allowing separation of Call Recording based on tenant or other IPECS
system groupings.

Employing iPECS and SIP protocols, the iPECS IPCR application provides an affordable SMB
solution to recording and monitoring calls. IPECS protocols are employed to register and
control call recordings. The iPECS IPCR application registers with the iPECS host as any other
IPECS device. The registration can be automatic ‘plug-and-play' or by listing the MAC address
of the Call Recording server in the iPECS host database for local or remote service.

The IPECS IPCR application operates as an iPECS SIP Phone to receive RTP (Real-Time
Protocol) packets. When a call is received, configured objects invite the call recording Agent to
join the call and deliver RTP packets to the iPECS IPCR application for storage as part of a
conference call. Once the call is terminated, the recording Agent is released and a record of
the call and RTP packet media (voice) are stored.
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The iPECS IPCR application supports both Automatic recording of all calls (ACR) and
configured users assigned a Two-way Recording button can request an active call be recorded,
ODR (On-demand recording). In the latter case, when the call is connected to an On-demand
recording object, the recording Agent is activated, and the media is sent to the Call Recording
server. If during the call the user requests recording, audio for the entire call is stored from the
beginning of the call. If the user does not request recording during the call, when the call is
complete, the recording Agent is released, and the media is not stored.

IPECS IPCR includes a Web server module. The Web server module is the user-interface for
administrative and user functions and features of the application. In addition to configuring the
IPECS IPCR for registration with the host IPECS systems, the administrator can configure
Automatic Back-up of recordings, type of recording (All calls or On-demand), security for
signaling and media packets, and server usage thresholds for e-mail notification. The
administrator can view and search the Web module activity and the Call Statistics log.

The administrator can configure multiple User admin levels and define the features and functions
available to each level. A user may be limited to recording only, search & play, call monitoring
and recording, and access to various management and administrative Web pages.

During installation, the CentOS 6.9 must be configured to support the IPECS IPCR application.
This includes:

¢ Create the partition (‘var/REC") for the application and storage of recording

* Install the 'Web Server' task

¢ Install the 'PostgreSQL' database

» Disable the CentOS Firewall

* Configure the IPECS IPCR Sever network parameters

¢ Establish the 'ntsysv' for automatic restart of the Web and database processes

¢ Create a back-up directory

The server as recommended below is capable of handling a maximum of 500 simultaneous calls.

Item Requirements
Operating System CentOS 7.3 64 hit, CentOS 6.9 32 bit version
Server CPU 4 Core CPU or higher
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Item Requirements

Server RAM Minimum 4G byte, Recommend 8G byte
Server HDD 500G byte or higher
External HDD Optional for back up

Even though a user does not activate on-demand call recording, RTP traffic is still sent to the
IPCR application should the user determine the need to activate recording during the call.

The IPCR normally works regardless of the name of the network interface card (NIC) in Linux.

When installing IPCR on a VM, a CPU that Hyper-Threading support should use at
least 8 cores.

The IPCR application has been designed to work with the iPECS family of systems.
Specifically, the following platforms are compatible:

IPECS eMG version 3.5.21 or higher, iPECS UCM version 2.6 or higher, iPECS UCP version
3.5.21 or higher.

MCIMs are required to record conference calls. MCIM is related to 3 more conference and
SIP phone two way record.

VOIM is related to relay between local and Remote and Codec conversion.

Gateway Channels Resource which required for Call Recording are shown in below table.

iPECS System eMG80 eMG800 UCP UCM
MCIM 3 Ch
Extension VolB VolB (SIP Phone, VPCM
1Ch 1Ch DTIM/SLTM/WTIM 3Ch
G.723, G.729)
Trunk VolB VolB MCIM VPCM
(Analog/Digital) 1Ch 1Ch 3Ch 3Ch

DTIM/SLTM/WTIM needs MCIM 3 channel only when G.723 or G.729 is used. It does not
need MCIM channel when G.711 is used.

In case of LIP extension recording, because LIP supports 3 way conferencing by itself, no
additional VolB/MCIM/VPCM channel is needed.

All the above information is valid only when all recording devices, VolB/MCIM/VPCM and
IPCR server exist in the same local network.
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Chapter 2.

IPECS IPCR Installation

The iPECS Call Recording application program has been optimized to run under the CentOS 7.3

64 bit or CentOS 6.9 32 bit Linux environment from Red Hat and others. The host iPECS

platform should be configured for the Call Recording Server as discussed in Chapter 3 iPECS

System Configuration, and the installation follow the procedure for each installation described in

the below section.

* Install the CentOS 7.3 64 bit Linux OS, refer to section 2.2.1 Download CentOS 7.3 64 bit
and Manual Install.

¢ [nstall the CentOS 6.9 32 bit Linux OS, refer to section 2.2.2 Download CentOS 6.9 32 bit
and Manual Install.

* Install the iPECS IPCR application program, refer to section 2.2.3 iPECS IPCR application
program Installation.
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2.1 Easy install

Easy installation with Clonezilla or VM Workstation player (VM Workstation Pro).

to Appendix B: Setup in VM Workstation Player.

211 Clonezilla

Please refer

1. Make the clonezilla_live_with_img IPCR_xxx_CentOSx.x_YYYY-MM-DD-img.iso Image to

USB device or DVD
2. Insert USB device or DVD to boot with it.

3. Upon prompting the following display, select the first menu and press Enter Key.

clonezilla live with img IPCR_ZBS
Diher wodez: of clonmezilla
Local operating system i
Hewtest & FreeDDS

Hetwork boot wia iB

: Clonezilla co

clonezilla.vry, clonezilla. nch

18-28-11-img (

Brans [anl io =it gubion:

28-. (C) 2883-2815, H

PARTY

Free Software Labs
git-Performance Computing
Taitan
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4. Upon prompting the following display for the confirmation, select 'yes' for the next step.

ition or LV d in this i ] 1 and the torable: 201

. dane!

WILL BE HRITTEN! ALL

on this machine:

WILL BE HRITTEN | ALL

5. After the automatic installation of CentOS 6.9 OS & iPECS IPCR S/W to each section,
remove the USB device or DVD.

6. To reboot, press 1' on the keyboard.

Taiwan

Clonezilla - Opensource Clone Sustem (0OCS) | Mode: restoredisk
Wow you can choose to:

0 _Pronernff

il ot
¢ Enter command line prompt

<0k {Cancel>
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7. Login to terminal with the root Identification.

CentDS release 6.9 (Final)
Kernel 2.6.32-696.el6.i686 on an i686

localhost login: root
Password: _

» Default ID / Password: root / p@sswOrd

Please note that you are required to change your password immediately. Type a new
password to change the default password.

8. After rebooting, configure the IP address of iPECS IPCR Server to ethO.

9. To set network configuration, refer to section 2.3 To set network configuration to static for
details.
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212 VM Workstation Player
Where to download and how to install of the VM Workstation Player to the iPECS IPCR Server,
refer to Appendix B: Setup in VM-Player for details.
1. Run the VMware Player 15 to install the iPECS IPCR using the prepared OVF file.
* The VMware for Windows application can be launched from the Windows Start Menu
(Ta ez ) o click the desktop shortcut icon.
2. Click Open a Virtual Machine to select a file.
WMware Workstation 15 Player (Non-commercial use only) - [m] =
Blayer « [Elj
I Welcome to VMware
Workstation 15 Player
l_' Create a New Virtual Machine
-t Create a new virtual machine, which will then be added to
1 the top of your library.
D-I Open a Virtual Machine
I‘_|I:| gp;nea‘g:);i?3g?lv|iirb1:.:lyrr|ad1ine.. which will then be added
™
L)
Upgrade to VMware Workstation Pro
@ Get advanced features such as snapshots, virtual network
management, and more.
Help
@ View online help.
3. Browse to the .ovf file and click Open button.
10 iPECS IPCR Administrator Guide — Issue 2.6



4. Type a name for the virtual machine, type or browse to the directory for the virtual machine

files, and click Import button.

are Workstation 15 Player (Mon-commercial use only [m}

Flayer ~ [Elj

Weicome to VMware

Workstation 15 Player

—

Fal

LY

-

Import Virtual Machine

Store the new Virtual Machine

Provide a name and local storage path for the new
vir tual machine.

ual Machine
ine, which will then be added to

MName for the new virtual machine:

|IPCR 3 CentOS 6.3 5TD |

Storage path for the new virtual machine:
|E:WVM\“.|’arEWIPCR 3.1Ad | | Browse... |

Help | Import l\\l Cancel

hine
achine, which will then be added

re Workstation Pro
ch as snapshots, virtual network

L5
Help
View online help,

license, Buy now.

This product is not licensed and is authorized for non-
commercial use only. For commerdial use, purchase a

5. After VM Workstation Player successfully imports the OVF virtual machine, the virtual

machine appears in the virtual machine library.

WMware Workstation 15 Player (Mon-commercial use only)

Player ~ P ~ o

@ Home

IPCR 3 CentO5 6.9 5TD

IPCR 3 CentOS 6.9 STD

State:
0S:
Version:
RAM:

Powered Off

Cent0S 6

ESXi 6.5 virtual machine
4GB

" Play virtual machine

r[' Edit virtual machine settings

iPECS IPCR Administrator Guide — Issue 2.6
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6. Click Play Virtual Machine to start the virtual machine in VM Workstation Player.

Wiware Workstation 15 Player (Nen-commercial use only)

1

Player = P ~ 0,

@ Home
IPCR 3 CentOS 6.9 5TD

IPCR 3 Cent0S 6.9 STD

State:
0S:
Version:
RAM:

’ Play

¢ virtual machine

r[' Edit virtual machine settings

- O X

Powered Off

Cent0S 6

ESXi 6.5 virtual machine
4GB

7. Login to terminal with the root Identification.

IPCR 3 CentOS 6.9 STD - VMware Workstation 15 Player (Non-commercial use only) — [m] X

Player = - SO

Cent0S release 6.9 (Final)
Kernel 2.6.32-696.el6.i686 on an i686

localhost login:

8. To set network configuration, refer to section 2.3 To set network configuration to static for

details.

12
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IPECS IPCR works with CentOS 7.3 64 bit or CentOS 6.9 32 bit. Follow the steps to install
CentOS to run iPECS IPCR.

221 Download CentOS 7.3 64 bit and Manual Install
IPECS IPCR can support RedHat and CentOS 7.3 64 bit Linux. Linux OS can be downloading

from the centos web site http://www.centos.org.

1. Select ‘Install CentOS7’ and press Enter Key.

Cent03 7

Install CentO3 7
Test this media & install CentOS 7

Troubleshooting

2. Select 'Continue' and click Enter key.

CENTOS LINUX 7 INSTALLATION

% E2 us Help!

CentOS WELCOME TO CENTOS LINUX 7.

What language would you like to use during the installation process?

English (United Kingdom)

Afrikaans (
I o Amha English (India)
aupall Aral English (Australia)
= English {Canada
ST Assame 9 ( )
English (Denmark)
Asturianu Astur .
English (Ireland)
Benapyckas Belarus English {(New Zealand)
Brnrapckm Bulgar English {Nigeria)
Rkl Benc  |English (Hong Kong SAR China)
Type here to search a

ou | |

iPECS IPCR Administrator Guide — Issue 2.6 13


http://www.centos.org/�

3. Click DATE &TIME icon in the LOCALIZATION field.

INSTALLATION SUMMARY CENTOS LINUX 7 INSTALLATION

% BEus Help!

S OCALIZATION
DATE & TIME IKKEYBOARD
Americas/New York timezone English (US)

= LANGUAGE SUPPORT
English (United States)

™G,

SOFTWARE

INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Install
SYSTEM
|°I INSTALLATION DESTINATION KDUMP
Quit

24 Please complete items marked with this icon before continuing to the next step.

4. Set to the desired time zone and click the Done button.

DATE & TIME CENTOS LINUX 7 INSTALLATION

Region: | Americas ¥ | City: | New York G Network Time OFF &

~ ~

(&) 24-hour
11:58 PM AMZEM 05¥ /| 23 ¥ || 2019
b4 A N

(34 You need to set up networking first if you want to use NTP
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5. Click LANGUAGE SUPPORT icon in the LOCALIZATION field.

INSTALLATION SUMMARY

%

SO O CALIZATION

DATE & TIME
Americas/New York timezone

LANGUAGE SUPPORT
English (United States)

O

SOFTWARE

INSTALLATION SOURCE
Local media

o

SYSTEM

2

INSTALLATION DESTINATION

CENTOS LINUX 7 INSTALLATION

BEus Help!

IKKEYBOARD
English (US)

SOFTWARE SELECTION
Minimal Install

KDUMP

Quit Begin Installation

24 Please complete items marked with this icon before continuing to the next step.

6. Setitin the desired language and click the Done button.

LANGUAGE SUPPORT

Done

Select additional language support to be installed:
Espafiol Spanish English (United Kingdom)
Eesti Estonian English (India)

English {Australia)

Euskara Basque English (Canada)
o Persian English (Denmark)
Suomi Finnish English (Ireland)
Frangais French English (New Zealand)
Galego Galician English (Nigeria)
3p21dl Gujarati English (Hong Kong SAR China)
= Hindi English (Philippines)
Hrvatski Croatian English (Singapore)
Magyar Hungarian English (South Africa)

| d
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7. Click SOFTWARE SELECTION icon in the SOFTWARE field to display the Software
Selection screen.

e )

(SO, A |ZATION

©

SOFTWARE

Local media

O

SYSTEM

E

INSTALLATION SUMMARY

DATE & TIME
Americas/New York timezone

LANGUAGE SUPPORT
English (United States)
INSTALLATION SOURCE

INSTALLATION DESTINATION KDUMP

24 Please complete items marked with this icon before continuing to the next step.

CENTOS LINUX 7 INSTALLATION

BB us Help!

KEYBOARD
English (US)

SOFTWARE SELECTION
Minimal Install

Quit Beqgin Installation

you

8. The screen is in two parts, check the box as shown in the Base Environment on the left.

SOFTWARE SELECTION

Done

Base Environment

Minimal Install

Basic functionality

Compute Node

Installation for performing computation and
processing.

Infrastructure Server

Server for operating network infrastructure services.

File and Print Server

File, print, and storage server for enterprises

Basic Web Server

Server for serving static and dynamic internet

content.

Virtualization Host

Minimal virtualization host.

Server with GUI

Server for operating network infrastructure services,

with a GUI

GNOME De sktop

GMNOME is a highly intuitive and user friendly
desktop environment

AN B AL b

CENTOS LINUX 7 INSTALLATION

Add-Ons for Selected Environment

Backup Client

Client tools for connecting to a backup server and
doing backups

Debugging Tools

Tools for debugging misbehaving applicaticns and
diagnosing performance problems

Dire ctory Client

Clients for integration into a netwerk managed by a
directory service

Guest Agents

Agents used when running under a hypervisor.
Hardware Monitoring Utilitie s

A set of tools to monitor server hardware,

Java Platform

Java support for the CentOS Linux Server and
Desktop Platforms.

Large Systems Performance

Ferformance support tools for large systems.
Load Balancer

Load balancing support for network traffic.

PYTE N S P T TR

The environment you checked is the best matches what the system will be used for.
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9. Check the box as shown in the Add-Ons on the right.

SOFTWARE SELECTION

Deone

Base Environment

CENTOS LINUX 7 INSTALLATI

Add-Ons for Selected Environment

! Minimal Install
Basic functionality.
Compute Node
Installation for performing computation and
processing.
) Infrastructure Server
Server for operating network infrastructure services
_) File and Print Server
File, print, and storage server for enterprises.

) Basic Web Server

Server for serving static and dynamic internet

content.
) Virtualization Host
Minimal virtualization host.
) Server with GUI
Server for operating network infrastructure services,
with a GUI.
GNOME Desktop
GMNOME is a highly intuitive and user friendly
desktop environment

e B ET Yo

doing backups
\Z Debugging Tools

¥ Directory Client

[ Backup Client

Client tools for connecting to a backup server and

Tools for debugging misbehaving applications and

diagnosing performance problems

Clients for integration inte a netwerk managed by a
directory service.

Guest Agents

Agents used when running under a hypervisor.
Hardware Monitoring Utilitie s

A set of tools to monitor server hardware
Java Platform

Java support for the CentOS Linux Server and

Large Systems Performance

Performance support tools for large systems.
Load Balancer

Load balancing support for network traffic

BB L n

The software you checked will be added to the selected Base Environment.

10. Continuing from previous step.

SOFTWARE SELECTION

Done

Base Environment

CEN LINUX 7 IN

Add-Ons for Selected Environment

Minimal Install

Basic functionality.

Compute Node

Installation for performing computation and
processing

Infrastructure Server

Server for operating network infrastructure services.
File and Print Server

File, print, and storage server for enterprises.

Basic Web Server

Server for serving static and dynamic internet

content.
_ Virtualization Host
Minimal virtualization host.
Server with GUI
Server for operating network infrastructure services,
with a GUI
GNOME Desktop
GMOME is a highly intuitive and user friendly

desktop environment.

wnE B ALt

[ MariaDB Database Client

The MariaDB SQL database client, and associated
packages.

Y

<

Network File System Client

Enables the system to attach to network storage.
PHP Support

PHP web application framework.

Performance Tools

Tools for diagnosing system and application-level
performance problems

Perl for Web

Basic Perl web application support.

Postgre SQL Database Client
The PostgreSGL SGL database client, and associated

Remote Management for Linux

Remote management interface for CentOS Linux,
including OpenLMI and SNMP.
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11.And then, click Done button.

SOFTWARE SELECTION CENTOS LINUX 7 INSTALLATION

Base Environment Add-Ons for Selected Environment

Minimal Install Basic Perl web application support.

Basic functionality. ¥ Postgre SQL Database Client

Compute Node The PostgreS@L SQL database client, and associated
Installation fer performing computation and packages

processing + Python

Infrastructure Server

Basic Python web application support.

Server for operating network infrastructure services. Remote Manage me nt for Linux

File and Print Server
File, print, and storage server for enterprises

Remote management interface for CentOS Linux,
including OpenLMI and SMMP.
) Basic Web Server Web Serviet Engine

Server for serving static and dynamic internet Allows the system to host Java servlets
content.

~ Compatibility Libraries

Virtualization Host

Compatibility libraries for applications built on
Minimal virtualization host. . .
previous versions of CentOS Linux.

Development Tools

Server with GUI

Server for operating network infrastructure services,
with a GUI.

GNOME Desktop

GMOME is a highly intuitive and user friendly

desktop environment.

A basic development environment.

Security Tools
Security tools for integrity and trust verification
Smart Card Support

Support for using smart card authentication

BEPE B ARl e

12.Click INSTALLATION DESTINATION icon in the SYSTEM field.

INSTALLATION SUMMARY CENTOS LINUX 7 INSTALLATION

‘_‘H Eus Help!
4]

CentOS U DATE & TIME @ KEYBOARD

Americas/New York timezone English (US)

LANGUAGE SUPPORT
a English (United States)

SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Install
SYSTEM

INSTALLATION DESTINATION KDUMP
Automatic partitioning selected Kdump is enabled

9 NETWORK & HOST NAME a SECURITY POLICY

Not connected No profile selected

Quit Begin Installation
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13.Select the HDD you want to install, click the Configure partitioning button, and click Done

button.

INSTALLATION DESTINATION

Done

500 GiB

VMware, VMware Virtual S
sda [/ 992.5KiB free

Specialized & Network Disks

=]
Add a disk...

Other Storage Options

Partitioning

Automatically configure partitioning. | (#) | will cenfigure partitioning.

Encry ption
Encrypt my data. You'll se

Full disk summary and boot loader...

| would like to make additional space available.

LINUX 7 IN

Disks left unselected here will not be touched.

Disks left unselected here will not be touched.

1 disk selected; 500 GiB capacity; 992.5 KiB free Refresh...

14.Click Add (! * ) button.

MANUAL PARTITIONING

Done

~ New CentOS Linux 7 Installation
You haven't created any mount peints for your
CentOS5 Linux 7 installation yet. You can

. Click here to create them automatically.

» Create new mount points by clicking the '+
button.

New mount points will use the following
partitioning scheme:

Standard Partition o

e [e
avalLABLE sPact [l TOTAL sPACE
500 GiB 500 GiB

1 storage device selected

CENTOS LINUX 7 INSTALLATION

When you create mount peints for your CentOS Linux 7

installation, you'll be able to view their details here

Reset ALl
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15.Then select the size of the /boot section then click Add mount point button.

ADD A NEW MOUNT POINT

More customization options are available
after creating the mount point below.

Mount Point: ‘ fboot ‘ ¥ |

Desired Capacity: [ 200M| l

| Cancel |I Add mount point I

16.Click File System: to select ext4.

MANUAL PARTITIONING

Done
~ New CentOS Linux 7 Installation sdal
SYSTEM . i
N Mount Point: Device (s):
_ | /8ot | VMware, VMware Virtual 5
d
Desired Capacity: (sda)
| 200 MiB | | Modify...
Device Type:
| Standar... ¥ | I_:_I Encrypt
File System:
extd - | @ Reformat
Label: Name:
‘ + c ‘ | | sdal
AVAILABLE SPACE TOTAL SPACE
499.8 GiB @ 500 GiB
1 storage device selected Reset AlL
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17.Click Add (IT) button, then select the size of the swap section then click Add mount point

button.

¢ The Swap size, assign double the size of the memory.

18.Click Add (IT) button, then select the size of the root section then click Add mount point

button.

ADD A NEW MOUNT POINT

More customization options are available
after creating the mount point below.

Mount Point: swap | - |

Desired Capacity: [ 56'

| Cancel || Add meount point |

ADD A NEW MOUNT POINT

Mare customization opt
after creating the mount point below.

Mount Point: | / | bt |

Desired Capacity: l 506'

| Cancel |I Add mount point I
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19. Click File System: to select ext4.

MANUAL PARTITIONING CENTOS LINUX 7 INSTALLATION
~ New CentOS5 Linux 7 Installation IPCR-root
Mount Point: Device(s):
/boot 200 MiB
sdal ! ) )
VMware Virtual disk (sda)
50 GiB Madify
swap 8192 MiB
IPCR-swap
Device Type: Volume Group
LVM = Encrypt IPCR (0B free) ¥
File System: Modify...

extd * || Reformat

Label: Name:
+ — [c] root
1 storage device selected Reset ALl

20.Click Modify button.

MANUAL PARTITIONING CENTOS LINUX 7 INSTALLATION
[
~ New CentOS Linux 7 Installation cl-root
Mount Point: Device (s):
/boot 200 MiB
sdal /
VMware Virtual disk (sda)
50 GiB Modify...
swap 8192 MiB
cl-swap
Device Type: Volume Group
LVM - Encrypt cl (4096 KiB free) ¥
File System:
xfs ¥ | [/ Reformat
Label: MName:
+ - a root
AVAILABLE SPACE TOTAL SPACE
441.8 GiB @ 500 GiB
1 storage device selected Reset All
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21. Modify the name to IPCR and click Save button.

CONFIGURE VOLUME GROUP

Please create a name for this volume group and select at Least one disk below.

Name: [ IPCR|

|Descriptic-n Name Capacity Free

VMware Virtual disk sda 500 GIB 4418 GiB

RAID Level: | None - ‘ || Enerypt

Size policy: | Automatic R | ‘ 58.00390625 GiB |

| Cancel |I Save I

22.Click Add (IT) button, then enter var/REC as Mount Point then click Add mount point
button.

ADD A NEW MOUNT POINT

More customization options are available
after creating the mount point below.

Mount Point: Jvar/REC] | Pt ‘

Desired Capacity: | ‘

| Cancel ‘I Add mount peint I

¢ When the Desired Capacity is mounted in a blank space, it is automatically allocated.
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23.Click File System: to select ext4.

MANUAL PARTITIONING CENTOS LINUX 7 INSTALLATION

~ New CentOS Linux 7 Installation IPCR-var—-REC

R o
fvar/REC

VMware Virtual disk (sda)
Desired Capacity:

boot i
/! 200 MiB 441.8 GiB Modify.
sdal
/ 50 GiB
IPCR-root Device Type: Volume Group
swap 8192 MiB LVM - Encrypt IPCR (4096 KiB free) ¥
IPCR-swap
File System: Maodify.

extd w [+ Reformat

Label: MName:
+ - c var_REC
AVAILABLE SPACE TOTAL SPACE
992.5 KiB 500 GiB
1 storage device selected Reset AlL

24.And then, click Done button.

MANUAL PARTITIONING CENTOS LINUX 7 INSTALLATION

~ New CentOS Linux 7 Installation IPCR-var—-REC

A o
fvar/REC

VMware Virtual disk {sda)
Desired Capacity:

boot i
/ 200 MiB 441.8 GiB Modify...
sdal
/ 50 GiB
IPCR-root Device Type: Volume Group
swap 8192 MiB LVM - Encrypt IPCR (OB free)
IPCR-swap
File System: Modify...

T w | [+ Reformat

Label: Name:
+ _ c var_REC
AVAILABLE SPACE TOTAL SPACE
992.5 KiB 500 GiB
1 storage device selected Reset AlL
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25.Click Begin Installation button.

INSTALLATION SUMMARY CENTOS LINUX 7 INSTALLATION

;E [ 22:3] Help!

:

CentOS N DATE & TIME KEYBOARD
Americas/New York timezone English (US)

LANGUAGE SUPPORT

English (United States)

M

SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Install
SYSTEM
INSTALLATION DESTINATION KDUMP
Automatic partitioning selected Kdump is enabled
NETWORK & HOST NAME SECURITY POLICY
Not connected No profile selected

Quit Begin Installation

26.In the USER SETTINGS field , click ROOT PASSWORD then set the password.

CONFIGURATION CENTOS LINUX 7 INSTALLATION

Eus Help!

SN SR SETTINGS

@ ROOT PASSWORD @  UsERCREATION
Roat password is not set ‘ No user will be created
G,

c Starting package installation process

ent0S Core SIG
‘oduces the CentOS Linux Distribution.

«i.centos.org/SpeciallnterestGroup.

i Please complete items marked with this icon before continuing to the next step.

iPECS IPCR Administrator Guide — Issue 2.6

25



27.When the installation is complete, click Reboot button.

CONFIGURATION CENTOS LINUX 7 INSTALLATION

% = Help!

(SO cER SETTINGS

@ ROOT PASSWORD @  usErcRrEATION

Complete!

CentO5 Linux is noew successfully installed and ready for you to use!
Go ahead and reboot to start using it!

£33 Use of this product is subject to the license agreement found at fusr/share/centos-release/EULA

28.To set network configuration, refer to section 2.3 To set network configuration to static for
details.
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222 Download CentOS 6.9 32 bit and Manual Install
IPECS IPCR can support RedHat and CentOS 6.9 32 bit Linux. Linux OS can be downloading

from the centos web site http://www.centos.org.

1. Select'Install or upgrade an existing system' and press Enter key.

Helcome to CentDS 6.9t
[nstall or upgrade an existing system
) Ef U N, = FIUEY

[ N 9 [}
Rescue installed system
Boot from local drive
Memory test

Press [Tab]l to edit options

Automatic boot in 41 seconds. ..

CentOS 6

Community ENTerprise Operating System

2. Skip Media Test by clicking Skip button.

Welcome to CentOS for i386

Disc Found

To begin testing the media before
installation press OK.

Choose Skip to skip the media test
and start the installatiom.

<Tab>s<Alt-Tab> between elements | <Space> selects | <F12> next screen
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3. Select Language to use when installing then click Next button.

What language would you like to use during the
installation process?

[>]

Bulgarian (Bxnrapckm)
Catalan (Catala) L
Chinese(simplified) (32 (R )
Chinese(Traditional) (=77 (EEZ) )
Croatian (Hrvatski)
Czech (Cestina)
Danish (Dansk)
Dutch (Nederlands)
q ¥
"Estonian (eesti keel)
Finnish (suomi)
French (Frangais)
German (Deutsch)
Greek (EAANVIKG)
Gujarati (3pw2dl)

Hebrew (nnav)

Hindi (=)

-

[ 4 Back l [ »Next]

4. Select the language for the system and click Next button.
I 000000
Select the appropriate keyboard for
the system.

Portuguese
Romanian
Russian
Serbian

]

Serbian (latin)
Slovak (gwerty)
Slovenian
Spanish
Swedish

Swiss French

Swiss French (latinl)
Swiss German

Swiss German (latinl)
Turkish

U.S. International
Ukrainian

United Kingdom E

[ 4mBack l [ B Next l
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5. Click to select 'Basic Storage Devices'. By default select 'Basic Storage Devices' then click
Next button.

What type of devices will your installation involve?

Basic Storage Devices
' Installs or upgrades to typical types of storage devices. If you're not sure which option is right for you,
this is probably it.

_ Specialized Storage Devices
) Installs or upgrades to enterprise devices such as Storage Area Networks (SANs). This option will allow
you to add FCoE [ ISCSI/ zFCP disks and to filter out devices the installer should ignore

| 4@ Back | l »Nextl

6. Set Hostname. On the user PC network enter the Hostname then click Next button to
continue.

= Please name this computer. The
hostname identifies the computer on a
= network.

Hostname: I

| configure Network |

| 4mBack | | B Next |

* As shown in the figure above, localhost.localdomain is set on the default Hostname
section. This process can be omitted.
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7. Setthe Time Zone. Select the user time zone then click Next button.

Please select the nearest city in your time zone:

© | O T - — g s ~ e
a m [:)
Selected city: New York, America (Eastern (most areas))

America/New York =

System clock uses UTC

s

8. Set the Root password. Set the Password and then click Next button.

E The root account is used for administering

+A| the system. Enter a password for the root
USEr.

Root Password: I oooooooo ]

confirm: I ........ ]

4EBack | ) Next |

* Note that the default password is not set. We recommend that you set the strong and
complicated password to strengthen the security.

* If you don't set password or you set a weak password, you might be a target to hacking.
If you DO NOT SET PASSWORD, you cannot proceed to the next step.

30
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9. Setthe Partition. You must select Create Custom Layout then click Next button.

Which type of installation would you like?

Use All Space
Removes all partitions on the selected device(s). This includes partitions created by other operating

(@] u systems

Tip: This option will remove data from the selected device(s). Make sure you have backups.

Replace Existing Linux System(s)
. o Removes only Linux partitions (created from a previous Linux installation). This does not remove other
. - partitions you may have on your storage device(s) (such as VFAT or FAT32).

Tip: This option will remove data from the selected device(s). Make sure you have backups.

~ 5 Shrink Current System
Shrinks existing partitions to create free space for the default layout.

J Use Free Space
9] u Retains your current data and partitions and uses only the unpartitioned space on the selected device
(s}, assuming you have enough free space available.

Create Custom Layout
Manually create your own custom layout on the selected device(s) using our partitioning tool.

| 4mBack ‘ ‘ B Next |

10.Create a Standard Partition in the /boot section. Follow the sequence below on how to
generate partition.

a. Click Create button to create Standard Partition in /boot section then click Create button in

the popup window.

Please Select A Device

Device ?ﬁ; : Create Storage
- Create Partition
¥ Hard Drives ® [Standard Partition
~ sda
Free 952319 Create Software RAID Information
) RAID Partition
Create LVM Information

) LVM Physical Volume

| Cancel || Create ‘

| Ccreate | | Reset |

| 4EBack | | »Next:‘
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b. Then select the size of the /boot section then click OK button in the popup window.

Mount Point: /boot v
Device )
File System Type: ‘ extd <
~ Hard Drives
~ sda
7
Free

Allowable Drives:

ize (MB): [200 EH
1

Additional Size Options

@ Fixed size

O Fill all space up to (MB):
O Fill to maximum allowable size

[] Force to be a primary partition

[ Encrypt
Reset |

Cancel | | oK | |

| 4mBack | | B Next |

c. Click Create button to change all the remaining storage to LVM Physical Volume then
click Create button in the popup window.

[
Please Select A Device

Device Size | M Create Storage

(B} Create Partition

< Hard Drives ) standard Partition

~ sda
sdal 200 /b Create Software RAID Information
Free 952119 O RAID Partition

Create LVM Information

@ |LVM Physical Volume|

| Cancel || Create ‘

| Create | | Reset |

| 4@Back | | B Next ‘
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d. Set system type to be 'Physical Volume (LVM)' then select Fill to Maximum allowable size

then click OK button in the popup window.

Mount Point:
Device . -
flle System Type: | physical volume (LVM) [
< Hard Drives
~ sda
v

sdal
Allowable Drives:

Free
Size (MB): [200 B

Additional Size Options
() Fixed size

> Fill all space up to (MB):

@ [Fill to maximum allowable size

[J Force to be a primary partition
[ Encrypt

Cancel | | oK | |ﬂ|

| 4mBack ‘ ‘ ) Next |

e. Click Create button to select LVM Volume Group then click Create button in the popup
window.

Please Select A Device

Device a“ing, Create Storage
- Create Partition
~ Hard Drives  standard Partition
~ sda
sdal 200 /b Create Software RAID Information
sda2 952119 ' RAID Partition
Create LVM Information

@ |LVM Volume Group|

O VM Physical Volume

|. Cancel || Create |

| Create | | Reset |

| 4aBack | | B Next |
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f. Create Logic Volume under LVM Volume Group as shown below then click OK button in
the popup window.

Device

~ Hard Drives
~ sda
sdal
sda2

Wolume Group Name: |[IPCR II

Physical Extent

Make LVM Volume Group

<

: |_4MB

sdaz2 952116.00 MB

Make Logical Volume

Physical Volul
Mount Point: / ~
used Space: File System Type: | extd <
Reserved Spa .
Free Space: Logical Volume Name: [root
Total Space: |gi0 (mp): [50000
Logical Volu
[J Encrypt (Max size is 952116 MB)
Logical Volu e e— R
| Cancel | | 0K | | Add |
| Edit |
|Delete|
S | Reset |
Cancel || oKk | —

|. 4aBack | l B Next I

g. For the Swap size, assign double the size of the PC capacity as shown below then click
OK button in the popup window.

Device

~ Hard Drives
~ sda
sdal
sda2

Volume Group Name: [IPCR ]
\

Physical Extent: | 4 MB

Make LVM Volume Group

<«

sda2 952116.00 MB

Mount Point:
Used Space: File System Type: | swap o] |
Reserved Spad .
Free Space: Logical Volume Name: [swap ]
Total Space: ;e (mg): 8122 ]
Logical Volu|
[] Encrypt (Max size is 902116 MB)
Logical Volu |ﬁ| |T| —
ancel
root — |ﬂ|
| Edit |
| Delete |
- Reset |
Cancel | | oK | B

| 4 Back | l B Next l
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h. For /var/REC size assign the remaining PC memory capacity as shown below then click

OK button in the popup window.

Device

< Hard Drives
~ sda
sdal
sda2

Volume Group Name:

Physical Extent:

Make LVM Volume Group
[Pcr |

[4mB 2]

sdaz2 952116.00 MB

Physical Volu Make Logical Volume

Mount Point: Jvar/REC v |
Used Space: File System Type: |ext4 < |
Reserved Spac .
Free Space: Logical Volume Name: lREC ]
Total Space: |70 (wp): (893924 ]
Logical Volu
[ Encrypt (Max size is 893924 MB)
Logical Volu |ﬁ| ‘T| P
ance
root —_— | Add ‘
swap N/A 8192 | Edit |
|Delete‘
- | Reset |
Cancel | ‘ oK | —

| 4mBack ‘ ‘ ) Next |

i. Ifthe above was executed successfully you can view the information as shown below then
click OK button in the popup window.

Device

~ Hard Drives
< sda
sdal
sda2

Volume Group Name:

Physical Extent:

Physical Volumes to Use:

Used Space:

Reserved Space:

Free Space:
Total Space:

Logical Volumes

Logical Volume Name

REC
root
swap

Make LVM Volume Group
= |

[4 mB 2]

sda2 952116.00 MB

952116.00 MB (100.0 %)

0.00 MB (0.0 %)
952116.00 MB

Mount Point  Size (MB)

Jvar/REC 893924

/ 50000 | Edit |

N/A 8192 | Delete|
e | Reset ‘

Cancel ‘ ‘ oK ‘
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Groups and Hard Drive) then click Next button.

Please Select A Device

Size | Mount Point/

Device (MB) | RAID/Volume Type Format
< LVM Volume Groups
= IPCR 952116
REC 893924 /var/REC ext4 v
root 50000 / ext4 v
swap 8192 swap v
~ Hard Drives
~ sda
sdal 200 /boot extd v
sdaz2 952119 IPCR physical volume (LVM)

e |

| 4EBack | | B Next |

12.Hard disk (Format). You will need to format hard disk before setting any partition.

Write changes to disk or format button in the popup window to confirm

Please Select A Device

Size Mount Point/

Device ymy RaiD/volume

Type Format

Writing storage configuration to disk

£\ The partitioning options you have selected

& will now be written to disk. Any data on
deleted or reformatted partitions will be lost.

| Go back ‘ [ Write changes to disk

Create | Reset |

| 4mBack | | B Next |

11.From the figure below you can Confirm the information assign to all IPCR (LVM Volume

Click
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13.Confirm the disk format then click Next button.

Install boot loader on /dev/sda. | Change device

[J Use a boot loader password

Boot loader operating system list

Default | Label Device

(O] CentOS 6 /dev/mapper/IPCR-root

[ 4EBack ] | Bp Next ]

14.Installing OS.

It is recommended to select Web Server as the Linux OS Type. Then click
Next button.

The default installation of CentOSs is a minimum install. You can optionally select a
different set of software now.

 Desktop e
& Minimal Desktop
O Minimal

O Basic Server
() Database Server
Q@ Web Server

(<]

Please select any additional repositories that you want to use for software installation.
CentOs

=k Add additional software repositories l [ =% Modify repository

You can further customize the software selection now, or after install via the software
management application.

() Customize later

[ 4mBack l [ B Next l

iPECS IPCR Administrator Guide — Issue 2.6 37



15. Selecting application. To install IPCR successfully the following features has to be selected.
On the selection screen, click the content in left side and you can see more detail on the right
side. Use the scroll bar to select the sub-item.

a. Click Base System then select detailed item on the right side. Follow the selection
seqguence is as shown below.

Applications B (] Backup Client H
Base System | . v] Base

Databases : ¥ Compatibility libraries 3
Desktops | B (| Console internet tools
Development 1 % ¥ Debugging Tools

High Availability L[] Dial-up Networking Support
Languages & ) Directory Client

Load Balancer Il | T FCoE Storage Client

Resilient Storage ﬁ\j Hardware monitoring utilities
Servers = ;;,;D Infiniband Support &

Perl interfaces to common libraries and functionality.

| 4mBack I l B Next I

Applications |— ;',;D FCoE Storage Client (4]
Base System QQD Hardware monitoring utilities
Databases {Ci O Infiniband Support

Desktops @ ¥] Java Platform

Development
High Availability
Languages

Load Balancer

WD Large Systems Performance
: ¥] Legacy UNIX compatibility
:[] Mainframe Access 1

L {_} ¥ Network file system client

Resilient Storage /0 Networking Tools
Servers

;,} ] Performance Tools

[~

(<]

Perl| interfaces to common libraries and functionality.

| 4aBack I l ) Next I
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b. Click Databases on the left side and select detailed item PostgreSQL Databases client on
the right side, then select by clicking Optional packages button.

Applications = g [0 MySQL Database client
Base System a [0 MySQL Database server
Desktops (@ ¥ PostgreSQL Database server

Development
High Availability
Languages

Load Balancer
Resilient Storage
Servers

[~]

The PostgreSQL SQL database client, and associated packages.

Optional packages selected: 3 of 7

Optional packages

| 4EBack I [ B Next l

c. Select the needed option under PostgreSQL Databases client then click Close button in
the popup window.

Applications ' g [0 MySQL Database client

Packages in PostgreSQL Database client

Desk Some packages associated with this group are not
required to be installed but may provide r
Deve| additional functionality. Please choose the

High packages which you would like to have installed.

Lan | el 6 0 bra or PostgresQ

Loag libdbi-dbd-pgsql-0.8.3-5.1.el6.i686 - PostgreSQL plugin for libdbi

[] perl-DBD-Pg-2.15.1-4.el6_3.i686 - A PostgreSQL interface for perl
postgresql-jdbc-8.4.704-2.el6.noarch - |DBC driver for PostgresQL

postgresql-odbc-08.04.0200-1.e16.i686 - PostgreSQL ODBC driver

python-psycopg2-2.0.14-2.el6.i686 - A PostgreSQL database adapter for Pyt

[] tcl-pgtcl-1.6.2-3.el6.i686 - A Tcl client library for PostgreSQL
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d. Still under Databases select PostgreSQL Databases server and select by click Optional
packages button.

Applications = a [] MySQL Database client

Base System a [ MySQL Database server
;g PostgreSQL Database client

Desktops v atabase serve

Development
High Availability
Languages

Load Balancer
Resilient Storage
Servers

=

The PostgreSQL SQL database server, and associated packages.

Optional packages selected: 1 of 7

Optional packages

| 4EBack I l B Next I

e. Select the needed option under PostgreSQL Databases server then click Close button in
the popup window.

Applications a [] MySQL Database client

Packages in PostgreSQL Database server

Some packages associated with this group are not
required to be installed but may provide

Deve| additional functionality. Please choose the

High packages which you would like to have installed.

Lang postgresql-contrib-8.4.20-7.el6.i686 - Contributed modules distributed with
Load [¥] postgresql-docs-8.4.20-7.el6.i686 - Extra documentation for PostgreSQL

Resil [] postgresql-plperl-8.4.20-7.el6.i686 - The Perl procedural language for Postgr
Serv [] postgresql-plpython-8.4.20-7.el6.i686 - The Python procedural language for
[] postgresql-pltcl-8.4.20-7.el6.i686 - The Tcl procedural language for PostgreS
ostgresql-test-8.4.20-7.el6.i686 - The test suite distributed with PostgreSQL

[ 4EBack l [ B Next l
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sequence is as shown below.

f. Select Development and chose detail items on the right side. Follow the selection

Applications —
Base System
Databases

< @ Additional Development |

< Desktop Platform Development
- ¥ Development tools

__Desktops

@ [ Eclipse

T v] Server Platform Development l

High Availability
Languages

Load Balancer
Resilient Storage
Servers

-

\Additional development headers and libraries for developing applications

Optional packages selected: 40 of 110

Optional packages

[ §mBack l [ =) Next l

clicking Optional packages button.

g. Select Web Services and chose PHP Support item on the right side then select by

Desktops
Development

High Availability
Languages

Load Balancer
Resilient Storage
Servers

System Management
Virtualization

Web Services ©

] TurboGears application framework
Web Server
] Web Serviet Engine

i [12]

PHP web application framework.

Optional packages selected: 4 of 12

Optional packages

[ 4aBack l [ Bp Next l
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h. Select more option for PHP Support then click Close button in the popup window.

=

Desktops PHP Support
Devel Packages in PHP Support ework
High Some packages associated with this group are not
Lang| required to be installed but may provide
Load additional functionality. Please choose the

packages which you would like to have installed.
Resil

php-gd-5.3.3-49.el6.i686 - A module for PHP applications for using the gd 9’ b
Serv [] php-ldap-5.3.3-49.el6.i686 - A module for PHP applications that use LDAP
Systs [ php-mysql-5.3.3-49.el6.i686 - A module for PHP applications that use MySQ
Virtu (| php-odbec-5.3.3-49.e16.i686 - A module for PHP applications that use ODBC

m [[] php-pdo-5.3.3-49.el6.i686 - A database access abstraction module for PHP

[12]

php-pear-1.9.4-5.el6.noarch - PHP Extension and Application Repository fr.
|| php-pecl-apc-3.1.9-2.el6.i686 - APC caches and optimizes PHP intermediate

[] php-pecl-memcache-3.0.5-4.el6.i686 - Extension to work with the Memcac
m php-pgsq

g 6.i686 - A PostgreSQL datab odu 0 m

[] php-soap-5.3.3-49.el6.i686 - A module for PHP applications that use the S04 _|

a m | Dl

Close

[ 4mBack l [ B Next l

Use scroll

bar then select needed options then click Close button in the popup window.

Deskt

=

ops @ @ PHP Support

Packages in PHP Support

Some packages associated with this group are not
required to be installed but may provide
additional functionality. Please choose the
packages which you would like to have installed.

)

[ php-mysql-5.3.3-49.el6.i686 - A module for PHP applications that use MySQ |
[] php-odbc-5.3.3-49.el6.i686 - A module for PHP applications that use ODBC
[[] php-pdo-5.3.3-49.el6.i686 - A database access abstraction module for PHP
php-pear-1.9.4-5.el6.noarch - PHP Extension and Application Repository fr.
[] php-pecl-apc-3.1.9-2.el6.i686 - APC caches and optimizes PHP intermediate
[[] php-pecl-memcache-3.0.5-4.el6.i686 - Extension to work with the Memcacl|=
php-pgsql-5.3.3-49.el6.i686 - A PostgreSQL database module for PHP

[_] php-soap-5.3.3-49.el6.i686 - A module for PHP applications that use the SO

php-xml-5.3.3-49.el6.i686 - A module for PHP applications which use XML
" n

odu 0 applications IS Fo

Close

[ 4mBack l [ B Next l
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j- Select Web Services on the left side and select Web Server on the right side. Select by
clicking Optional packages button.

] PHP Support

Desktops

Development ] TurboGears application framework
High Availability ] @ ™

Languages =) [ Web Servlet Engine

Load Balancer
Resilient Storage
Servers

System Management
Virtualization

T - D

Allows the system to act as a web server, and run Perl and Python web applications.

Optional packages selected: 6 of 24

Optional packages

[ 4aBack I [ B Next l

k. Select needed options in Web Server.

Desktops PHP Support

Packages in Web Server

Some packages associated with this group are not
Lang| required to be installed but may provide

Load additional functionality. Please choose the
packages which you would like to have installed.

Resil| —

Serv r - ——ry ' e ’:
crypto-utils-2.4.1-24.3.el6.i686 - SSL certificate and key management utili

Systs httpd-manual-2.2.15-59.el6.centos.noarch - Documentation for the Apach|=

Virtul

[_] libmemcached-0.31-1.1.el6.i686 - Client library and command line tools fo
m [ memcached-1.4.4-5.el6.i686 - High Performance, Distributed Memory Objei— [
[] mod_auth_kerb-5.4-14.e16.i686 - Kerberos authentication module for HTTP
[] mod_auth_mellon-0.8.0-4.el6.i686 - A SAML 2.0 authentication module for
[ mod_auth_mysql-3.0.0-11.el6_0.1.i686 - Basic authentication for the Apach
[] mod_auth_pgsql-2.0.3-10.1.el6.i686 - Basic authentication for the Apache H
[] mod_authnz_pam-0.9.2-1.el6.i686 - PAM authorization checker and PAM Ba -

@ [ B

Close

[ §mBack I [ = Next l
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I. Use the scroll bar and select the needed options then click Close button in the popup
window.

Desktops

Packages in Web Server

Some packages associated with this group are not
Lang| required to be installed but may provide

Load additional functionality. Please choose the
packages which you would like to have installed.

]

mod_perl-2.0.4-11.el6_5.i686 - An embedded Perl interpreter for the Apach
mod_revocator-1.0.3-11.el6.i686 - CRL retrieval module for the Apache HTT
mod_ssl-2.2.15-59.el6.centos.i686 - SSL/TLS module for the Apache HTTP £
mod_wsgi-3.2-7.el6.i686 - A WSGI interface for Python web applications in A
perl-CGI-3.51-144.el6.i686 - Handle Common Gateway Interface requests an [ )
perl-CGl-Session-4.35-6.el6.noarch - Persistent session data in CGl applica |
perl-Cache-Memcached-1.28-2.el6.noarch - Perl client for memcached
python-memcached-1.43-6.el6.noarch - A Python memcached client librar|
squid-3.1.23-24.el6.i686 - The Squid proxy caching server
webalizer-2.21 02-3.3.el6.i686 - A flexible Web server log file analysis prog[—|

" | [2)

Close

HIE0 0 0 0 Of& o[

[ 4aBack l [ B Next l

m. After selecting all the needed options in Web Services then click Next button.

A

Desktops PHP Support
Development [J TurboGears application framework
High Availability B Web Server

Languages [ Web Serviet Engine
Load Balancer
Resilient Storage
Servers

System Management
Virtualization

|_Webservices ________lolla D

Allows the system to act as a web server, and run Perl and Python web applications.

Optional packages selected: 6 of 24

Optional packages

[ 4mBack l [ B Next
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16. If the installation was successful window as shown below will be displayed. To use the
system click Reboot button.

Congratulations, your Cent0S installation is complete.

Please reboot to use the installed system. Note that updates may be
available to ensure the proper functioning of your system and installation

of these updates is recommended after the reboot.

ap] Reboot

17.Login to terminal with the root Identification.

CentDS release 6.9 (Final)
Kernel 2.6.32-696.el6.i686 on an i686

localhost login: root
Password: _

18.To set network configuration, refer to section 2.3 To set network configuration to static for
details.
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2.2.3

IPECS IPCR application program Installation

Follow the process below to install the iPECS IPCR application program.

1. Login to terminal with the root Identification.

[root@localhost ~]# su root
Password

» # su root — Change to root identification
» Password — Input the password

2. Download the Install file (install_ipcr.tar.gz) to the /root folder in the server. Locate the folder
with the file and copy to the /root folder.

[root@localhost ~]# cd "located folder*

[root@localhost ~]# cp install _ipcr.tar.gz /root

* # cd 'located folder' — Change directory to the folder with the file
» #cpinstall_ipcr.tar.gz /root — Copy the install_ipcr.tar.gz file to /root
3. In the /root folder, extract the file.

[root@localhost ~]# tar xvfzp install ipcr.tar.gz -C /

4. Check the install.sh permission.

[root@localhost ~]# Is -al install.sh

* The server response should appear similar to below indicating the insall.sh is available.

LA r'wXrwxrwx 1 root root 1388 2010-07-21 09:01 install.sh

5. Install the iPECS IPCR application with the ‘install.sh’ command.
[root@localhost ~]# ./install.sh

Note that If it is failed and cannot create directory error, you can delete the folder use the

following command to delete the folder: | QRSN ATICUIAN A DI VAT YRARI gAY

And repeat step 3 to install it again.

6. After Installation is complete, the server will reboot.
7. After the reboot, the server LXprocess will start the iPECS IPCR application process.
8. Check the iPECS IPCR application status with the below command.

a. Rec process check.

* Normal case: The server should return the message with the PID
root 2460 1 2 17:48 7 00:01:32 ./Rec_Signal .exe
root 2520 1 4 17:48 ? 00:02:32 ./RecSee_RTP.exe

root 23589 3046 0 18:51 pts/0 00:00:00 grep Rec

* Abnormal case: Note a single line response as below is abnormal.
root 9519 9484 0 13:48 pts/1 00:00:00 grep Rec
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b. RV process check.
[root@localhost ~]# ps -ef | grep RV

* Normal case: The server should return the message with the PID
[gelo] 2628 1 0 17:48 ? 00:00:15 ./RVModule

root 24784 3046 0 18:55 pts/0 00:00:00 grep RV

* Abnormal case: Note a single line response as below is abnormal.
root 9519 9484 0 13:48 pts/1 00:00:00 grep RV

c. DBGw process check.
[root@localhost ~]# ps -ef | grep DBGw

* Normal case: The server should return the message with the PID
root 2628 1 0 17:48 ? 00:00:15 ./DBGw.exe

root 24784 3046 0 18:55 pts/0 00:00:00 grep DBGw

* Abnormal case: Note a single line response as below is abnormal.
root 9519 9484 0 13:48 pts/1 00:00:00 grep DBGw

9. Ifthe IPECS IPCR application is not running.
a. Execute the LXprocess start command to start the LXprocess.
[root@localhost ~]# cd /usr/furence/IPCR3.0/exe/LXprocess
[root@localhost ~]# ./LXP_START.sh

[root@localhost ~]# ps -ef | grep LX

» # cd /usr/furence/IPCR3.0/exe/LXprocess — Change directory to the folder with the
LXprocess executable file.

* # JLXP_START.sh — Command to start the LXprocess.

* # .ps-ef| grep LX - Command to check the status of LXprocess

b. LXprocess is running, the server should return the message with the PID. After then the
IPCR application will restart automatically.

root 27963 1 0 19:04 pts/0 00:00:02 ./LXprocess

root 29734 3046 0 19:10 pts/0 00:00:00 grep LX

10.If LXprocess is running but the iPECS IPCR application is not properly executed.

a. Verify the permission to run the IPECS IPCR application.
[root@localhost ~]# cd /usr/furence/IPCR3.0/exe

[root@localhost ~]# chmod 755 backup DBGw.exe FTPTransfer MIG.exe Rec* RVModule

* #ls-al— Command to determine the IPECS IPCR application status.
» # chmod 755 backup DBGw.exe FTPTransfer MIG.exe Rec* RVModule — Change the
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permission to execute IPCR application.
* The server response should appear indicating the IPCR application is available.
* -rwxr-xr-x 1 root root 3184807 2010-09-08 17:17 'Process Name'

* *Process Name : backup, DBGw.exe, FTPTransfer, MIG.exe, RecSee_RTP,
Rec_Signal, RVModule

b. After then the iPECS IPCR application will restart automatically.
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This section guides you on how to set up an IPCR server with a static IP. Look at the manual
for Centos version 7.3 or 6.9 and set it.

23.1 To set network configuration to static in centos7.3 64bit
The IPCR server only supports the network interface name of ethO.

1. Edit file /etc/default/grub through Terminal in IPCR server to set Network device name.

# vi /etc/default/grub

2. Add net.ifnames=0 biosdevhame=0 to line GRUB_CMDLINE_LINUX.

ILE ENU=t rue
UB_TERMW I NAL_OUT
1_CHD ! Lm:l=a|_1tu:::w rd. lvm. lv=IPC r rhgb quiet|net.ifnames=

3. Execute a command through Terminal in IPCR server to set Network device name.

# grub2-mkconfig -o /boot/grub2/grub.cfg

4. Editifcfg file name.

# mv /etc/sysconfig/network-scripts/ifcfg-network interface_name
/etc/sysconfig/network-scripts/ifcfg-ethO

5. Edit NAME, DEVICE parameters and IP address in ifcfg file to new Network Interface name.
# vi /etc/sysconfig/network-scripts/ifcfg-ethO

6. You can see the setting picture like this.

7. Modify IPADDR, NETMASK, and GATEWAY information according to the network
environment you want to use.

8. Set BOOTPROTO to static to assign to static IP.
9. The HWADDR information should be annotated.
10. Execute a el command to save the file.

11.Reboot the server.
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232 To set network configuration to static in CentOS 6.9 32bit
1. Execute the setup command to begin the configuration.

[rootglocalhost J#/ setwp| |

2. Select the Network configuration.

Text Mode Setup Utility 1.19.9 (c) 1999-2886 Red Hat, Imc.

Chooze a Tool

fiuthentication configuration
Fireuall confimiratinn

Network configuration

JLUSTEM SETVICES

<Tab>r<Alt-Tab> between elements | Use <Enter> to edit a selection

3. Select the Device configuration.

Select Action

Device conf iguration|

DO Cund lyuraL ion

Save&Quit

<Tab>~/<Alt-Tab> between elements i <Space> selects i <F1Z2> next screen
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4. Select the 'eth0 (eth0) — Advanced Micro Devices, ~'.

Select A Device

[ 1 ethd (ethd) - Ware WEXNET3 Ethernet Controller|

SGwW UCwILG

<Tab>~/<Alt-Tab> between elements i <Space> selects i <F1Z2> next screen

5. Fill the Network configuration then click OK button.

Network Comfiguration

Name

Device

Use DHCP

Static IP

Netmask

Default gateway IP
Primary DNS Server
Secondary DNS Server
Peer DN3

On boot

Controlled by NetworkManager

<Tab>~<Alt-Tab> between elements i <Space> selects i <F12> next screen
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6. Click Save button to save the configuration.

Select A Device

[ 1 ethd (ethBd) - Ware WENET3 Ethernet Controller|

<New Device>

<Tab>s<Alt-Tab> between elements i <Space> selects i <F12> next screen

7. Click Save&Quit button.

Select Action

Device conf iguration|
DNS conf iguration

<Tab>~-<Alt-Tab> between elements i  <Space> selects i <F12> next screen
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8. Click Quit button.

Text Mode Setup Utility 1.19.9

Choose a Tool

Authentication configuration
Firewall configuration
System services

Run Too

<Tab>s<Alt-Tab> between elements | Use <Enter> to edit a selection

9. Restart the network service.

[rootPlocalhost ~ 1# service network restart

g
Bringing up loopback interface:

[ 1
Bringing up interface eth@: Determining if ip address 192.168.119.119 is already in use for device
ethd. . .

[ 1
[root@localhost ™1 _
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The IPCR process can be executed in the following ways.

1. Login to the terminal with the root account.

2. First execute LXprocess.
[root@localhost ~]# cd /usr/furence/IPCR3.0/exe/LXprocess

[root@localhost ~]# ./LXP_START.sh

* # cd /usr/furence/IPCR3.0/exe/LXprocess — Move to the path where the LXprocess
executable file is located.

* # JLXP_START — Run script file to drive LXprocess.
3. IPCRs automatically execute in a short time when LXprocess is executed.

1. Login to the terminal with the root account.

2. Close LXprocess first.
[root@localhost ~]# cd /usr/furence/IPCR3.0/exe/LXprocess

[root@localhost ~]# ./LXP_STOP.sh

» # cd /usr/furence/IPCR3.0/exe/LXprocess — Move to the path where the LXprocess
executable file is located.

* # ./LXP_STOP.sh —Execute script file ending LXprocess.

3. Stop the IPCR engine
[root@localhost ~]# cd /usr/furence/IPCR3.0/exe

[root@localhost ~]# ./REC STOP.sh

* # cd /usr/furence/IPCR3.0/exe — Move to the path where the IPCR executable file is
located.

* t# ./REC_STOP.sh — Run a script file that terminates the IPCR process.
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Chapter 3.

311

IPECS System Configuration

Prior to starting the iPECS IPCR server, it is recommended that the IPECS system platform be
configured. Configuration of the iIPECS system for operation with IPECS IPCR server follow the
procedure for each system described in the below section.

¢ How to set up the iPECS UCP/eMG system, refer to section 3.1 iPECS UCP/eMG .
¢ How to set up the iPECS CM system, refer to section 3.2 iPECS CM.

This section describes how to set up the IPECS UCP/eMG to enable iPECS IPCR.

Unlock up to number of iPECS IPCR server and Agent ID
Unlock (license) codes for the IPECS UCP permit operation with up to ten (10) Call recording
servers simultaneously.

In addition, the codes define the number of IPECS IPCR servers, recording Agents available and
SIP Phone. iPECS IPCR server needs at least one (1) copy, and SIP phone unlocks key
needs only one (1) copy for an iPECS IPCR.

In the IPECS UCP web admin page:

* Click the 'System Management' tab.
¢ Click License Management to select sub menu.

¢ Click License Upload. The upload the Key code provided from your local Ericsson-LG
Enterprise representative.

* And then click Start () button.

=
S/W Ugpgrade ¢ System Informa lcense Upload =

Datsbase "
Select a License File and Wait for Uploading to end!!
Mulb Language Some boards may be restarted after uploading licenea fils

SMOR

File System

@ S

Licimse Management - ELGE_201406170920.dat 1043 N

Gateway License

Temp Licenses Activation

DECT Statsncs Feaiure
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3.1.2

3.1.3

IPECS IPCR Server MAC Address
The iPECS IPCR server can be registered with the iPECS host either employing the automatic
registration method (Dipswitch 3 set to 'On’) or using the MAC address registration.

For MAC address registration, assign the MAC address and number of Agents for the iPECS
IPCR server in the Registration Table (PGM 235).

Tece — T
VU fanaer]
P Basa Funcsn Hase c,- . x x
a
S D & Numbring g Plans Indax WAL Addieas Maximum Pon Davice ID
"3

Hegistration Tabla[F15)

Station User Login
After the IPECS IPCR server registers with the iPECS host using either the MAC or automatic
registration method, the iPECS IPCR server will login for service.

The IPECS IPCR server will send the SIP ID and password to the iPECS system. The iPECS
system will then populate the Station User Login (PGM 443) with the received credentials and
assign the next available station number to the iPECS IPCR server.

Favorite PGM Station User Login{443)

1D | Desired Numbar Save

Save Fassword (same with 10 value)

ID Save

Index Registered Number Device Type (1] Password Zone Desired Number  Nation Code  Language Linked Version Remark

Linited Kingdam ¥ Englith v

Initiakzatan{450)

NOTE For PGM (443) ID and password, please enter the SIP ID and Password to be used
in iPECS IPCR.
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3.14

3.15

IPECS IPCR Agent ID Table

Prior to programming the Agent Table, the iIPECS IPCR server must be registered with the
iPECS UCP and the iPECS IPCR server must be logged into the iPECS UCP.

In addition, the IPECS IPCR Channel registration may be configured to assign agents to
channels in the iPECS IPCR server.

Each Agent is linked to an iPECS UCP object (a Station) in the iPECS IPCR Agent Table (PGM

237).

The Agent table indicates the number of agents associated with a specific iPECS IPCR server,
the Agent Id, and the linked object information.

Incax | Agent ID) | Object Type Linked Objact Announcs Numbar

IPECS IPCR SIP Station Registration
The iIPECS IPCR server interfaces to the iPECS UCP as a single SIP Phone. Registration
between the iPECS IPCR server and UCP is automatic once both are configured.

Under the SIP Phone Attributes, the Registration Mode must be set to Manual and the SRTP
Usage, and 1st and 2nd encryption mode can be configured.

The encryption algorithm can be selected as AES or, for Korea, ARIA. The remaining SIP
Phone Attributes are not used for the iPECS IPCR server.

Prior to programming the Agent Table, the IPCR server must be registered with the iPECS
LIK/UCP and the iPECS IPCR application must be logged into the IPECS UCP. Refer to
section 6.6.2 PBX Registration for details.

The station number of the IPECS IPCR server can be verified in Station User Login (PGM 443)
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after registration and login.

pECcs

UCPEMDE

PGM Base Fanction Base

Q

System I & Numbering Plans
Station Uata

Board Based Data

©O Line Data

System Data

Station Group Data

FSON Line Data

SIP Commen Aibules(210)
SIP Trunk Slalss Overviess
SIP CO Attibates{133)
SIP Regisiation Status Overview
SIP LID Alloc Status Overview
SIP Uses 1D Alibusos{175)
SIP Phone Provisioning(212)
Pravisioning File ViewADalnte
VMEX Station Data[215)
VMEX Connection Tabie(216)

Tables Data

Networking Data

™ -

¢

Aomsraion | Vamenance [ ] cronse Lo | 1w |
Favorka PGM Registration Table(735) IPCR Agont Table(237) SIF Phone Attributes{#11) Z_ :

Enler Station Range | ] :" P | R
Station Fange 1100
Ovder | Uncheck Al Attribute Value Range

1 ) Ragistaring Mods Mz [w]

2 Registration Status Regsiened

3 1P Address 152 165140113

4 IP Fort 500

5 Transport Moda upe

3 System SIF Port 060

7 2 SIF Phone Type IFCR ™~

8 B Duarvice Register Mode AT ~l

' B Registration Timer Usage OFF [w]

W R Registration Timer o 30-3600 sec

LI Keep Allve Usage OFF[¥]

12 2 Relry Count a 10

LEN= 407 Authertication OFF [w]

u = 181 Baing Forwarded OFF v

LLR 100rel OFF[v]

1’ B Sasalon Timer Suppon OFF v

7 Man: Session Timer 1800 150-3600 soc

B @ Min Seasion Times 50 60150 e

15 W Véithins Same Firnwall with UCP ON [w]

w @ SRTP Ussge orF[v]

Hn @ 18T CRYPTO rane ~

2 @ NI CRYPTO Nane v

n @2 DTMF Typo INFO{DITMF RELAY) v

H @ SMS TYPE AUTO vl

3.1.6

VM Group Configuration for iPECS IPCR Server

The Station associated with each IPCR server must be assigned to an External Voice Mall

Group.

The station number of the IPECS IPCR server is determined by the order of registration with the
host system and the desired station number if requested in the Station User Login (PGM 443)

and available.

o ——

VG aster}

Q

Systom D & Numbering Plans.

Station Data

Station Group Amriutes(151)

PickUp Group Overview

AddiDelete Group Member

Station Group Ovarview

e
X

Save [ Daiste

Click Go to Attributes ([ === ) hytton to open the Station Number Attributes (PGM 191) tab,
and then continue the VM Group Configuration for iPECS IPCR server.
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3.1.7

However, verify the station number assigned in PGM 443 before configuring the VM Group.

If it is not assigned well, you can set iPECS IPCR type and SIP for member in ADM
191.

Automatic Station Recording & Destination
The Auto Recording Option and Destination must be defined for Stations linked to an Agent in
the iPECS IPCR Agent Table.

The Auto Record Option enables recording and the Destination defines the Voice Mail Group of
the associated Call Recording server.

The station number assigned Agent ID is automatically ON 58th item (Automatic Talk Recording
Option: 'ON").
In the IPECS UCP/eMG web admin page:

* Click the 'Administration’ menu.
» Click Station Data to select sub menu.
¢ Click Station VM Attributes to display setting page.
- Click the 'Enter Station Range' input field to enter number then click Load (| == ) button.
= Click the checkbox to enable the Auto Record Option.
= Click the checkbox to enter the destination iPECS IPCR server Voice Mail Group number.
+ And then click Save (%= ]) button.
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3171

3.1.7.2

Station Recording

In case of the

linked object is Station, it should be set as below.

PECS
e E—— [——
[R—— < Favorts PGM Station VM Aributes (127) b 5
Q| po e S0 Ol Erter Stason R o [issd =] -
Sysiem D) & Numbering Plare Staon Range 1000
Oodur 1| Check AR At | Vel Ranga
Stafon Data . i
Station Type{110) i -
Comrman Autibutes(11) 2 viny Rocors, oN
Torminal Ammbuses(112) 3
U Alrkuies(113) 4 Ml Language
Flexile Bxtions(15125) 5 Frs-Soi Mop Langiage Prompit +
Staton COS{116) 6 staul VM group nmar
COF oot 7 ‘Auloenatic Tk Rscarding Olon e
inteml Pags Zonsi 118}
FTT Geoup Acossai115) ¢ SR
Preset Call Forward{120) o VM Passuced Check e & passiand +
Staton ICR Scanaris (1201) " VD Nt Waax 8 Digte
s Line Seieciant 121} 2 Reciovs M5 Mabhod Lo -
£ Staon P Awibutes(122) i Waka-Up Annsuncament ° 0200 0 Urwsed)
pkon Tepmrsi T3] ] Ta Way Record Annsuncement o 0-200( Urwssed)
;:::"f'c"::::'qsl 15 Messag Viat NocaiMl, CLL Wy o v
18 Passmond sty Atiampls Disatse +
el e G = Wk e v 3. e )
Sinior Name Crendess
Staion Nama Dispiay L tccs =
oo 154 G 3 Adrinisrsor WaiBox Disatis v
Station Daia Copy ‘ Amounce only Mattiax Disatie »
Staton CTI 1P Address 5 Amounce ony Opton Prevons em »
Staton Rocording iafomation [ Company Dirsctey -Firs N W 12 Characiers
Staion LI Pragram 7 Cormpany Direcicey -Last Kame Max 12 Characiers
] Messags RewindFast Fomard Tine 399 e
e ] VAl paty rtry count 5 09
COLins Data " VMt it e o 0:55 fes
ey " VM Forward Oplicn Wove v
] Cascads MalBox 1
Staton Graop Du 1 Cascads MaiBax 2
150N Ling Data u
. Lo J
o,

CO Recording

In case of the linked object is CO, it should be set as below.

rECs Anmines
Ve paasmy
PGM Base [—— < Favorils POU Staion VM Afutes (127) * 3 x
Qi1 [ €O Range (1 : 938) @ [Losd == =
FEE : CoRamge1
Order | Check Al Aute 1 Vale Range
a Basic Arbaes
1 cOType Womai v
v H COP Grou ¥ 1201 (2P Inussd)
Web Access Autharization s il Jon L
F CoLneTme :
e— 5 [y - e
s COMP Croup Autbrcaton
p— 7 O Tanancy B a P
f NP Mame Dispiay
) CONama Assgn Max 12 Characors
" D18 Accou Cas o v
" D1SA COAzeess e v
2 a1 VSF Busy w
! i M5 Outging Dt +
u SMS Racaved Stsen
® Refec Anoeymous Incoming Cat
" Pret Tabe 10 g 0
w LOT Teb nde | 032 (Lnased
n LT Zane Mt i 1m0
. ENBLOCK Sending W -
x 010 Prasarve Hama
Fil Burst Ton To Calar
2 Collct Call Blocking [ T
2 Colet Call Answe et o v 1280
u % 100ms 1250
= i 1
x Toma Tabla Index i 15
) Digh o Tais o =
» Prepaiacal =
» PuagaigMoney 10 9999081 & Used Pt ey 0
s e ‘o Co Rgcating Destinaton w1
B e —
PAX Cods Insarfion for Emargency cal Disabie . b
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3.18 Trace and Monitoring
1. If there are some problems, you can trace it as below in MFIM.

call

rawdata

debug(there is no agent Id in ADM 237)

5 ( if 5 is slot of IPCR server, server cannot register system)

fsipm( if SIP phone of IPCR cannot register to System LIK)

2. You can capture ethereal packets between iPECS IPCR and iPECS UCP/eMG system if
there is no recorded file in the iPECS IPCR.

iPECS IPCR Administrator Guide — Issue 2.6 61



IPECS CM

3.2
This section describes how to set up IPECS CM so that iPECS IPCR works.
321 Unlock up to number of iPECS IPCR server and Agent ID
Lock key of iPECS IPCR should be unlocked up to number of server and Agent ID. Server can
be register upto 5. And so, the servers can unlock up to 30000.
Note that the Agent can be register up to System station number, and it is depending on the
system capacity.
[eomseomatn ——————————————————————————— _ox]
G Load |XCIose
License Type [Formal License]2020/12/31 (591 day(s))
License Status Formal
ALL Capacity Seat-Based Feature
60 UCML-LNKCL10V . ‘ 950000 0 -
LMNKCL10
Client 1
61 UCML-LNKCL13V 950000 0
LMKCL13 0
62 UCML-LNKCL13-AFI 0 S60000 o] [+ ]
63 UCML-OCSSIP 0 160000 o]
G4 UCML-MEX 332 192000 o] [»]
65 UCML-CLICKCALL 7 S60000 o] [»]
66 UCML-SMO T 960000 (o] [»]
67 UCML-IPCR-5 5 16384 0 [»]
68 UCML-IPCR-5-HA 3 16384 0 [} ]
69 UCML-IPCR-A 1250 950000 0 [} ]
0 UCML-IPCR-A-HA 1008 950000 0 [} ]
T UCML-IPCR-T 1250 540000 0 [} ]
T2 UCML-IPCR-T-HA 1008 540000 0 [} ]
T3 UCML-VME 0 32 0
T4 UCML-VOM-EXT 347 G0000 0 [} ]
IE] UCML-VOM-TRK 0 0 0
76 UCML-NMS-AGN 100 200 0
7 UCML-REST 13 G0000 0 [} ]
8 UCML-VOM-SRV 1 16 0 v
Process Success!
322 IPECS IPCR Agent ID
Agent ID should be matched with a station number that wants to be recorded.
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323 IPECS IPCR SIP Station Registration

1. iIPECS IPCR's SIP station should be register through iPECS IPCR server process of
registration.

2. Change the terminal type according to the license.
a. Agent license should be set as below.

[ osa | Zmoaty [+ aca |[@Oeste | xCiosa| | Mossy Tanan | d ion |
stor 42 [4]¥) cu 32 [4]¥] venant U0 [ATR] Phone No. HEIEHINT [4]F] hysical Aderess 00ace2

Terminai Main Type SiP phone I Tearminal Sub Type Proprietary SiP Davice Termirsl Typa IPECS IPCR (Agent License) I
Hoadet Usage Spnakir Huadset Ring Moda Spmakor
Speaker Usage use
Group Listening Uiso Mol Lo LCO Language Sxlection Kotian
LCO Date Désplay Moda DOMMY'Y LCO Time Displey Moda 12 Hour
LCO Back Light Usa Lise{ Oty Busy Tima) Bhusnom

Tenant Hot Desk Terminal Use Mot Lise
Hot Desk Logged in Humbir

Phane No. Usar ID (So® PhonaLiC Only) s

=4

Tanan. Password (Sol PhonefUIC Oniy)
SIF Extension Key Number Group

Phan No. Faport to magary NMS NO
MOH Mulicast Group MCH Unicas! Group.
ﬁl:;(ﬂim_ TR-87, OC8, SAPP, OpanAP1) Moat Liged TAPP Use Mot Lise
My Cammunication Lavel 1 Sman Mebiie Ofce Type ot Lise
Speed Disl Group 1 Click Call Use Option Nol Uye
LUC With Voee Cpion Kot Use UC DeskiopMobile Sngle 1D Kot Ute
VOM Report @ Not Use

Morulre
O Torminal Summary O Numbgring Plan O DN Atribute O Torminal Opon 00 Staben Speed Dapt 0 Phone Flenible Bution IOV DEE Consaly Connecbion O 508 Phone Link
10 Channet State Information. 0 1P Ferminal Deteil Sumenary
Process Success!

b. Concurrent license should be set as below.

Torminal Attibua

-
| Stioag || ZtModit || +Add | 8 Dujeto | [%.Closn)| | Moaly Tenant || Modty Extersion
stor 1 [{]b] on 31 [4]b] venant BENN[A]R] Pnone o WEESEN [4]B] Prysicat Address oovese

Torminal Mae Type 1P prane | Terminai su Type Progristasy SIF Devica Tarminal Typa \PECS IPCR (Concurmont Licsnse) |
Heaciet Usags Spasiar Headsat Ring Moda Spanker
Spaaker Usage
Group Listening Use LED Languega Selection Koraan
LGO Date Displiy Mode DOMMYY L Time Desplay Mode 12 Moty
LCO Back Lignt Lise UseOnly Busy Time) Biuatnoth Not Lize

Tenant Hel Dk Taominal Liss toot Lise
Hot Desk Logged in Number

[Phone No Usar ID {Saft Phona/liC Only) r

5

Tenant Passweed (Haf Phan/LIC Only)
SiF Extensin Key Number Growg

[Phone No Repon in minary NMS MO
MOH Mulicast Group MOH Unicast Growp
SCTI Use (CSTA TR-87, OCS, SAPP. CpanAFi) Net Usse SAFP Use Mot Usa
Lime REC Use
Mir Communicaban Laval 1 Smart Mobbe Offica Type Mot Usa
Spoed Dl Group 1 Cack Call Use Opion Mot Lse
LG With Viics Opsion Net Use UC DesktopMonis Sngls ID hiot Lise
VI Report @ Not Use

MaruLnk
0 Teirmnat summary 0 Numborng Plan O 0N Attty 8 Terminal Opton € station Spovs Dl G Prang Flousis Bunon @ 055 Consale Cannecton € S0m Prone Link
O Charnel State Information O 1B Terminal Detad Summany
Procoss Success! A
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3. And set SIP user ID with tenant prefix number and make empty auth ID and password.

a. Agent license should be set as below.

SIP Terminal Configuration

C Load || £ Madify || X Close Preview
stor 42 [4[¥] ch 32 [4]p] Tenant 1 [4]}] Pnoneno. 40331 [4]»] physical Address 00acoz

Basic Information SIP Phone Type Configuration(Each) Special Feature

User ID 630140331
Authentication ID 630140331
Authentication Password =
Account Type Normal
Terminal Type IPECS IPCR (Agent License)
MAC Address 00:00:00:00:00:00
Registration Yes /Node 1
Registration Time 600

Station 124.45.120.105 O 5060
Registration address information - LCM Address Port

NAT
Registered Transfer Mode UDP
IP Zone LOCAL
SIP Proxy Location CCM Server IP
Button Sync Option Use
System DTMF Mode Qutband
Voice Mixing supperted for Call Recording No
Tone Play Supported No
Use transparent SDP for SIP call Not Use

Mot Use
SRTP Use
AES_CM_128_HMAC_SHA1_80 ARIA_CM_128_HMAC_SHA1_80

b. Concurrent license should be set as below.
[SPTeminal Gonfiguraion ———————————————————————— _=zx||

[G{Lnad”,‘.’mndmf}[xolnse] Preview ]

stor 111 [4]»] c (31 [4]p] Tenant 1 [«¢]»] Proneno. 48030 |[q]p] Physical Address (ooossE
Basic Informati SIP Phone Type Configuration(Each) Special Feature

User ID 630148030
Authentication ID 830148030
Authentication Password s
Account Type MNormal
Terminal Type iPECS IPCR (Concurrent License)
MAC Address 00:00:00:00:00:00
Registration Yes /Node 1
Registration Time 600

Station 124.46.120.109 O 5060
Registration address information - LCM Address Port

NAT
Registered Transfer Mode UDP
IP Zone LOCAL
SIP Proxy Location CCM Server IP
Button Sync Option Use
System DTMF Mode Qutband
Voice Mixing supported for Call Recording Yes
Tone Play Supported No
Use transparent SDP for SIP call Not Use

Not Use
SRTP Use
ARIA_CM_192_HMAC_SHA1_80 None

Process Success!

|
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4. If a SIP is assigned to 'Proprietary SIP Device', then you can see the iPECS IPCR Device
Information.

IPCR Dovice Information -
ALoad || FEMoaty | XCiose |

Tenant 5] Phone N B [ gean |

Tmant Pronel Sarvar P Ackress Pinysical Atkss. < el Type Damnsion AgeniCount. Tk AQenCourt Concusment CalCount L —
1 i g B AEI0105 ooacsz PECS IPCR (Agent License] 2 0 Susssens

1 1523 @ W 13448120 100 000858 PECS IPCR (Concurent Licansa) 180 Standaione

Process Success!

5. You should set IP address of iPECS IPCR and the number of agent count. Agent count is
restricted in license. Also, if the IPECS IPCR is completely registered to iPECS-CM, you can
verify that the Terminal Type of the SIP Station is set to the iPECS IPCR.

iPECS IPCR Administrator Guide — Issue 2.6 65



3.24

3.25

VM Group Configuration for iPECS IPCR Server

Please note that you do not need to program about this. IPECS CM uses a different

mechanism.

Automatic Station Recording & Destination

An agent ID in iPECS IPCR means a station number which has to be programmed to record its

voice. So, If Agent ID information is sent to iPECS-CM from iPECS IPCR.

Voice Mail Information -oxX
Node [03 v | [GiLoad || 2mModiry |[x close © (VM Distribution List) =3
Tenant 1 |[4[»] Phone No. 22000 Physical Address 000540
VM Access Use VM COS @ 1
Internal VM Check T(mm latest MSG Internal VM SLOT Agent ID
SVELT 0T
Number of Message (New / Saved / Urgent)  0/0/0 Number of OutlMessage
Urgeni(New / Saved) 0/0
Tenant 1 Tenant
Voice Mail Device Color Ring Device R
Feature Code 5430 Phone No IPECS IPCR
I Phone Ne.
Tenant 1 - Tenant SIP Number
Two-way Record Device Festure Cote 5117 VI Backup ehone N
1 Phone No. -
Two-way Record Start Mode Start with button on conversation(ODR) Delete Backuped VM to Phontage No
ODR Record Type for IPCR Device Full recording is selectable to save or discard (default discarded)
Use IPCR Record Alarm Announcement Not Use
Tenant Fax Bridge Service Not Use
Fax Bridge Device
Feature Code
1 Phone No. Fax Bridge Tone Detect Timer (sec) 10
SMTP Mail Server 0.0.0.0 SMTP Mail Server Port Number 0
SMTP User ID SMTP User Password
SMTP Sender Mail Address SMTP Security Auto

Process Success!

* The Two-way record Device information is automatically set with iPECS IPCR SIP number

on the agent ID number's DN Voice Mail Information Attribute in WMS

* And also the Two-way record start mode is automatically set according to the Agent ID

recording type of IPCR.
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Chapter 4.

IPECS IPCR server HA (High Availability)

4.1

High Availability, or HA as it is abbreviated, refers to the availability of resources in the iPECS
IPCR server, in the wake of component failures in the iPECS IPCR server. This can be
achieved in a redundant server to ensure availability. For this reason, the IPECS IPCR can
work continuously even if it might have problems.

System Configuration

The IPECS IPCR continues to work on the standby server when there is a problem with a
process or network on the active server. The iPECS IPCR uses only ethO network device to
check server status and provide redundancy services.

4 N\ 4 )

HA Monitor HA Monitor
de ' communication WTM
. Frocess . | Process
\. J \ J
e ~ r ~
DB synchronizer | || DB synchronizer

ey - [ f—
synchronize ~3 ==
\ J
( S GIEL®
synchronize L [ar " =4}
Recoding file Recoding file

NOTE iIPECS IPCR HA is supported on Unified(UCP, eMG) 3.5.21, UCM 3.0 and higher.
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4.2 Data Synchronization
The synchronization part of the iIPECS IPCR HA system is divided into two parts.

» Database: The DB synchronizer module executes an unexecuted query by iteratively
comparing its DB and its counterpart DB.

* Recording File: The two servers monitor the folders where the recording files are stored
and perform a copy operation when a newly created recording file exists.

53

\ 3. Compare the switchover condition

\
1. Compare the DI
2. DB synchronizat

== | o8]
1. Check{the process
Yheck the LAN card
for the PB}(Q Q for the communication

-

n
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43.1

In order to run the High Availability module, you need to respectively set the "ini* file in the Active
and Standby server according to your environment. Configuration of the iPECS IPCR server
follow the procedure for each server described in the below section.

How to set .ini file on Active server, refer to section 4.4.1 HA Module set up in Active Server.

How to set .ini file on Standby server, refer to section 4.4.2 HA Module set up in Standby
Server.

HA Module set up in Active Server

1.

Execute a command thought Terminal in Active server to set HA module.

# vi /usr/furence/IPCR3.0/HA/ini/config. ini

You can see the setting picture like this.
[LOG]

;log file path
PATH=/usr/furence/bin/log/HA.log

;log fFile deletion cycle
PURGEAGE=3 months

[PROCESS CHECK]
;the number of process to monitor
PROCESS_NUM = 5

;switchover condition

;1: switchover even if only one to monitor is dead
;2: switchover if all processes to monitor are dead
OBSERVATION_MODE=1

;the path of the process to monitor
PROCESS_PATH1=/usr/furence/IPCR3.0/exe/DBGw.exe
PROCESS_PATH2=/usr/furence/I1PCR3.0/exe/Rec_Signal .exe
PROCESS_PATH3=/usr/furence/I1PCR3.0/exe/RecSee_RTP.exe
PROCESS_PATH4=/usr/furence/IPCR3.0/exe/RVModule
PROCESS PATH5=/usr/furence/IPCR3.0/exe/FTPTransfer

;cycle to check whether the process to monitor is running. (Sec)
PROCESS CHECK CYCLE = 5
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[AGENT]
;mode selection
;1: active mode
;2: standby mode
MODE=1

;eurrent server IP address
THIS_SERVER IP = 192.168.0.51

;current server gateway address
GATEWAY_IP = 192.168.0.1

;current server port (port to receive packets from the other party HA)
HEART_BEAT_RECEIVE_PORT = 7777

;cycle of the heartbeat signal (Sec)
HEART_BEAT_INTERVAL = 5

;the maximum heartbeat signal listening time for switchover.
;IT the heartbeat signal is not received within setting time, switchover
MAX_HEART_BEAT_RECEIING_TIME =15

;the other server IP address
PARTNER IP= 192.168.0.52

;the other server port (port of the other party HA to receive packets.)
PARTNER_HEART_BEAT_RECEIVE_PORT = 7777

;ignore consecutive incoming packets less than IGNORE_TIME(sec)
IGNORE_TIME=2

WAITING_TIME_BEFORE_PROCESS RUN = 5

;cycle to check the lancard (Sec)
LAN_CARD_CHECK PURGEAGE = 5

;the service IP address
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VIRTUAL_IP= 192.168.0.50

;the command to activate the service IP address
VIRTUAL_IP_START_COMMAND=service network restart

;the command to deactivate the service IP address
VIRTUAL_IP_STOP_COMMAND=/etc/sysconfig/network-scripts/ifdown ethO

;process that must be terminated additionally when the process is switched
RELATED_PROCESS=

[ADVENCE]
KEYWORD=defunct
PROCESS_KILL_COMMAND=pkill -9

[DB]
;1:pg 2:oracle 3:0DBC
DBKIND=1

DBSTR=localhost@recsee3p

DBID=postgres
DBPW=Ffcpass

3. Modify the following items in the .ini file. To edit this .ini file, you should enter the vi's edit
mode by pressing on the keyboard i button.

* MODE: Enterthe number 1. (1isan Active server, 2 is a Standby server.)
 THIS SERVER IP: Enter the communication IP address of the Active server.
* GATEWAY_IP: Enter the gateway IP address of the Active server.

* PARTNER_IP: Enter the communication IP address of the Standby server.

* VIRTUAL_IP: Enter the service IP address. (Both Active and Standby servers use the
same value.)

* VIRTUAL_IP_START_COMMAND: Enter the following command service network
restart

* VIRTUAL_IP_STOP_COMMAND: Enter the following command /etc/sysconfig/network-
scripts/ifdown ethO

4. Execute a M command to save the file after pressing ESC button on the keyboard.
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432 HA Module set up in Standby Server

1. Execute a command thought Terminal in Standby server to set HA module.

# vi /usr/furence/IPCR3.0/HA/ini/config. ini

2. You can see the setting picture like this.
[LOG]
;log file path
PATH=/usr/furence/bin/log/HA.log

;log file deletion cycle
PURGEAGE=3 months

[PROCESS_CHECK]
;the number of process to monitor
PROCESS _NUM = 5

;switchover condition

;1: switchover even if only one to monitor is dead
;2: switchover if all processes to monitor are dead
OBSERVATION_MODE=1

;the path of the process to monitor
PROCESS_PATH1=/usr/furence/IPCR3.0/exe/DBGw.exe
PROCESS_PATH2=/usr/furence/I1PCR3.0/exe/Rec_Signal .exe
PROCESS PATH3=/usr/furence/IPCR3.0/exe/RecSee RTP.exe
PROCESS_PATH4=/usr/furence/1PCR3.0/exe/RVModule
PROCESS PATH5=/usr/furence/IPCR3.0/exe/FTPTransfer

;cycle to check whether the process to monitor is running. (Sec)
PROCESS_CHECK _CYCLE = 10

[AGENT]

;mode selection

;1: active mode

;2: standby mode
MODE=2

;current server IP address
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THIS_SERVER_IP = 192.168.0.52

;current server gateway address
GATEWAY_IP = 192.168.0.1

;current server port (port to receive packets from the other party HA)
HEART_BEAT_RECEIVE_PORT = 7777

;cycle of the heartbeat signal (Sec)
HEART_BEAT_INTERVAL = 5

;the maximum heartbeat signal listening time for switchover.
;IT the heartbeat signal is not received within setting time, switchover
MAX_HEART BEAT RECEIING_TIME =15

;the other server IP address
PARTNER IP= 192.168.0.51

;the other server port (port of the other party HA to receive packets.)
PARTNER_HEART_ BEAT_RECEIVE_PORT = 7777

;ignore consecutive incoming packets less than IGNORE_TIME(sec)
IGNORE_TIME=2

;waiting time to setup service IP before starting the process
WAITING_TIME_BEFORE_PROCESS RUN = 5

;cycle to check the lancard (Sec)
LAN_CARD_CHECK_PURGEAGE = 5

;the service IP address
VIRTUAL IP= 192.168.0.50

;the command to activate the service IP address

VIRTUAL_IP_START_COMMAND=/etc/sysconfig/network-scripts/ifdown ethO &&
ifconfig ethO hw ether 00:0C:29:89:B8:E4 && service network restart

;the command to deactivate the service IP address
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VIRTUAL_IP_STOP_COMMAND=/etc/sysconfig/network-scripts/ifdown ethO

;process that must be terminated additionally when the process is switched

RELATED_PROCESS=

[ADVENCE]
KEYWORD=defunct
PROCESS_KILL_COMMAND=pkill -9

[DB]

;1:pg 2:oracle 3:0DBC
DBKIND=1
DBSTR=localhost@recsee3p

DBID=postgres
DBPW=Fcpass

3. Moadify the following items in the .ini file. To edit this .ini file, you should enter the vi's edit
mode by pressing on the keyboard i button.

MODE: Enter the number 2. (1 is an Active server, 2 is a Standby server.)
THIS_SERVER _IP: Enter the communication IP address of the Standby server.
GATEWAY_IP: Enter the gateway IP address of the Standby server.
PARTNER_IP: Enter the communication IP address of the Active server.

VIRTUAL_IP: Enter the communication IP address of the Standby server.

4. Execute a I8 command to save the file after pressing ESC button on the keyboard.
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4411

The Active and Standby servers periodically synchronize the recording files and database
information. Configuration of the iPECS IPCR server follow the procedure for each setting
described in the below section.

* How to set the recording file synchronization, refer to section 4.5.1 Setting for Recording Files
HA.

¢ How to set the crontab for recording files and DB synchronization, refer to section 4.5.2
Crontab Setting for Data HA.

Setting for Recording Files HA
The HA module synchronizes recording files using rsync and ssh utility which are provided by
Linux.

Settings for Recording Files HA on Active Server
1. Execute a command thought Terminal in Active server to set up.

# ssh-keygen —t rsa

2. Press Enter key when the following message appears.

Generating public/private dsa key pair

Enter file in which to save the key (/root/.ssh/id dsa):
3. Press Enter key when the following message appears.

Created directory “/root/.ssh’.
4. Press Enter key when the following message appears.

Enter same passphrase again:

Al host, | oc
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6. Before executing the following commands on the Active server, you must complete the same
steps 1 to 5 on the Standby server.

# scp —p /root/._ssh/id_rsa.pub root@192.168.0.52:/root/.ssh/authorized keys

* In the above command, the IP address corresponding to 192.168.0.52 is the
communication IP address of the Standby server.

» Enter the communication IP address of the standby server according to the established
High Availability environment.

7. When the process up to step 6 is completed, modify the ipcr_rsync_recfile.sh file for your
High Availability environment.  First, enter the following command and press Enter key.

# vi /usr/furence/1PCR3.0/HA/cron/ipcr3.0_rsync rec.sh

8. If it worked properly, you can see the following shell script file.
#1/bin/sh

EXE_SIG_NAME="Rec_Signal .exe"

if [ "$(ps -Al | grep $EXE_SIG_NAME | grep -v grep | wc -I)" 1=0 ]
then

echo "THIS SERVER IS ACTIVE"
rsync -av -e ssh /var/REC/RecSee_Data/root@®192.168.0.52:/var/REC/RecSee Data/
else

echo "THIS SERVER IS STANDBY"
rsync -av -e ssh root@192.168.0.52:/var/REC/RecSee_Data/ /var/REC/RecSee_Data/

9. Modify this shell script file for your High Availability environment. To edit this file, press i key
on the keyboard in the state of step 8 to enter vi's edit mode. If you are in vi's edit mode
normally, it is shown as below.

#1/bin/sh
EXE_SIG_NAME="Rec_Signal .exe""

if [ "$(ps -Al | grep $EXE_SIG_NAME | grep -v grep | wc -1)" 1= 0 ]
then

echo "THIS SERVER IS ACTIVE"
rsync -av -e ssh /var/REC/RecSee_Data/ root®192.168.0.52:/var/REC/RecSee_Data/
else

echo "THIS SERVER IS STANDBY"
rsync -av -e ssh root@192.168.0.52:/var/REC/RecSee Data/ /var/REC/RecSee Data/
fi

-- INSERT --

10. The IP address which is entered in the red square box is the communication IP address of
the Standby server. Enter the communication IP of the Standby server for your High
Availability environment.

#1/bin/sh

EXE_SIG_NAME="Rec_Signal .exe""

if [ "$(ps -Al | grep $EXE SIG NAME | grep -v grep | wc -1)" 1= 0 ]
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echo "THIS SERVER IS ACTIVE"
rsync -av -e ssh /var/REC/RecSee_Data/ |root@®192.168.0.52}/var/REC/RecSee_Data/

echo "THIS SERVER IS STANDBY*

rsync -av -e ssh /var/REC/RecSee_Data/ /var/REC/RecSee Data/

i

—— INSERT --
11.When you have finished editing, press ESC key on the keyboard to exit edit mode. If you
exit the edit mode normally, the letter INSERT shown in the step 10 disappeatrs.
#1/bin/sh

EXE_SIG_NAME="Rec_Signal .exe"

if [ "$(ps -Al | grep $EXE_SIG_NAME | grep -v grep | wc -1)" 1= 0 ]
then

echo "THIS SERVER IS ACTIVE"
rsync -av -e ssh /var/REC/RecSee Data/ root®192.168.0.52:/var/REC/RecSee_Data/
else

echo "THIS SERVER IS STANDBY"
rsync -av -e ssh root@192.168.0.52:/var/REC/RecSee_Data/ /var/REC/RecSee_Data/

12. Execute a command to save the file after pressing ESC key on the keyboard.
#1/bin/sh

EXE_SIG_NAME=""Rec_Signal .exe"

if [ "$(ps -Al | grep $EXE_SIG_NAME | grep -v grep | wc -I)" 1=0 ]

echo "THIS SERVER IS ACTIVE"
rsync -av -e ssh /var/REC/RecSee Data/ root®192.168.0.51:/var/REC/RecSee_Data/

echo "THIS SERVER 1S STANDBY"

rsync -av -e ssh root@192.168.0.51:/var/REC/RecSee_Data/ /var/REC/RecSee_Data/

13.Repeat steps 7 through 12 to the to the shell file below.
* vi/usrffurence/IPCR3.0/HA/cron/ipcr3.0_rsync_ann.sh
* vi/usr/furence/IPCR3.0/HA/cron/ipcr3.0_rsync_dbb.sh
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4412

Settings for Recording Files HA on Standby Server
1. Execute a command thought Terminal in Standby server to set up.

# ssh-keygen —t rsa

2. Press Enter key when the following message appears.

Generating public/private dsa key pair.

Enter file in which to save the key (/root/.ssh/id dsa):

3. Press Enter key when the following message appears.

Created directory “/root/.ssh’.
Enter passphrase (empty for no passphrase):

4. Press Enter key when the following message appears.

Enter same passphrase again:

5. If it worked properly, you can see the following message.

Your il:'iFen’g if Cion has h d . in

6. Before executing the following commands on the Standby server, you must complete the
same steps 1 to 5 on the Active server.

# scp —p /root/._ssh/id_rsa.pub root®192.168.0.51:/root/.ssh/authorized_keys

* In the above command, the IP address corresponding to 192.168.0.51 is the
communication IP address of the Active server.

» Enter the communication IP address of the Active server according to the established
High Availability environment.
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4.4.2 Crontab Setting for Data HA
This is the description for changing the default data synchronization cycle. The default
synchronization cycle is 3 minutes. Because the synchronization consumes a lot of system
resources such as the CPU and 10 traffic, it is recommended to set it for more than 2 minutes.

4421  Crontab Setting for Data HA on Active Server
1. To do configuration, enter the following command at the terminal.

[root@localhost ~]# crontab -e

2. If you enter the command correctly, you can see the following screen.
* * x * * Jusr/furence/IPCR3.0/HA/cron/ipcr3.0_ha exec_recfile.php > /dev/null 2>&1

* * *x * * Jusr/bin/java -jar /usr/furence/1PCR3.0/HA/cron/ipcr3.0_db_sync.jar > /dev/null 2>&1
*/3 * * * * fusr/furence/IPCR3.0/HA/cron/ipcr3.0_rsync_rec.sh > /dev/null 2>&1

*/3 * * * * fusr/furence/IPCR3.0/HA/cron/ipcr3.0_rsync_ann.sh > /dev/null 2>&1
*/3 * * * * fusr/furence/IPCR3.0/HA/cron/ipcr3.0 rsync dbb.sh > /dev/null 2>&1

* Inthe red box, you can see that it is 3 (default setting). It means to synchronize every 3
minutes. (* means every minutes).

* If you enter the desired number (minute), the cycle would be changed.

4422  Crontab Setting for Data HA on Standby Server
1. To do configuration, enter the following command at the terminal.

[root@localhost ~]# crontab -e

2. If you enter the command correctly, you can see the following screen.
* * * * * fusr/furence/IPCR3.0/HA/cron/ipcr3.0_ha exec_recfile.php > /dev/null 2>&1

* * x * * fysr/bin/java -jar /usr/furence/I1PCR3.0/HA/cron/ipcr3.0 db_sync.jar > /dev/null 2>&1

* Inthe red box, you can see that it is 3 (default setting). It means to synchronize every 3
minutes. (* means every minutes).

* If you enter the desired number (minute), the cycle would be changed.
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There are two ways to run the High Availability program as described in below, one is automatic
execution and the other is manual execution.

45.1 Automatic Executing Set up in Cent0S6.9 32bit

To automatically execute the IPCR high availability program, enter the following.

#cp /usr/furence/I1PCR3.0/HA/ipcr_ha start.sh/etc/profile.d/ipcr_ha start.sh

452 Automatic Executing Stop in CentOS6.9 32bit

Execute a command thought Terminal.

[root@localhost ~]# rm -rf /etc/profile.d/ipcr_ha start.sh

[root@localhost ~]# reboot

453 Automatic Executing Set up in CentOS7.3 64bit
To automatically execute the IPCR high availability program, enter the following.
#cp /usr/furence/1PCR3.0/HA/auto_run_ha.service /usr/lib/systemd/system
#systemctl daemon-reload

#systemctl start auto_run_ha.service

#systemctl enable auto _run_ha.service

45.4 Automatic Executing Stop in CentOS7.3 64bit
To stop the IPCR high availability program, enter the following.

#systemctl disable auto run_ha.service

455 Manual Executing
Execute a command thought Terminal to execute HA module

[root@localhost ~]# /usr/furence/I1PCR3.0/HA/FurenceHA

It is switched automatically between Active and Standby server under the following conditions.

¢ When Network has problems.
* When iPECS IPCR process is not running.
* When iPECS IPCR server power Off.
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a7 HA Configuration Prerequisites
For HA configurations, NTP synchronization must be used for each server and IPCR Name
must be the same as IPCR ID.
1. Setthe IPCR ID and IPCR name of the redundant server as shown below.

a. Inthe current Active server.

|iPECS IPCR [ACT] |

Search & Listen Monitoring & Dashboard Report

IPCR Server Setting IPCR Server ID IPCR Server Name IPCR Server IP

PBX Registration

X

Channel Registration Server Add
User Level Admin IPCRID ™ IPCR

IPCR Mame ~ IPCR 3.1Ad HA
User Registration

IPCRIP * 192.168.119.116
General Setting

Storage Location * JSwar/REC/RecSee_Data
Maintenance .

Backup Location * fvar/REC/RecSee_Backup

Web Log

License Information

Version Information

b. Inthe current Standby server.

iPECS IPCR 57B]

Search & Listen Monitoring & Dashboard Report

IPCR Server Setting IPCR Server ID IPCR Server Name IPCR Server IP

PBX Registration

Channel Registration Server Add x
User Level Admin IPCRID * IPCR
User Registration IPCR Mame ~ IPCR 3.1Ad HA

IPCRIP = 192.168.119.117
General Setting

Storage Location * Jvar/REC/RecSee_Data
Maintenance

Backup Location * Jvar/REC/RecSee Backup

Web Log

License Information

Version Information
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If each server must be synchronized to the same NTP server and the external network is not
available, use the NTP synchronization feature of the IPECS system.

Server Time Zone Management

Server Date - Tue Jul 23 13:58:11 KST 2019

NTP Use Choice Use v
NTP Server 192.168.119.132 Sync Cycle Every Minute ~
Timezone Set Asia/Seoul h

Save

. The IP of each server must be entered in PGM 237 of the IPECS system.

< Faveorite PGM IPCR Agent Table(237)

Enter the number of IPCR Server (1-10): Default -1
Enter the Agent Order (1 - 2400) : Default - 1-100

IPCR Number 1
Agent Order 1-100

IPCR Agent License : 100 / Total(3300)

IPCR Redundancy Agent License - 100 / Total(3300)
IPCR Redundancy FIRST IP ADDR :

IPCR Redundancy SECOND IP ADDR :

x
LS]

B | Load

82

iPECS IPCR Administrator Guide — Issue 2.6



Chapter 5.

511

51.2

513

IPECS IPCR Server Configuration

Once configured for registration and login, the iPECS IPCR server registers with the iPECS
system using automatic or MAC address registration. The iPECS IPCR server then will login to
the IPECS system employing the SIP Id and password, which must match the User Id and
password that assigned on the IPECS iPCR web. If any, it can be defined in the Device User
Login program (PGM 443) where the desired station number. Once login is complete, the
remaining characteristics of the iPECS system and the iPECS IPCR web can be configured and
calls recorded.

The following basic configuration is required before the IPECS IPCR is executed.

To be able to interact with the iIPECS system, you must create a basic configuration the iPECS
IPCR web before using iPECS IPCR server.

IPECS IPCR Server Configuration

Register basic information of the IPECS IPCR server to be linked with the IPECS system.
1. Connect to the iPECS IPCR Web.

2. Click the Administration > IPCR Server Registration menu.
3. Refer to section 6.6.1 iPECS iPECS IPCR Server Setting for detail configuration.

IPECS system Registration
Register basic information of the IPECS system to be linked with iPECS IPCR.

1. Connect to the iPECS IPCR Web.
2. Click the Administration > PBX Registration menu.

3. Refer to section 6.6.2 IPECS System Registration for detail configuration.

Channel Registration
Register the channel to record the call.

1. Connect to the iPECS IPCR web.

2. Click the Administration > Channel registration menu.

iPECS IPCR Administrator Guide — Issue 2.6 83



514

515

3. Refer to section 6.6.3 Channel registration for detail configuration.

User Level Admin

Create and register the required user level in addition to the default level ‘administrator'.
1. Connect to the iPECS IPCR Web.

2. Click the Administration > User level admin menu.

3. Refer to section 6.6.4 User Level Admin for detail configuration.

User Registration

Register users to use the iPECS IPCR. Users include administrators, people to be recorded,
and iPECS IPCR Web users.

1. Connect to the iPECS IPCR Web.

2. Click the Administration > User registration menu.

3. Refer to section 6.6.5 User Registration for detail configuration.
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Chapter 6.

IPECS IPCR Web

6.1

6.1.1

The iPECS IPCR Web includes an integrated Web server that is employed for access to
Administrative and User functions. You can access the iPECS IPCR Web to manage iPECS
IPCR system, check the recorded file, and see the call status of the agent. You can view
statistics on the call from the web and provide IPECS IPCR system management.

Access and login
This section describes how to access and login to the IPECS IPCR Web. We highly
recommend using the Chrome browser for the best results.

To access
1. Open a web browser on the PC.

2. Type the IPECS IPCR Server IP address in the browser's address box.
e For example, http://192.168.119.112 or https://192.168.119.112
* |f you don't know the IP address, contact your system administrator.

3. Press Enter key then you will be seeing the login page first.

iPECS IPCR

Varsion ; AJPCR-RIs1005-3.0Ac-5TD

» This page may be different according to your web browser.
* Atthe Log In page you will be asked for a User ID and Password.
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6.1.2 To login

The initial access to the web page iPECS IPCR web, you should use 'admin’ for the default ID

and Password.

1. Click User ID field and enter in User ID.

English
<Chrome Download>
2. Press Tab key to Password and enter your password.
3. Choose language between English or Local.
* The initial local language is Korean. Local language can be changed from section 6.6.7.7
Language Setting.
4. Click Log In button to login to the application.
 After login to the iPECS IPCR web, you can configure ID and Passwords for each User.
Refer to section 6.6.5.2 User Registration for details.
NOTE It is important to change the default User ID and Password immediately after you
have successfully logged in to the iPECS IPCR Web for the first time.

6.1.3 Logout

If you do not want any additional operation more you need to logout the iPECS IPCR web page

to secure your information.

1. To close your session.

2. Click Logout ( E) button located on the upper right corner of the iPECS IPCR Web page.

NOTE If you do not any operation for a half hour, your session will be closed automatically.
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6.2 Web Layout
This section describes the layout of the iPECS IPCR web that is divided into Title Bar, Main
Menu, Organization (or Sub menu) pane and Task Area.

When you logged in to the iPECS IPCR web the following 'Search & Listen page' is displayed on
your screen, and it can be displayed only to the permitted user assigned by Admin.

Title Bar Area IPECS IPCR 0
Mositoring & Dushboard  Report  Admimiatration |
Main Menu Tab iy foen B ©-o-- mes B 5 5- cater =

Area - ":m, Dete Tieme Dustsn  CllType QD o Uher D User Mame  Agent ID DiyAceourt Recoeding type  ICR 1D e Stah

o — Task Area:
Organization (or —@

Sub menu) Area

L T T T

Page size: Select
the number of
recordings to display
in a page

6.2.1 Title bar Area
At the top left side shows its title as IPECS IPCR, and the top right side is the Profile area which
show user's account information such as an ID, user name, phone number etc.

* Profile: Allows you to open your profile by clicking the image (Q), and also you can
change your profile by going to 'Administration’ >'User Registration’, and then double click
on the User Name you want to edit.

¢ Logout (Close session): Allows you to close your session by clicking the Logout ( E’)
button.

6.2.2 Organization (or Sub menu) Area
In the 'Search & Listen' and 'Monitoring & Dashboard' menu provides Organization of Users as a
tree structure for easy searching. In the 'Administration' menu shows its sub menu items.

6.2.3 Main Menu Tab Area
You can select a menu for each operation from the main menu, and the content of selected
menu will be displayed on the right Task Area. Depending on the User Level, the menu that
provided through main or sub menu may be different.
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6.2.4

6.3

6.3.1

Search
Condition Panel

Organizations

Player ———0

—9

Task Area

All actions related each menu is displayed here. The 'Search & Listen' and 'Monitoring &
Dashboard' menu have a feature to extend task area. Click ( € ) button to use more wide area
and click on it again will toggle it back on.

Search & Listen

In the 'Search & Listen' page, the user can enter search criteria to locate specific call recordings.
The user can listen to recordings, add a text memo to the recording log, and download the
recording log. Inthe 'Task Area’, you can enter search criteria in the 'Search Condition panel'
located on the top left side of screen. In the 'Organization Area’, you can search a specific
user in the Organization of Users. Click the checkbox to select a specific user. The 'Player" is
located at the bottom of the screen and you can play a call recording from the searched list.

The Play Control Panel contains buttons for playback controls (play, pause mute, volume,
playback speed, etc.). Just above the playback controls is a chart that will display a file name of
recordings matching the enter search criteria.

Search the Recording Log
The user can enter various search criteria and display logs for recordings matching the search
criteria. The Search page will display a list of recordings that match the search criteria.

The number of records displayed on the page can be adjusted using the drop-down at the lower
left of the main screen. Each record displays the Date, Time, CID, Agent and Call type as
well as icons for listen, add a memo, or download the recording or log.

enitering & Dashboard

Dete Tieme Dunstzn  Clllype QD o Uier 1D Uscr Mamr Agent 1D [ ————- T Fie Statun
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To search the recording log:
1. Select the Search & Listen from the main menu tab.

2. Enter search criteria (Agent Id, User Id, CID, Call Type, Time and date) in the Search
Condition Panel

3. Select Search button to start searching.

Call Trace function:
Call Trace function shows a list of calls associated with conference call, Transfer call, and hold

functions.
Trace
Date Time Duration Call Type al (o] CO/EXT Agent ID File Status
oy
(») (&) 2019-07-16  16:04:19 00:00:01 Interna 2001 STA@R1AY) 2144
(® (©) 20130716 16:04:18 00:00:01 Interna 2001 STA(Z14d) 2144
~
(®) (®) 20190716 160417 00:00:01 Interna 2001 STA(144) 2144
(® (£ 20190716 160414 00:00:02 Interna 2001 STA[Z1A4) 2144
Total 4 Records from 1 to 4 L) Page1 ["] 10 rows per page MP3 Download

1. Click the Trace (H) button to the right of the search result.

2. Alist of calls associated with select call is displayed and can be played and downloaded.

6.3.2 Listening to a Recording
The player is displayed on the bottom of the 'Search & Listen' page.

To listen to a recording:
1. Select the Listen icon to the left of the desired recording.
2. Use the controls at the below of window to control playback of the recording.

3. If the recording file is ODR2 (On Demand Recording TypeZ2), the playing time of the player
and the call time may be different.

To use Player
The player is displayed on the bottom of the 'Search & Listen' page.

PRI 5 Player tab

“.n. “‘I“"llhlllin. u ol . IIIII'IIIIII'.H «n olllll m Il“]llllllmlh «tz [ o Il.llllllllllll m m ollll

Play
controller

Progress bar Running time
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6.3.3

On the Player tab, you can select:

Play List (IIEZEEM) button use to see the playlist. You can to add a recording file to this
playlist. Click Play List button to popup the Play List then click the & button from the
searched list in the task area.

Select section () button use to select a particular section of recording file. You can
specify a section through drag and drop after clicking Select section button. Click
Customize (ﬂ) icon to choose a function button that use to in the section.

Play
Delete | Excel

Play List

Memo

AFAATATAA Y

Play: play from the section

Memo: make notes for the section

Download: download the selected section

Cancel: cancel the selected section and return to previous status.

On the Play controller, you can select a button to:

Play ( *) button use to play a track

Pause (11) button use to temporarily stop the playing of the track
Stop (‘™) button Use to stop the playing of the track

Next (‘M) button use to go to the next track while listening,
Previous ( M) button use to go to the previous track while listening,
Playback speed (x1.00) button use to adjust the playing speed.
Progress bar: Shows the progression of playing of the track
Running time: Shows a recording file's length.

Volume control ( *?): Use to adjust a volume. Click the *' icon to adjust the volume within
the range. Drag the control bar left or right to the level you find acceptable.

Add a Memo to a Recording
The following is a description of the features you can add a memo to a recording

To add or display a memo:

1. Select the Memo (=) icon to the left of the desired recording

2. In the popup screen enter the desired memo,

3. Select Save button to store the memo and then Close button in the popup window to confirm.
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6.3.4

If a memo has been entered for a recording, additional memos can be added. In this case, the

additional memos will display in different colors.

IPECS IPCR (=8
Manitering & Dashboard Report Administration

o 3
wsss B @~ o~ - DB B Av S CllTioe [ search |

DID/Account. Recording type  IPCRID.  File Status

adrin

% o Date Time

ACR SERV1

Player

nmenn
[BISRE R

Downloading Logs or Recordings

To download the recording logs:

|A‘:'M.—A| Ao - D8ED [ Bv B CallType | m
Date Teme Duration  CallType  CID CoEaT User 10 Usor Mame  Agert 10 DAccount Recordegtype  SPCRID File Status
E:
¥
» o DFager [ 10w e oage |_|

1. Click Excel ( =) button.
2. Follow the on-screen instructions to name and save the log file.

= If you have more than 100,000 viewed data, Excel download will be restricted.
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To download a call recording:

Date Time Duration Call Type

> N D Pagel

ciD COMEXT User ID User Name
T STAIN:I00D ... S

Agent ID DID/Account

1. Check the box to the left of the desired recordings log.

2. Select the Download ( ™) button.

3. Follow the on-screen instructions to name and save the log file.

6.35 Deleting Recording file

The file delete time may differ slightly depending on the file size.

Date Tame Duration Call Type CID COMEXT User ID User Name Agent 1D DIDvAccount  F
1. Select the checkbox ( ¥) you want to delete.
2. Click Delete button and then Confirm button in the popup window to confirm.
Are you sure you want to delete the selected list?
Cancel
I -
The files once deleted cannot be restored, so please proceed with caution.
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6.4 Monitoring & Dash Board
The monitoring screen shows the recording status of agents. Agents registered with user name
and extension number in user management are displayed on the monitoring screen.

6.4.1 Real Time Call Monitoring
The Real-time Call Monitoring page presents the status of the recording Agents and permits
monitoring in-process call recordings. Agents are displayed as an icon, refer to section 6.4.1.1
Icon View, or 6.4.1.2 Grid View for details. The user may select the view using the 'Icon View'
or 'Grid View' button at the top of the left pane. Users can monitor an active recording by
selecting the Listen ( 1¥) icon for the agent.

6.4.1.1 Icon View
Selecting the Icon View button in the upper area of the left pane displays the recording Agent
Icon View page below. Each Agent is represented by an icon with the User Id and name.

IPECS PCR a R

Theicon indicates the Agent status as:

. = : Agentlogged in and idle
E : ACR Agent busy and recording in process
. == . ODR Agent busy, the call recording button will flash to indicate recording in process

To monitor the call of an Agent that is in the recording state:

» Click the Headset () in the Agent icon, the headset will flash and audio for the call is
presented to the PC.
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* Ifyou click Memo (&) icon memo will popup.

e |tis possible to confirm the popup memo in lookup menu.

To activate call recording for an On-demand recording Agent:

» Select the Record ( ®) in the Agent icon, the button will flash, and the Agent can be
monitored as described above.

» To cancel the recording, press the Record (®) again prior to completion of the call.

6.412  Grid View
Selecting the Grid View button in the upper area of the left pane displays the recording Agent

Grid View page below. Each Agent is represented by an entry in the listing with the User Id
name, Class (user group), Agent Id, and status icons.

iPECE BCR o R

The Agent status is indicated by the icons as below:

. : Agentlogged in and idle

. A o = :  ACR Agent busy and recording in process.

. A ©®: ODR Agent busy, the call recording button will flash to indicate recording
in process.

To monitor the call of an Agent that is in the recording state:
* Click the Headset () in the Agent icon.

* Then the headset will flash and audio for the call is presented to the PC.
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To activate call recording for an On-demand recording Agent:

» Select the Record (@) icon for the Agent, the button will flash and the Agent can be
monitored as described above.

 To cancel the recording, press the Record () icon again prior to completion of the calll.

6.4.2 Dash Board
The Storage Monitor graphically displays the current CPU, memory and backup memory usage
as well as a graph of memory use over time.

To view the Server status report:

¢ Select the Monitoring & Dashboard tab from the IPCR web.
* Select the Dashboard tab.

* You can check the items below.

iPECS IPCR (o]0 O
Search & Listen Report  Administration
Today UPDIATE August 06, 18330 System utilization Call server status
Total Dusation
298:22:22
MEMORY
20631 -
e 00:00:52

AGENT PERFORMANCE BOARD (TOF 10)

Agent 1D User Recordings  Avg. Time Last Recarding Time

00:28:33 ssonTon:

Last 7Days

Tatal Durats

505:22:17

00:00:52

00:28:33

- Daily call status: show the daily call status.
- Weekly call status: show the weekly call status.
- System utilization: show the current CPU, Memory, Disk utilization of the IPCR server.

- Call server status: show the status of the connection between the PBX and the IPCR
server. If the connection to the PBX is normal, it will be displayed in green color or red if
abnormal.

- Agent performance board (top 10): show call statistics of the top 10 agents.
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6.5 Report
The Call Statistics Web page delivers a graphical and tabular view of call traffic to the iIPECS
IPCR application. The type of call (incoming or outgoing), number of each call type and
duration of the calls is provided. In addition, the Call Statistics report can be downloaded as a
worksheet file for further analysis. The drop-down at the bottom left of the page can be used to
select the number of records displayed on the page.
To view the Call Statistics report:
* Select the Report tab from the iPECS IPCR web.
» Select the Call by Month, Call by Day, Call by Time, Call by User, Call by CO, Call by DID,
Call by Concurrent (Day), Call by Concurrent (Time).
* Enter search criteria (Start date, End date).
* Select Search.
To download the Call Statistics report:
e Select Excel download () button while viewing the desired report.
¢ Follow the instructions to save the file locally.
IPECS IPCR 0 E
Search & Listen Monitering & Dashboard Adminis: tration
SN -WETTE - o | Call by User [ st coniond |
111438 919
O
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To view Call by User information at the popup:

& C A S5 AW | apss/ 124461200 M statuticn/report_call User LS -
iPECS IPCR : ol
Search & Listen N

View data by agent - BOTE00

Mo Agent Total of calls  Recoeding Time mnbound Count  Inbound recording Time 0% ?;"_"“‘"" Tecunding Intermad Count  Internal Time
6 JBO0EE00 1 Q00016 o Q=00k 1:
{3 [oeter ] [ 5 00DC:00
6 6002000 000007 0 00
{2 £002007 1 Q00040 o
i EO0BA006 1 o o
L BOT500 o 1 O
{3 BONE00 [ QoA
{2 soant 4 000 o 000000 4 0 o 000000
5 B0a02 000 o 00000 000s
BOA0S; [y [ MO0 o0 000000
Tota - 1r1dge precEnd ¢ e e arrea rIriee PR R
w o« =41 O =

¢ When you click on the scale of the x-axis of the graph on the Call by User page,

* The call statistics information for that agent is popup in a separate window, as shown above.

You can view the Concurrent License Statistics (Day, Time):

iPECS IPCR admin {adt (o 3 2
Search & Listen Monitoring & Dashboard Administration

s07-12 B 00062 B RS Call by Concurrent (Day)

No Date Max Concurrent Recording

1 2019.08-06 46

iPECS IPCR Administrator Guide — Issue 2.6

97



6.6.1

The iPECS IPCR Administration menu includes tabs at the top of the page for User registration,
User admin level, PBX Registration, Channel registration, and Setting menus. Each tab
displays the Web page associated with the menu and may include several lower level tabs.

IPECS IPCR Server Setting

IPECS IPCR Server Setting defines the iIPECS IPCR server information for the application
including IP address and path for Back-up services. Server IP and ID should be assigned for
IPCR's operations.

To configure the iPECS IPCR server information:

1
2.
3.

Select the Administration tab from the iIPECS IPCR web.
Select the IPECS IPCR Server Setting.
Click Add Server button at the bottom of the page will pop up a separate Add Server window.

Input information as desired.
IPCR ID: up to 5 character,
IPCR Name: up to 20 characters.

IPCR IP: only IPv4 format is supported.
Click Add Server button.

PECS IPCR (o0

sochatiten  Mostorog soutbenrt apor [

You can modify the entered iPECS IPCR server information by double click at the
mouse in the same way as above.
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6.6.2

To delete the iPECS IPCR server information:
1. Click the checkbox to the left of the IPECS IPCR server entry that you want to delete.
2. Click Delete button at the bottom of the page.

IPECS System Registration

IPECS IPCR can be configured to work with ten (10) iPECS systems simultaneously. Each
IPECS system is defined under the PBX Registration tab. The SIP Id and password, the iPECS
system Id and IP address are required. The Keep Alive timer is not used. The SIP Id and
password are sent to the iPECS host during login. If assigned in the host, must match the
Station User Id parameters in the IPECS host. Once the IPCR application is configured for
PBX Registration and the iPECS host is configured for registration and login, the iPECS IPCR
sever should be registered with the host. Note a value must be entered for the Keep-alive timer
however, the timer is not used.

To configure the iPECS host information for iPECS IPCR:
1. Select the Administration tab from the iPECS IPCR web.
2. Select the PBX Registration tab.

3. Click PBX add button at the bottom of the page to pop up a separate window to add the PBX
information.

4. Input the PBX information which you want to add.

iPECE IPCH [+ ] ]

Sewch B Lot Monitoring 8 Ouhbsard  Ropast

S fama  PRA P PR SubdP wrin P paaswnnd B port O Be-Bog faquest Aoy
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Item Specification

PBX ID: Up to 5 Characters

Site Name: Up to 20 Characters

SIP ID: Up to 12 Characters

SIP Port: 4 or 5 digits

Re-registration time: We recommend 3,600 seconds

PBX Name: up to 20 Characters PBX Name: up to 20 Characters

PBX IP: IPv4

PBX Sub IP: IP v4

SIP password: Up to 12 Characters
SIP Re-Reg Request: Y or N

You can modify the entered PBX information by double click at the mouse in the same way as
above.

PBX ID: ID set by iPECS
PBX IP: iPECS connect IP

PBX Sub IP: IPECS area redundancy Set IP. (Sub IP can be found in PGM503 at iPECS
UCP and LCM Redundancy information at iPECS CM.)

SIP ID: Connection ID to iPECS
SIP password: Connection password to iPECS
SIP Re-Reg Request: Whether the exchange is reconnected

Re-registration time: Exchange Re-registration Time

To delete the PBX Information:

1. Click the checkbox to the left of the PBX Information entry that you want to delete.

2. Click Delete button at the bottom of the page.
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6.6.3 Channel registration
The IPECS IPCR will allocate channels based on the number of licenses defined for the server.
Each channel is assigned an Agent Id, which is assigned a User name and is further associated
with an object in the host iPECS database (PGM 237).

The channel is configured to activate recording for all calls or on-demand. One PBX needs at
least one more channel. If there is no channel for one PBX, SIP of iPECS IPCR cannot work.
Channel cannot erase it after register.

To configure iPECS IPCR channels:
1. Select the Administration tab from the IPECS IPCR web.
2. Select the Channel Registration tab.

3. Click Channel add button at the bottom of the page to pop up a separate window to add the
Channel information.

4. Input the channel characteristics including the Agent ID (up to 6-characters).

iPECS IPCR o e

Search & Listen Meonitering & Dashboard Repart
. ~ e 1PCR ID i

5. Select the type of recording using the description below.
- All Call Recording: record all your calls.

= On Demand Recording 1: record only the call which you want to record. You can select
whether or not to record the call by using the monitoring screen of the IPECS IPCR Web
or the on demand record button of the phone.

= On Demand Recording 2: select the section that you want to record. You can select the
recording section by using the monitoring screen of the IPECS IPCR Web or the on
demand record button of the phone.

iPECS IPCR Administrator Guide — Issue 2.6 101



If you select the On Demand Recording 2 in iPECS CM system:

The settings on the PBX web page are required as shown below.

Voice Mail Information -0 X

VM Access

Internal VM Check

Node |03 v | |G Load |7_’Mnd|ﬁf |XC\nse © (VM Distribution List)

Tenant 1 [4]»] Phone No. 22000 [4] ] Physical Address 000540

Use

from latest MSG

VM COS @
Internal VM SLOT

Normal(New / Saved) 0/0

&)

1

SMTP User ID
SMTP Sender Mail Address

Process Success!

MNumber of Message (New / Saved / Urgent) o/o/0 Mumber of OutMeszsage
Urgent(New f Saved) 0/0

Tenant 1 Tenant
Voice Mail Device Color Ring Device

Feature Code  5495p Phone No.

I Phone No.

Tenant 1 Tenant

Phone for Internal

Two-way Record Device

Feature Code 21171 VM Backup Phone No.

I Phone No.
Two-way Record Start Mode Start with button on conversation(ODR) Delete Backuped VM to Phontage No
QDR Record Type for IPCR Device Full recording is selectable to save or discard (default discarded)
Use IPCR Record Alarm Announcement Mot Use

Tenant Fax Bridge Service Not Use
Fax Bridge Device Feature Code

1 Phona No Fax Bridge Tone Detect Timer (sec) 10
SMTP Mail Server 0.0.0.0 SMTP Mail Server Port Number 0

SMTP User Password

SMTP Security

Auto

* Please select ODR Record Type for iPECS IPCR Device option as Full recording is
selectable to save or discard (default discarded).

¢ Select Save button.

How to use the Multiple Channel add:

You can register more than one channel at a time via the Excel file. You can download the
Excel file for multichannel registration by clicking the Form Download button at the bottom of the

page.

W A B C D E F G H
1 IPCRID PBXID AgentID  Call Type [A: ACR], [S: ODR1], [P: ODR2]

2 |IPCR uce 1000 A

3 |IPCR uce 1001 'S

4 |IPCR uce 1002 P

5 |IPCR uce 1003 A

6 |IPCR uce 1004 A

7 |IPCR uce 1005 A

8

¢ System ID: input the registered IPCR ID on the Administration > IPCR Server Setting page.

e PBXID: input the registered PBX ID on the Administration > PBX Registration page.

e Agent ID: input the Agent ID to register.

e Call Type: input the recording type.

* Input all Channel information to add and save the Excel file.

102

iPECS IPCR Administrator Guide — Issue 2.6



* Click Multi-Channel add button at the bottom of the page to view the popup window below.
Click File button to select an Excel file above and click Create button to add multiple
channels.

How to use the Delete Channel:

* Check the checkbox on the left side of the channel for deletion and click the Delete button at
the bottom.

Channel deletion is only possible when connected to IPECS system. Channel
deletion is supported in UCP/eMG 3.5.21 Ver and CM 2.6 Ver.

6.6.4 User Level Admin
Based on the User Admin Level, a user is allowed access to specified features and functions of

the iIPECS IPCR Web Server. A maximum of 10 User Admin levels can be configured.

To access the User Admin Level settings:
. Select the Administration tab from the iPECS IPCR web.

[

2. Select the User level admin tab.
3. Input a Level name, up to 20 characters.
4

. Check appropriate 'Activation' boxes for the User Level Admin.

iPECS IPCR aE

* A User admin level can be deleted using the Delete button.
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6.6.5 User Registration
User Registration establishes User Groups and details for each user. Each user is registered
with the iPECS IPCR application at one of three class or group levels, establishing a hierarchy.
This function is often used to separate departments and groups for easier user and
administration access. The initial Web page indicates the number of Users for each Class level
in the main window and a tree display of user groups in the left window.

To access the User Registration page:
1. Select the Administration tab from the IPECS IPCR web.

2. Select the User registration tab.

PLICS IPCR aE

Organization
of Users
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6.6.5.1 User Group Registration

To add or modify a Class (User group):

1. Click Group add button at the bottom of the page to pop up a separate Group add window.
2. Select the unit of group you want to add and input a group name.(up to 20 characters)

3. Click Group add button at the bottom of the popup window.

4. You can modify the group by clicking the Modify button at the bottom of the page.

FECS IO op

To delete a Class (User group):
1. On the User Classification screen, select the group unit you want to delete.

2. Click Delete button at the bottom of the page.

You can save, modify, and delete them in the same way as the middle and small
group name. In addition, you must register big and middle and small group first
before registering users.
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6.6.5.2 User Registration
Each user is identified and a Name assigned. The User Id and password are the credentials

employed by the user for login to the IPECS IPCR Web functions. The User Level is the User
Admin Level that determines the functions and features available to the user as configured in
section 5.2.2. Note the Agent Ids are available only after registration and login to an iPECS
host with licensed Agents. If enabled, the user activity in the iPECS IPCR Web is logged.

To add a user:

iPECS IPCR (2

PCH " S e No User Name  User ID

R

e

Bhe b b i de de be be be be be be de de de de de be be de de de de de be be de de be be

* You must enter ID. (upto 12 characters)
* You must enter User name. (up to 20 characters)

¢ You must enter Password. (up to 20 characters)

Password can be entered up to 20 characters in combination with English, numeric, and special
characters (! @ % " & *).

* Select Agent ID.

* You must select user level

* Input Employee ID and email as required.

You can modify the entered User information by double click at the mouse in the
same way as above.
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To modify user information or delete a User:
¢ At the User Classification screen, select the user name you want to delete.
* Click on the checkbox to the left of the user entry.

» Click Delete button at the bottom of the page.

How to use the Multiple User add:

You can register more than one user at a time via the Excel file. You can download the Excel
file for multiuser registration by clicking the Form Download button at the bottom of the page.

A B C D E F G H I 1 K L

D> User name* |Password* [PBXID |AgentID  [PhoneNumber |User level* Class 1 Code* Class 2 Code* Class 3 Code* |Employee|Email |
ex)admin |admin admin123! (UDP 5941 821012652123  |admin callcenter callcenter2 callcenter3 212303 pox@ericson.d

@ o bW o

* Input all user information to add and save the Excel file.

» Click Multi User add button at the bottom of the page to view the popup window below.
Click File button to select an Excel file above and click Create button to add multiple Users.

Columns with * are mandatory columns.

6.6.6 General Setting
In this section you can restart the engine or restart the server and set password policy,
announcement settings, mail settings, threshold settings, and server time settings.

6.6.6.1 Restart
Button for restarting the iPECS IPCR engine or restarting the iPECS IPCR server.

Restart
e

Only support by duplicated

Restart:

You can see the Restart section at the Administration > General Setting page.

* |If you want to restart the iPECS IPCR engine, click Engine Restart button.

¢ [If you want to restart the server where the IPECS IPCR engine is running, click Server
Restart button.
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6.6.6.2

6.6.6.3

Password Policy Setting
This is a page for setting the password policy for a user account in the iPECS IPCR Web.

Password policy setting

PW policy Use e

PW change Use v Change cyde 1
setting

old pw Permit ~ PW Maintenance 2
number

Try limits Use ~ Try limit times

Account lockout Unused v Setting the Lock
Cycle

To set up the password policy:

You can see the Password Policy Settings section at the Administration > General Setting page.

PW policy: you can choose whether or not to use password policy. If you use a password
policy, all user passwords must combination with English, numeric, and special characters (!
@%"&™

PW change: you can choose whether or not to use the PW Change Cycle. You can

select Use (recommended), and Unused option. When using the Use option, you can set
the PW change cycle (day, week, month, year).

Old PW: you can choose whether or not to use the old password. You can select Permit,
Limited number of times, Block option. When using Limited number of times option, you can
set the PW Maintenance number.

Try limits: this option limits the number of password input failures. When using this option,
you can set the number of Try limit times.

Account lockout: you can set whether or not to lock accounts for accounts that have not been
used for a certain period of time. When using this option, you can set the Lock Cycle (days,
weeks, months, and years).

General
This is a page for setting up the general information related to using the iPECS IPCR.

General

File Download Decryption ~ Recording Use v
announcement

Auto Delete File Unuse ~

File name pattern  Date(y¥¥YYMMDDhhmmss}-Agent ID Option ~  Option ~  Opticn A

To set up the general information:

You can see the General section at the Admin >Administration > General Setting page.
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6.6.6.4

File Download: you can set how files are downloaded.
Recording announcement: you can select whether or not the announcement is recorded.

Auto Delete File: you can select whether or not to use the automatic deletion of recording
files.

File name pattern : you can select File name pattern

You must restart the IPECS IPCR engine after modify General information

Upload Voice(Announcement) Files
You can upload an announcement voice file for use of the recording.

Upload voice files
Voice file 0 Please select 3 file. m Download Memo
Voice file 1 Please select a file, m Memo
Voice file 2 Please select a file. m Download Memo
Voice file 3 Please select a file. m Download Memo
Voice file 4 Please select a file. m Download Memo
Voice file 5 Please select a file. m Download Memo
Voice file 6 Please select a file. m Download Memo
Voice file 7 Please select 2 file. m Download Memo
Voice file 8 Please select a file. m Download Memo
Voice file 9 Please select a file, m Download Memo
5o

How to upload voice (announcement) file:

You can see the Upload Voice Files section at the Administration > General Setting page.

You can upload up to 10 announcement voice files.
Click File button to select the announcement voice file which you want to upload.
Click Save button to upload the announcement voice file to the iPECS IPCR server.

You can download the uploaded announcement voice file in the iPECS IPCR server via the
Download button.

Only voice filel is available in IPCES-UCM.
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6.6.6.5 Mail Server Information
This is a page for setting up a Mail server information (SMTP)to receive various alarms mails.

Mail server information

Mail server address  gmp naver.com Mail server port 465
Send address joseph016@naver com Message Delivery ID  joseph016
LoginPW e

Send Test Mail m

To set up mail server information:
You can see the Mail Server Information section at the Administration > General Setting page.

* Input the address in Mail Server Address. Be sure to input your outgoing mail server
address.

* Input the mail server port number. If you are using Gmail as your mail server, please set the
mail server port to 587.

¢ In Send address, input Mail address.
* In Message Delivery ID, input account ID.

* In Login PW, input your Mail Server Login password. If you are using Gmail as your mail
server, please input your Gmail account password.

* When clicking the Send Test Mail button, you can see Test Mail Send window as shown
below. Input your e-mail address to receive the test mail and click Send email button. I
the mail server information which you entered is correct, test mail will be sent normally.

Send test email

To Address =

6.6.6.6  Fault Management
This is a page for setting the thresholds of resource in the IPCR server and the email address to

notify when a failure occurs.

Fault management

Threshold CPU g5 | MEMORY gs . DISK g5 " E
Name Email
m Delete Reset
Name Email

test jongyeon.lee@ericsson.com
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To set up fault management:

You can see the Fault Management section at the Administration > General Setting page.

1. Set thresholds by resource (CPU, MEMORY, DISK).
2. Click Set button to save the threshold information.

3. Input the information (name, e-mail address) for which you want to receive the alarm mail if
the threshold is exceeded. To use this feature, you must input the Mail Server Information
section at the Administration > General Setting page.

4. Click Save button.

You can modify the entered email information by double click at the mouse in the
same way as above. You must restart the IPCR engine after modify Fault manage
information.

To delete:
¢ Click the checkbox for the item you want to delete.
* Click Delete button.

To initialize:
¢ You can initialize the input form

* by clicking Reset button.

6.6.6.7 Server Time Zone Management
This is a page for managing the time zone of the IPCR server.

To set up server time zone:
You can see the Server time zone management section at the Administration > General Setting
page.

Server time zone management

NTP Use choice Use ™

NTP server 192.168.0.11 Sync cycle Every minute v

Server Date - Thu May 17 18:01:11 KST 2018

* NTP Use choice: select whether or not to use NTP. When using NTP, Set the following
values

= NTP server: Input NTP server information

= Sync cycle: Select how often to synchronize with the NTP server.
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Server time zone management

NTP Use choice Unused he

Timezone Set Asia/Seoul ~ Time Setting 2018-05-16 =] 10 v : 19 v

Server Date : Thu May 17 18:01:11 KST 2018

* Time zone Set/ Time Setting: You can set time zone and server time.

6.6.6.8  SSL Setting
This page is a page that use or unused SSL on an iPECS IPCR.
To set up SSL Setting:
You can see the SSL Setting section at the Administration > General Setting page.
SSL setting
HTTPS Use v
* HTTPS : select whether or not to use SSL
* If you are using HTTPS, you must include https:// before the connection URL.
6.6.6.9  Concurrent License Setting
You can use the IPECS-IPCR Concurrent License when you use the IPCES-UCM system.
When you use the current license, you can register up to 2,000 channels regardless of the
number of licenses.
To set up Concurrent License Setting:
You can see the SSL Setting section at the Administration > General Setting page.
Concurrent License Setting (UCM Only)
Concurrent License  Unused e
e Concurrent licenses limit the number of concurrent recording lines by the license quantity.
* When using a Concurrent license, the following login page appears:
= [Concuirent License]
IPECS IPCR
Version : A-iIPCR-RIs1907-3.1Ad-STD
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6.6.7 Maintenance
The maintenance section provides iPECS IPCR upgrades and automatic backup, FTP backup,

and migration functions.

6.6.7.1 Upload Update File
This is a page for uploading the IPECS IPCR update file (update_*.tar.gz).

IPECS IPCR server after you upload the update file.

To upload the iPECS IPCR update file:
You can see the Upload update files section at the Administration > Maintenance page.

Upload update file

Update file

Please select a file.

1. Click Files button to select the iPECS IPCR update file (update_*.tar.gz.)
2. Click Save button to upload the file to the IPCR server.

You must restart the
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6.6.7.2  Auto Backup Setting
The IPECS IPCR application will perform a periodic backup of recordings. Automatic Backup
defines the interval between backups, the source and destination paths, and copy or move.
When the backup is copied, the original recording is maintained on the iPECS IPCR server and
copied to the back-up path. When 'Move' is selected, the recording files are moved to the back-
up path and deleted from the iPECS IPCR server.

Auto backup setting

Backup schedule Daily v Time - v

Source Path fvar/REC/RecSee_Data Backup Path /var/REC/RecSee_Backup

Copy/Move Copy v

Delete Reset

Schedule Week Day Time Original Path Backup Path Copy/Move
Daily * * 1 Jvar/REC/RecSee_Data Jvar/REC/RecSee_Backup copy
Daily = = 14 Jvar/REC/RecSee_Data /var/REC/RecSee_Backup copy

To set up Automatic Backup:

You can see the Auto backup setting section at the Administration > Maintenance page.

1. Select the auto backup schedule information. Backup schedules are divided into Daily,
Weekly, and Monthly.

2. Select Copy/Move option.
3. Click Save button.

Mount the physical disk to the /var/REC/RecSee_Backup path.

To delete:
¢ Click the checkbox for the item you want to delete.
* Click Delete button.

To initialize:
¢ You can initialize the input form

* by clicking the Reset button.
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6.6.7.3 FTP Backup Setting
This is a page for setting for back up recording files from the iPECS IPCR server to an FTP

server which you established. You can back up your recording files via FTP at a fixed time for
every day, week and month.

FTP backup setting

Backup schedule Daily v Hour - v

FTP SERVER IP Port

ID Password

m Delete | Reset

Schedule Week Day Time IP User Password Port
Daily * * 13 192.168.119.100 root  seessenee 21
Weekly Friday & 18 192.168.119.100 root . 21
Daily * * 10 192.168.119.100 root e 21
Daily * * 20 192.168.119.100 roct  seeseses 2100

To set up FTP backup setting:
You can see the FTP Backup settings section at the Administration > Maintenance page.

1. Select the FTP backup schedule information. Backup schedules are divided into Daily,
Weekly, and Monthly.

2. Input the FTP server connection information where you want to back up recording files.
3. Check cycle: Set how often to check FTP schedule information.
4. Click Save button.

To delete:
¢ Click the checkbox for the item you want to delete.
* Click Delete button.

To initialize:

* You can initialize the input form

* by clicking Reset button.

You must restart the iPECS IPCR engine after modify FTP backup setting
information. FTP backups are performed up to the previous day's data.
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6.6.7.4  Engine log downloadk
This page allows you to download logs from the iPECS IPCR engine. When an iPECS IPCR
problem occurs, the user can download logs and easily make trouble shooting.

Engine log download

osonr B soa v
No Date LogType FileName

20190117 SIGNAL SIGNAL_2019011710.REDIS
2 20180117 SIGNAL SIGMNAL_2018011712.Leg
3 20180117 SIGNAL SIGMNAL_2012011710.50L

4 20190117 SIGMNAL SIGMNAL_2012011706.1PCR

Engine Log Pattern:

« DBGw: DBGW_* yyyymmdd + Sequence number
e RTP: RTP_yyyymmddhh + Log type

* RVM: RVM_yyyymmddhh + Log type

e LXprocess: XPROCESS_yyyymmddhh + Log type
¢ SIGNAL: SIGNAL_ yyyymmddhh + Log type

* FTPTransfer: PRINT_hh.log

6.6.75  PCAP Download
This page is a feature that populates and downloads packets that enter the iPECS IPCR server.

PCAP Download

PCAP Start

» Click Start button to start capturing,

* And then press the Stop button to download automatically. The size of the capture file is up
to 50MB.

6.6.7.6 Database Management
This page manages the database of the iPECS IPCR.

This page allows users to back up, download, upload, and restore databases. Up to three
backup files can be saved.

Database Management

Backup File Upload  please select a file. m
Upload | Backup Start

No BackupName Restore Downlead Delete
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6.6.7.7

6.6.7.8

How to use Database Management:
¢ Click Backup Start button to back up the database of the current iPECS IPCR.

* Click Restore button, all existing data will be deleted and the backup file will be used for

restore
¢ You can save your backup files to your PC by click download button.
* The downloaded backup files can also be uploaded using the Backup File Upload.

* The backup data is deleted when the Delete button is clicked.

Language Setting
This page allows you to set the local language of iPECS IPCR to the desired language.

Language setting @

Upload CSV file Please select a file. m
Upload

Download Form

To set up Local language setting:
1. Click Download Form Button to 'lang_local_pack.zip'

2. As shown below, translate English into local language, (ex — local_Lang_admin.CSV).

Column A and Row 1 of the CSV file should not be modified.

A B

3. Upload the Translated CSV file.

4. When the upload is complete, restart the server and delete the cookies and cache in browser.

Migration

This is a page for setting for the iPECS IPCR Migration. If you have previously used the iPECS
IPCR version 2, you can migrate existing data to iPECS IPCR version 3 through setting on this

page.

Migration @

DB Upload Please select a file
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To set up Migration setting:

When you before start migration, backup the iPECS IPCR Version 2 recording file into new
IPECS IPCR Server # Appendix A.4 - Recording File Backup and Restore reference. When
creating version 2 DB backup file # Appendix A.2 - DB backup reference

You can see the Migration section at the Administration > Maintenance page.

1. Click File button to select the iPECS IPCR Version 2 database that you backed up in
advance and click Save button to perform the DB upload.

2. Click Start button to proceed with the IPECS IPCR migration.

- When the migration begins, you will see the progress in the Migration section and keep
the page when the backup file is restored.

6.6.8 Web Log
This is a page for showing logs about recording, listening, changing information, monitoring, and
failures performed in the iPECS IPCR Web.
iPECS IPCR
Search & Listen Menitering & Dashboard Repert
srver Satting 2018.05-17 [ - 201805-17 [ -
To view the IPECS IPCR Server log:
You can see the above page at the Administration > Web log page.
* Select the date and time of the log information you want to find.
* Click Search button.
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6.6.9 License Information

This is a page for showing a license information for the iPECS IPCR. You can see the License

total number, License used, License remaining by PBX ID.

iPECS IPCR

Search & Listen Monitoring & Dashboard Report Administration
IPCR Server Setting PBX ID License total number License used License remaining
PBX Registration ® aaa 0 0 0

® Test 0 0 0
Channel registration

@ test? 0 0 0
User level admin

® test3 0 0 0
User registration

(Ve 210 200 10

General Setting UCP1 100 41 59
Maintenance vUCP 1000 514 486

Web log

License information

Version Information

To view the license information for the iPECS IPCR:

You can see the above page at the Administration > License information page.

¢ Acircle next to the exchange ID indicates the status of license usage
* @ Appears when the remaining license quantity is missing or is less than zero
. Appears when the remaining license quantity is less than 10% of the total usage

. Appears when the remaining license quantity is more than 10% of the total usage

When you use the current license:

The number of Concurrent licenses is shown as shown in the capture below.

iPECS IPCR
Search & Listen Monitoring & Dashboard Report
PCR Server Setting PBX ID Concurrent License Number
PBX Registration ucmo 198
UCM1 180

Channel Registration
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6.6.10

Version Information
This is a page for showing the iIPECS IPCR version information.

iPECS IPCR

Search & Listen
PCR Server Setting

PBX Registration

User level admin
User registration
General Setting
Maintenance

Web log

License infarmation

Version Information

Channel registration

Monitoring & Dashboard Report Administration

iPECS IP Call Recording

Version: 3.0Ak
Release date: 2019.02.28

Copyright Ericsson-LG Enterprise, Co,LTD. 2018

To view the version information for the iPECS IPCR:

You can see the above page at the Administration > Version information page.
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Appendix A:
Database Backup and Restore

Database information of the IPCR can be conveniently backed up and restored using a tool
called pgAdmin.

Al Download pgAdmin
In order to back up and restore the Database, it is recommended to use pgAdmin as tool.
pgAdmin is a free software project released under the PostgreSQL/Artistic license.

1. Open Chrome browser and visit the following link to download the pgAdmin 3-1.22.1.zip
file. https://www.postgresql.org/ftp/pgadmin/pgadmin3/v1.22.2/win32/

C & hetps//www.postgresglorg fip/pgad pga 1 v & &

w Home About Download Documentation Community Developers Support Donate Your account Q

14th February 2019: PostgreSOL 11.2. 10.7, 9.6.12. 9.5.16. and 9.4.21 Released!

Quick File Browser &
Links
Top — pgadmin — pgadmin3 — v1.22.2 — win32

= Downloads

> Binary Directories

= Source
o Software

Catalogue
o File Browser

o [Parent Directory]

Files

j CURRENT_MAINTAINER 2016-11-10 15:42:05 31 bytes

|7 pgadmin3-1.22.2.zip 2016-11-10 15:43:46 129 MB
pgadmin3-1.22 2 zip sig 2006-11-1015:43:47 543 bytes

Current Maintainer

Dave Page
doagefnostoresal .org

2. You can install after extracting the files (default).

A2 DB Backup

You can back up the database of the iPECS IPCR using pgAdmin in the following order.

A2.1 Run the pgAdmin

1. Execute the pgAdmin Il application.

* The pgAdmin lll for Windows application can be launched from the Windows Start Menu

( W pg.\dr‘mnm).

2. The following pgAdmin 1l main page is displayed on your screen.
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W i

o @%l OEHES P

T8 W s

Properies | Coestes | Desessesces | Desndesss
Preertas

e proaestin s valabte Eix [ st bt

3. Click the Connect () icon to add a connection to a server.

Pucparties | Erstrs | Dapndmces | Dspasen
S prapartias o vk o the rumirt selacten

4. A Properties tab appears

in the New Server registration page.

5. Select an item to modify and click OK button to save.

(1 New Server Registration x
Properties SSL  SSH Tunnel Advanced

Name [0ld 1PCR Server |
Host [124.46.120.105 |
Part [5432 |
Service [ |
Maintenance DB |Dostgres \,‘
Usemame | postares ‘
Password [eesenceene i‘
Store password

Colour [ ]
Group | Servers - ‘

Help II] Cancel

¢ Name: Server name

» Password: Ver.2.X - postgres012 or postgres

* Colour: Change or not
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A22 Select DB Backup Path
Select the database backup path using pgAdmin.

1. Move the cursor to the =-E servers (1) at the Object browser.

2. Click the & icon beside the Server (1) to expand one level at a time.

3. Goto Old IPCR Server > Databases (2) > recsee by clicking on the & icon.
4

. Right-click on the recsee to select Backup from the context menu.

W cqhamn o x
Flf Sat Pugns Veew Tooh Help

FR-%0 BERBS &9

q sareers [8 Psparty Vil
B Lo sesa) Mame A
B POUNA [191.168.119.413:843 fi pocron

. ]
L

1054030
| OM POR Server [152.180.219.130:5430]
Datasases |

Tabiwasice sg_deint
Dathult tssriinte #a_detnit

s Refresh Becndng utin

¥ . Calien n_LASUTED

sd
e Chitet
¥kl : aractie tpe en_US.UTFE

Tatrwa Doconnect database Datauk schema Tutc
] e B o -
| o rrazone preg
RoQuid(ize  Sech e Maw coonectens? es
4 Qu_tos (1 Conracted? e
CREATE Sorpt Cone 4
Reports » Srtem datatane? e
Maintenarce Carmrmant
%
Prputn 5
Ratrmving detal on datubine recus... Done. eches o0 postpren@ 190, 180.119.110:54 X7 5 s

5. Select an item to modify and click OK button to save.

(B Backup database "recsee” X
Filename ‘ E-IPCRYHnew_oldiper_1.backup|
Format Custom o

Compress Ratio |

Encoding v
Number Of Jobs

Rolename ~

File Options IDump Options #1 || Dump Options #2' Dbject;l Mes;agesl

Help Backup Cancel

* Filename: Backup file name
* Format: Custom
6. Click 'Dump Option #1' tab to set more option.
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A.2.3

Dump Option

In the Backup database "recsee" page, click the tab of Dump Option # 1 and # 2 to proceed as

follows.

1. Click on the Only data checkbox to select.
2. Click the Dump Option #2 tab.

[ B Backup database "recsee”

Sections
Pre-data
Data
Post-data

Type Of Objects

1 only data
Only schema

[~1Blobs

Don't save

O owner

privilege

[ Tablespace
[Junlogged table data

File Options  Dump Options #1 IDump Options #2 ]IDbjects] Messages

Help

=

3. Click on the Use Insert commands checkbox to select.

[ B Backup database "recsee”

Queries

[Jinclude CREATE DATABASE statement
[Jinclude DROP DATABASE statement
[Juse Column Inserts

Use Insert commands |

Disable

[ Trigger
1% quoting

Miscellanous

[Juse SET SESSION AUTHORIZATION
with 01Ds

[ verbose messages

[JForce double quotes on identifiers

File Options] Dump Options #1  Dump Options #2 | Objects | Messages

Help

4. Click Objects tab to set more option.
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A24

A.25

Objects

In the Backup database "recsee" page, click the Objects tab to proceed as follows.

1. Click to checkbox to select options.

R Backup database “recies”

T is_access_level

T s _access ket

F r_auser_nfo

F r_beckup_info

R _backup_rechie

W s_backup_setting
K15 ho_nio.

T m_bw_comment_info

I 1s_tvd_monkoring
T m_etc_config

F 15_fauk_threshold

™ ms_lst_seting
I~ ri_og_nfo
I m_og_paol

1o o

Fie Options | Durrp Options #1 | Dump Cptions #2 Objects | Messages |
Hep Backup

H Backup database “recsee”

T m mq nfn

13 rectin
[T r_recfie_test
T rs_recview_nfo

I ——
= —

< r_so_regstration
F sy nfo

™ m_sys_mentorng
[ rs_temo_memo
[ rs_tmontorng_set
[ r_tugs_mantosng
I om_vec

[T r_woc_code

T m_agent_daly

[ o et cods

Fie Ogitions | Dump Options #1 | Durp Optiors #2_pbgacts | Messages
He Backun

Cancel

2. Click Backup button.

Backup
After completing the above steps, the database backup process of the iPECS IPCR is
completed. The file that has been backed up exists in the backup path which was set up during
the above process, and you can use this file when restoring.

1. If you see Process returned exit code 0 at the bottom of the Backup data base "recsee"

page, it means the backup is normally completed.

R Bechup databate “reciee

[pg_curmp: reading indexes for table publcrs_bg_nfa”
ng_turmp: raadng rsaeas for tabls “publer_ch_edo”
ba_gurmp: readng ndeoss for table “publes_fauk_user
bo_durm: reading indexes for tabe “publicrs_fto_nfa”
pg_turrp: reading i ues’n table “puble rs_k_ranisge”

pa_t e o a:nu g abjects

pa_turmp: readng cepdndency

pe_durmp: seving encoding = UTFE

pa_durmp: sevmng stivdard_conformng_stmgs = off

rrocess returned xt code 0. I

*

<
Fie Options | Dume Options #1 | v Optuons #2 | Objects Messages |

] o

2. Click Done button to complete the DB Backup process.
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A3

A3.1

A3.2

DB Restore

You can restore the database of the IPCR using pgAdmin in the following order.

Run the pgAdmin

1. Execute the pgAdmin Il application.
2. Click the Connect (#) icon.

3. AProperties tab appears in the New Server registration page.

4. Select an item to modify and click OK button to save.

[_1] Mew Server Registration X

Properties SSL  SSH Tunnel Advanced

MName |New IPCR Server
Host [192.168.119.110
Port [5432

Maintenance DB |p05tgre5 ~

Username |postgres

Service | |

| Password |

Store password

.
| Calour [ i

Group |Ser\.rer5 V|

¢ Name: Server name

* Password: Ver.2.X - postgres012 or postgres

* Colour: Change or not

Setting Query

Before restoring database of the iPECS IPCR, you should input the below query. The truncate
table is the SQL command which is used to delete all rows of existing table.

1. Move the cursor to the [ servers(2) at the Object browser.

2. Click the & icon beside the Server (2) to expand one level at a time.
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3. Goto New IPCR Server > Databases (2) > recsee by clicking on the & icon.
4. Click both the recsee and the SQL (#*) icon.

3 sewn i)
1 Mo R Sarvar (132 5611011 e
-

=

wiloe PO Stver {19,188 11911034000

[ e P P S p—— 1vhn o0 povRR 1. S 1 VIR 3o

5. Copy and paste the query to SQL Editor when it opens. The query is "truncate table
rs_ruser_info, rs_auser_info, rs_ch_info, rs_lic_manage, rs_bg_info, rs_mg_info, rs_sg_info".

Alrwius &b £ recses on pomgres@152.168. 1191105432 [~

0, TA_ch_3nZd. T4_bic_mazege, 7e_bg iafc, Te_mq info, T_e_info

Ot b ®
Duta Outzut | Expbe | Messages | Hatory

o D% Ln i, €6l 107, O8 167 73 e

6. Click the Execute query ('*) icon.

A.3.3 Select DB Restore Path
Select the database restore path using pgAdmin.
1. Move the cursor to the #-E servers(2) at the Object browser.
2. Click the = icon beside the Server (2) to expand one level at a time.
3. Goto New IPCR Server > Databases (2) > recsee by clicking on the & icon.
4

. Right-click on the recsee to select Restore from the context menu.
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A34

Properie | Suaoo  Depesesce | Bendens

1 Sarwen (2] Prazerty Vi
| o PR v (192961180 109A 0 ttare aes
) e

- Tats Rrtwih

u N bt
©[| P Cwsoreact dusta
[
[
CREATE Soat
Bapren
[T,
Backup.

Froowte:

Retreveg denu o camabane reesee Done.

rheaes e pronyresBIR 16818 1165432 Sree

e Format: Custom or tar

* Filename: "recsee" Backup file

Option

Click Restore Options #1 tab to set more option.

5. Select an item to modify and click OK button to save.
L‘_ﬂ Restore database "recsee” x
Format Custom or tar ~
Filename | E:WIPCRWnew_oldiper.backup ‘ |
Number Of Jobs ‘
Rolename ~
File Options | Restore Options #1 || Restore Options #2 | Objects | Messages |
Help Display objects Restore Cancel

In the Backup database "recsee" page, click the Restore Options #1 tab to proceed as follows.

1. Click on the Only data checkbox to select.

2. Click Restore button.
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A4

A4l

l‘:ﬂ Restore database "recsee” x

Sections

Pre-data
Data
Post-data

Type Of Objects
M only data l

Ty SCITeTTS

Don't save
[Jowner
Cpriviege
[ Tablespace

File Options Restore Options #1 | Restore Options #Zl Dh_]ectsl Mea;agesl

Help Display ohjects I Cancel

Recording File Backup and Restore

Describes how to install and use FTP program filezilla which is a FTP client and free software.

You can use filezilla to backup and restore your recorded files.

FileZilla Download and install

1. Open Chrome browser and visit the following link to download the FileZilla setup

file. https:/filezilla-project.org/

& httpsy/filezilla-project.org B

IAFileZilla.......

Home

FileZilla
Features
Screenshots
Download
Documentation
FileZilla Pro

FileZilla Server
Downlead

Community
Forum
Project page
wiki

General
FAQ
Support
Contact
License
Privacy Policy
Trademark Policy

. . FileZilla Pro
Iz fledla e

Overview

Welcome to the homepage of Filezilla@, the free FTP solution. The FifeZilla Client not only supports FTP,
but also FTP over TLS (FTPS) and SFTP. It is open source software distributed free of charge under the
terms of the GNU General Public License

We are also offering FileZilla Pro, with additional protecol support for WebDAV, Amazon 53, Backblaze B2,
Dropbox, Microseft OneDrive, Google Drive, Microsoft Azure Blob and File Storage, and Google Cloud
Storage.

Last but not least, FileZilla Server is a free open source FTP and FTPS Server,
Support is available through our forums, the wiki and the bug and feature request trackers.

In addition, you will find documentation on how to compile FileZilla and nightly builds for multiple platforms
in the development section.

2. Click Download Filezilla Client and follow the on-page instructions to download.

© Quick download links

Download 15 Download 25

FileZilla Client FileZilla Server

AR platforma W
Pick the client If you want tle\ynsfer files. Get the server If you want to make files available for
others,

3. Double-click Filezilla file you've downloaded to install.
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A42 Recording file backup
1. Run the Filezilla application.
* The Filezilla for Windows application can be launched from the Windows Start Menu
(Ia Flszillz )
2. The following Filezilla main page is displayed on your screen. Marked with the Local site: is
your work area, and the marked with Remote site: is the area of information to connect.
G- ORO R L TAS .
: ,_;:m Connection
Yourarea —© | - area
3. Goto File > Site Manager to popup the Site Manager window.
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4. Click New Site button and type the site name.

Site Manager *
Select Entry: -
General Advanced Transfer Settings  Charset
FTP - File Transfer Protocol
Use explicit FTP over TLS if available
Ask for password
MNone
New Site MNew Folder
New Bookmark Rename
Delete Duplicate
Connect oK Cancel

5. Inthe 'General' tab, enter the information of the existing Old IPCR Server. When you have
finished, click Connect button.

Site Manager *
Select Entry: General  Advanced Transfer Settings  Charset
My Sites
! IPCR2.2 Protocol: SFTP - 55H File Transfer Protocol v
Host: 192.162.119.110 | po: |22 |
Logon Type! | Mormal d
User: | root |
Password: |uuou.| |
Background color: | None v
Comments:
New Site MNew Folder
MNew Bookmark Rename
Delete Duplicate
oK Cancel

* Host: Old version IPCR server IP

* Port: 22 --- SFTP default Port

* Protocol: SFTP — SSH File Transfer Protocol
* Logon Type: Normal

* User: username — default root

» Password: password — default p@sswOrd.
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The path is /var/REC/RecSee_Data

- o x

6. When connected, it moves to the recording file path.

0 e 1 e
e U N Toie S o m—
e+ ]

P

51 Ounee amprr s

7. Backs up the recording files that exist in the path. Create a directory to back up and drag
and drop it to the directory where you want to migrate.

T, | D s | bt b 11
Y Cnne s e
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A.4.3

Recording file restore
When the backup is completed, connect to the newly installed IPCR.

1. Click New Site button and type the site name.

Site Manager *
Select Entry: -
General Advanced Transfer Settings Charset
My Sites
! Protocol: SFTP - 55H File Transfer Protocol o
Host: 192.162.119.110 | Port:| |
Logon Type: | Ask for password it
User: root
Password:
Background color: | None b
Comments:
New Site MNew Folder
Delete Duplicate
Connect oK Cancel

2. Inthe 'General' tab, enter the information of the existing New IPCR Server.

finished, click Connect button.

When you have

Site Manager

Select Entry:

My Sites
..M Ipcr22

New Site

MNew Bookmark

Delete

MNew Folder
Rename

Duplicate

General Advanced Transfer Settings Charset

Protocol: SFTP - 55H File Transfer Protocol

Host: 182.169.119.111

| Port:|22 |

Logon Type | Mormal

User: | root

Password: | ooooooo.|

Background color: | None b

Comments:

(o] o

Cancel

Host: Old version IPCR server IP
Port: 22 --- SFTP default Port
Protocol: SFTP — SSH File Transfer Protocol
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* Logon Type: Normal
¢ User: username — default root

e Password: password — default p@sswOrd.

3. Once connected, it will go to the same path as show in the below picture. The 'path’is
Ivar/REC/RecSee_Data.

oot i Tt T B voaes
e LY G ey e

4. Restore the recorded recording file to the new IPCR recording file path.

-8

p—

Gt i Pt vt | Bt wavsien
BTY G i L

» Select all backed up files and drag and drop them to that path.
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Appendix B:

Setup in VM Workstation Player

This chapter describes how to install IPCR in the VM Workstation Player 15 or higher installed
with Clonezilla.

B.1 Install VMPlayer15

1. Open Chrome browser and visit the following link to download the VMplayer15 installation
file. https://my.vmware.com/en/web/vmware/free#desktop end user computing/vmware w
orkstation player/15 0

C @ https;//my.vmware.com/en/web/vmware/free#desktop_end_user_computing/vmware_workstation_pl... B ¥

vmware' @ US Login » Training Community Store X.1-877-486-9273

. > >
VMWARE CLOUD Download VMware Workstation Player
&

Major Version: [JERFECEIEN Minor Vi 15.0.2 (latest) ¥

PRODUCTS

v
Product Downloads Open Source
SUPPORT
il —
) About This P
o VMware Workstation 15.0.2 Player for | Download # I
SOLUTIONS . . . DESCRIPTION
- Windows 64-bit Operating Systems. k Mware Workststi
— (exe [ 132.33 MB) DOCUMENTATION
O e ) Hide Details Release Notes

2. Double-click VMware Workstation player file you've downloaded to install. The Setup
Wizard will install VMware player on your computer. Click Next button to continue.

1 VMware Workstation 15 Player Setup - Ed

Welcome to the VMware Workstation 15 Player
1 l Setup Wizard
; .

WORKSTATION
p LAY E R'" The Setup Wizard will upgrade YMware Workstation 15

Flayer on your computer. Click Next to continue or Cancel to
exit the Setup Wizard.

Copyright 1998-2019 YMware, Inc. All rights reserved. This

product is protected by U.5. and international copyright and
intellectusl property laws, VMware products are covered by

one ar more patents listed at:

4

hittp: {fwww ., vmware. com fgo fpatents

carce
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3. Read the terms in the license agreement, then click the checkbox and click Next button.

15 WMware Workstation 15 Player Setup - *

End-User License Agreement

Please read the following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT 2

PLEASE NOTE THAT THE TERMS OF THIS END USER
LICENSE AGREEMENT SHALL GOVERN YOUR USE
OF THE SOFTWARE, REGARDLESS OF ANY TERMS
THAT MAY APPEAR DURING THE INSTALLATION OF
THE SOFTWARE.

[ 1 accept the terms in the License Agreement |

Print Back Cancel

4. Installation directory appears then click Next button. If you want to change the Installation
directory, click 'Change...' to set your directory.

15 VMuware Workstation 15 Player Setup - *

Custom Setup

Select the installation destination and any additional features.

Install to:
C:'WProgram Files (xa86)WMwarefvMware Player 't Change...

[JEnhanced Keyboard Driver (a reboot will be required to use this feature)
This feature requires 10MB on your host drive.
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5. Click the checkbox to select the desired options then click Next button. (Optional items)

15 VMware Workstation 15 Player Setup — *

User Experience Settings

Edit default settings that can improve your user experience,

Check for product updates on startup
When VMware Workstation 15 Player starts, check for new versions of the
application and installed software components.

Join the VMware Customer Experience Improvement Program

WMware's Customer Experience Improvement Program ~
(“CEIP") provides VMware with information that enables
WMware to improve its products and services, to fix

problems, and to advise you on how best to deploy and use
our products. As part of the CEIP, VMware collects technical ,

Learn More

6. Click the checkbox to select the desired options then click Next button. (Optional items)

15 VMware Workstation 15 Player Setup — *

Shortcuts
Select the shortouts you wish to place on your system,

Create shortcuts for VMware Workstation 15 Player in the following places:

Desktop

Start Menu Programs Folder
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7. Click Install button to start installation.

15 VMware Workstation 15 Player Setup

Ready to install VMware Workstation 15 Player

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back

Install

Cancel |

8. After being completed program installation, click Finish button to complete.

A& VMware Workstation 15 Player Setup

key now,

Completed the VMware Workstation 15 Player

15 =™

WORKSTATION  ciik the Finish button to exit the Setup Wizard,

PLAYER"

Press the License button below if you want to enter a license

*

License I Finish I
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Appendix C:

Create a bootable flash drive for installing IPCR

This chapter describes how to create a bootable flash drive for installing IPCR.

ci1 Create a bootable flash drive Using rufus

1. Open Chrome browser and visit the following link to download the Rufus installation

https://rufus.ie/

& Rufus 301304

Drive Properties
Device

Ubunty 18.04 LTS amdéd (G:) [8GB]
Boot selection

whunty- 1804 desktop-amdid.ise

Partisan scheme

MER -

~ Show advanced drive propenies
Format Options

Volumne label
| Ubantus 1804175 amda

Fie pyatem
FAT2 (el sult] -

v Show advanced foemat options.

Status

Chuster size
ADG bytes (Dedaudt)

ass

Rutus s a utility thal helps format and create bootable LISE flash drives, such as USH keye/pandrives,

It can be especially useful for cas

m that doesn'l have &
other firmware from D

versal USH Instalker or
on driva from an 1SO. It is
on

A non axhar Rulus supported 150 of lhis page

-_ Download

Last updated 2018.12.06:

2. Double-click the rufus-3.4 you've downloaded to run.
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3. Atthe Drive Properties, click the Device (' *) to select a storage device to use as a bootable

flash drive.

& Rufus 3.1.1320 (Portable) —

Drive Properties

Device

| IPCR (F:) [4GE]

L¥ |

Boot selection

Disk or 150 image (Please select)

J o =]

2 devices found

Partition scheme Target system
MER BIOS (or UEFI-CSM)
v Show advanced drive properties
Format Options
Velume label
IPCR
File system Cluster size
FAT32 4096 bytes (Default)
w Show advanced format options
Status
READY
@ O = START CLOSE

4. Click SELECT (' sz=r ) button and select ISO image to install.

& Rufus 3.1.1320 (Portable) —

X

Drive Properties
Device
IPCR (F:) [4GB]

Boot selection

| clonezilla-live-CloneZilla_IPCR_3.0Ae_201807 ~ ':;/:'

SELECT

Partition scheme
MBR. v

Target system
BIOS or UEFI

w Show advanced drive properties

Format Options

Velume label

| CloneZilla_IPCR_3.0Ae_20180716

Cluster size
4096 bytes (Default)

File system
FAT32 ~

~ Show advanced format options

Status

READY
& O =

Using image: clonezilla-live-CloneZilla_IPCR_2.04e_20180716.is0

CLOSE
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5. Click START (L_s#% ) button after the above procedure.

& Rufus 3.1.1320 (Portable)

Drive Properties

X

Device
IPCR (F:) [4GB]

Boot selection

Partition scheme
MBR. ~

v Show advanced drive properties

clonezilla-live-CloneZilla_IPCR_3.0Ae_201807 ~ u:fl

Target system
BIOS or UEFI

SELECT

Format Options

Velume label

| CloneZilla_IPCR_3.0Ae_20180716

File system
FAT32 4

w Show advanced format options

Status

Cluster size
4096 bytes (Default)

READY

@ © =

Using image: clonezilla-live-CloneZilla_IPCR_3.04e_20180716.is0

CLOSE

6. Click CLOSE button when Rufus finishes preparing USB drive.
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Appendix D:

Installing IPCR on 1TB and above HDD

Install 1TB and more HDD with IPCR CD for 500GB type. In the installed IPCR server merge
the remaining HDD storage of /var/REC partition.

In accordance with your choice, the result can be changed.

¢ Casel: Install additional HDD to IPCR of Clonezilla.
¢ Case2: Install additional HDD to IPCR of Cent0S6.9 32bit and IPCR s/w.

D.1.1 Merge remaining storage in IPCR server/var/REC Partition
1. Open the Terminal and enter a command to check the storage that is not currently assigned.

[root@localhost ~]# cfdisk

2. Free Space is displayed on the Terminal. As shown above, the FS type free space is not
assigned.

cfdisk (util-linux-ng 2.17.2)
Disk Drive: rdevwrsda
Size: 998579896328 bytes, 998.5 GB
Heads: 255 Sectors per Track: 63 Cylinders: 121483

Part Type F3 Type [Label]l Size (MB)

[ Help 1 [(CETEEE [ Print 1 [ Quit 1 [ Units 1 [ Write 1

Create new partition from free space_
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3. Create PV (Physical Volume). Because /dev/sdal is /boot, /dev/sda2 is /var/REC is being
used so the remaining storage is /dev/sda3.

[rootPlocalhost 7 1# |mknod ~dewssdad b 8 3
[root@localhost 7 1# |chown root:disk ~dewrsda3d
* Make Physical Volume command is mknod

File Name: /dev/sda3.

Device Type: b

Device's Major Number: 8

Device Sequence: 3

* Permission granted command is chown
= Group Name:Owner Name: root:disk
- File Name: /dev/sda3.

4. Create a Partition with the storage which is not assigned. For the Partition number (1-4) item,
/dev/sdal — 4, input 3.

[rootPlocalhost ~1#| fdisk ~dewrsda

LARNING: DOS-compatible mode is deprecated. It’s strongly recommended to
switch off the mode (command ‘c’) and change display units to
sectors (command “u’).

Command (m for help)El

Disk sdevwrsda: 998.6 GB, 998579896328 bytes

255 heads, 63 sectors-track, 121483 cylinders

Units = cylinders of 16865 = 512 = 8225288 bytes
Gector size (logicalsphysicall: 512 bytes ~ 512 bytes
I-0 size (minimum-optimall: 512 bytes ~ 512 bytes
Disk identifier: BxBBB?Sd5Se

Device Boot Start End Blocks Id System
lrdevrssdal = 1 26 ZB4880 83 Linux
Partition 1 does not end on cylinder boundary.

lrdevssda 26 6H8HZ  4881887Y36 Be Linux LUM
Partition 2 does not end on cylinder boundary.

Command (m for help)lzl
Command action
e extended
p primary partition (1-4)
artition number (1—‘1)
First cylinder (6B88Z-1Z1483, default 6B88Z):
Uzing default value 68882

Last cylinder, +cylinders or +size{K,M,G} (6888Z-121483, default 1Z21483):
Uzing default wvalue 121483
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5. Change the assigned partition's system type /dev/sda2 to Linux LVM. Set the fdisk
command below from t > Hex Code to 8e.

Command (m for help):@

Disk sdevssda: 998.6 GB, 998579896328 bytes

255 heads, 63 sectorsstrack, 121483 cylinders

Units = cylinders of 16865 = 512 = 8225288 bytes
Sector size (logical/physicall): 512 bytes » 512 bytes
I/0 size (minimumsoptimall): 512 bytes ~» 512 bytes
Disk identifier: BxBBB?S5d5e

Device Boot Start End Blocks System
ldevssdal = 1 Zb ZA48068 Linux
Partition 1 does not end on cylinder boundary.
lydevssdaZ 26 68882 488188736 Linux LUM
Partition Z does not end on cylinder boundary.
lydevssdad 68882 121483 486783837+ Linux

Command (m for help):
Partition number (1-4):

Hex code (type L to list codes) !

Changed system type of partition o Be (Linux LUM)
Command (m for help):lE

The partition table has been altered!?

Calling ioctl() to re-read partition table.

LWARNING: Re-reading the partition table failed with error 16: Device or resource busy.
The kernel =still uses the old table. The new table will be used at

the next reboot or after you run partprobe(B8) or kpartx(8)

Syncing disks.

[rootPlocalhost ™14

6. Set the partition to fdisk and confirm the patrtition (p) and restart the IPCR server.
[root@localhost ™1

WARNING: DOS-compatible mode is deprecated. It’s strongly recommended to
switch off the mode (command 'c’) and change display units to
sectors (command "u’).

Command (m for }IEIP):E'

Disk sdewrsda: 998.6 GB, 998579896328 bytes

255 heads, 63 sectorsstrack, 121483 cylinders

Inits = cylinders of 16865 = 512 = 8225288 bytes
Sector size (logicalsphysicall): 512 bytes ~» 512 bytes
I-0 size (minimum-optimal): 512 bytes ~ 512 bytes
Disk identifier: BxBB875d5e

Device Boot Start End Blocks System
ydevrssdal = 1 26 284888 Linux
Partition 1 does not end on cylinder boundary.
ldevssdaZ 26 6HBHEZ 488188736 Linux LUM
Partition £ does not end on cylinder boundary.
ldevssdad 68882 121483 486783837+ Linux LUM

Command (m for }IEIP):E
[root@localhost "]um

7. Create the PV (Physical Volume).

[root@localhost ™ 1# | pucreate ~devssdad
Phyzical wolume " dew sdad” successfully created

[root@localhost 14

8. Add Physical Volumes to a VG (Volume Group). [IPCR's Volume Group Name is IPCR.

[root@localhost ~1# vgextend IPCR sdevssdal
Uolume group “IPCR" successfully extended

[root@localhost ~1# _
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9. Increase the LV (Logical Volume).

[root@Plocalhost “1# luvextend -1 +1BB8+FREE ,dev.IPCR-RE(

Size of logical volume IPCR-REC changed from 488.73 GiB (184636 extents) to 872.96 GiB (223479 ext

ents).
Logical volume REC successfully resized.
[root@localhost 1% _

* Use +100%FREE command to expand all remaining storage.
* When setting the option be careful with capital and small letter.

10. Reflecting the file system LV (Logical Volume)

[root@localhost 7 14| resize2fs ~dews IPCR/REC

resizeZfs 1.41.12 (IV-Fay-ZHIB
Filesystem at ~dewsIPCR-REC is mounted on ~wvar-REC; on-line resizing required

0ld desc_blocks = 26, new_desc_blocks = 55
Performing an on-line resize of ~dew/IPCR-/REC to 228842496 (4k) blocks.

The filesystem on ~sdewsIPCR-/REC iz now 228842496 blocks long.

11. Verify the partition with the command df —h.

[rootRlocalhost ™ 1#

Filesystem Size Used fAvail Usex Mounted on

sdevsmappers IPCR-root
486 3.76 426 8x -

Z .86 A Z.8G B sdew shm
1986M 38M 143M 21+ ~boot

dewsmapper~IPCR-REC  86BG  24YM 816G 1 .var-REC

[rootl@localhost ™ 1#
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Appendix E:

How to Upload SSL certificate

This chapter describes how to Upload SSL certification.

1. Upload the keystore file to the following path (/etc/pki/tls/private) using FTP

{a sftp://root@192.168.0.201 - FileZilla — O X
File Edit View Transfer Server Bookmarks Help
= [ == | ™ = = S|
L':":‘ - RS Eo-x./‘ig &8
Host: | sftp://192.168.0.2(| Username: Password: |I.....‘ Port: ‘ ‘ -
roreers: T T T oW IO OO e T P ST PV e TO T O Ry S ToT ~
Status: File transfer successful, transferred 2,299 bytes in 1 second v
Local site: |C:WUsersW21 513¥DesktopW ~ | Remote site: |/etc/pki/tls/private
+- & Downloads ~ = 7 tls ~
eclipse v private v
Filename - Filename Filesize F
| test.keystore _| tomcat .keystore 2,299 ¥
Jélocalhost.key 1,679 t
< > | £ >
1 file. Total size: 2,299 bytes 2 files. Total size: 3,978 bytes

2. connect to SSH and enter the following command:
[root@localhost ~]# cd /Zusr/local/tomcat7/conf

[root@localhost ~]# vi server.xml

3. change the following text to new information. (KeystorePass is the password of the Certified
certificate)

<Connector port="443" protocol="HTTP/1.1" SSLEnabled=""true"
maxThreads=""150"

scheme=""https" secure=""true" clientAuth=""false" sslProtocol="TLS"

keystoreFile="/etc/pki/tls/private/tomcat.keystore"
keystorePass=""p@sswOrd"/>

ex) keystoreFile="/etc/pkiltls/private/test.keystore" keystorePass="ipcrhttps"
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4. Execute command to save the file after pressing ESC button on the keyboard.

5. Please enter the following command

t-juli.jar
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Appendix F:
How to Mount to backup directory

This chapter describes how to mount additional HDD in a backup directory

1. Connect the storage device to the IPCR server.

2. Enter the following command at the terminal.

[root@localhost ~]# fdisk -1

Qoo , 1048576000

» |f the system type is NTFS, the command below must be entered and mounted.
[root@localhost ~]# yum install epel-release

[root@localhost ~]# yum install ntfs-3g
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3. Enter the following command at the terminal.

[root@localhost ~]# mount /dev/sdbl /var/REC/RecSee Backup

t ~1# mount
t ~1# df -h

_Backup/

Mounted on

_Backup

The backup directory must be /var/REC/RecSee_Backup unconditionally.
4. Enter the following command for the auto-mount.
[root@localhost ~]# vi /etc/rc.d/rc.local

5. Enter the following text and save rc.local.

ar udevy rules

ion during

| ' to ensure
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Appendix G:
Useful Information

This chapter contains the open source software used in the iPECS Cloud.

Open Source Software used in this product are listed as below. You can obtain a copy of the
Open Source Software License from Ericsson-LG Enterprise Web site, http://mww.ericssonlg-
enterprise.com. Ericsson-LG Enterprise reserves the right to make changes at any time without

notice.

Open Source License
jQuery MIT License
jQuery Ul MIT License

Ericsson-LG Enterprise offers to provide you with open source code on CD-ROM for a charge
covering the cost of performing such distribution, such as the cost of media, shipping and
handling upon e-mail request to Ericsson-LG Enterprise at opensource@ericssonlg.com.

This offer is valid for a period of three (3) years from the date of the distribution of this product by
Ericsson-LG Enterprise.
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The contents of this document are subject to revision without notice

due to continued progress in methodology design and manufacturing.

Ericsson-LG Enterprise shall have no liability for any error or damage
of any kind resulting from the use of this document.

Posted In Korea

WwWw.ericssonlg-enterprise.com
© Ericsson-LG Enterprise Co., Ltd. 2013
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