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1. Introduction

1.1 Overview

iIPECS NMS is a Web-based MS-Windows® application software that provides system
monitoring and management features communicating with multiple iPECS systems and switches
using standard Simple Network Management Protocol (SNMP) for communication across the
network. The purpose of this software is to assist in operation of the IPECS systems and
switches allowing for convenient and efficient management operation and problem status of the
devices being monitored. The Web-based software architecture provides network managers
the added benefit of remote accessibility to the NMS server using a Web browser interface for

the NMS client.

- -
=

NMS User
(HTTP Client)
t

HTTP

iPECS Systems & Switches
(SNMP Agent)

B :
e

NMS Server
(SNMP Manager / HTTP Server)

1.2 Feature Summary

IPECS-NMS is comprised of Common, System and Swtich features, and brief overview of each

feature is as follows.

- NMS Server Management and Common Features
NMS server configuration and user management features are provided together with device
registration of systems and switches. NMS operational history can be checked using the NMS
access log & operation log, and network topology shows device connections among switches
and systems with diagram & table. Ping, Traceroute and traffic monitoring features can be

used to check network connectivity and traffic information of network devices. Alarm/fault
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feature provides important or abnormal status information that happened in systems and
switches. Event message management and searches can also be performed on those

alarm/fault information.

System Features

System features provide various services such as system information, device status
information, iIPECS device traffic and maintenance. System information can be used to check
general system configuration, attendant & station/CO groups together with device inventory
information. Device status information provides device-based and CO/station channel-based
status information as well as detailed device information. Call Statistics operations present
tables and graphs with traffic analysis data from iPECS systems. In regard to Station Message
Detail Recording (SMDR) data, the System Management facet of the program additionally
provides searching operations in table format for detailed analysis. iPECS device firmware can
be upgraded using Firmware Upgrade operations for specified systems at a designated time,

and system database, system greeting and prompt files can be uploaded or downloaded.

Switch Features

Switch features include services to provide switch device information and information of
interfaces, VLAN, spanning tree, traffic and LLDP. Switch device information provides general
configuration information including device network configuration, and also CPU & memory
utilization information. Interface information can be checked for port status, configuration and
statistics information. VLAN information shows telephony OUI and VoIP port list as well as
brief VLAN configuration information, and spanning tree information provides port—based
spanning tree configuration and status information. Traffic information is comprised of DiffServ
information, rate limit and storm control information. LLDP information provides local device
information and detailed information of remote devices that are connected to each switch

device.
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2. Installation

2.1 System Requirements

2.1.1 NMS Server Minimum Requirements

When 20 or less devices are to be registered

CPU : Intel dual core 2.33 GHz or higher

RAM : 4 GB or higher

HDD : Atleast 10 GB of free disk space

O/S : Microsoft Windows 7 Professional / Windows Server 2008 / Windows Server 2012
Display : 1280 * 800 or higher

- When 200 or less devices are to be registered

CPU : Intel dual core Xeon 2.4 GHz or higher

RAM : 4 GB or higher

HDD : At least 20 GB of free disk space

O/S t Microsoft Windows 7 Professional / Windows Server 2008 / Windows Server 2012
Display : 1280 * 800 or higher

- When 500 or less systems are to be registered

CPU : Intel Quad-Core Xeon 2.66 GHz or higher

RAM : 4 GB or higher

HDD : At least 50 GB of free disk space

O/S t Microsoft Windows 7 Professional / Windows Server 2008 / Windows Server 2012
Display : 1280 * 800 or higher

2.1.2 iPECS System & Device Requirements

-1PECS-LiK MFIM Firmware version 5.0 or higher

-iPECS-MG MPB Firmware version 1.0 or higher

—-1PECS UCP Firmware version 1.0 or higher

—-1PECS eMG Firmware version 1.0.3 or higher

- Gateways and IP-phones developed before 1PECS Phase 3 can be used for basic NMS

features. However, in order to support all the additional features provided by NMS (e.g.
iPECS device traffic monitoring), those developed after iPECS Phase 4 should be used, and

firmware should be upgraded with latest versions that support NMS features.
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- SNMP and LLDP-related settings should be properly configured for iPECS switches in order to
use all the features provided by IPECS-NMS. Please refer to useer’s manuals of the

switches for details of corresponding configurations.

2.2 Software Installation Procedure
2.2.1 iIPECS-NMS Software Components

Software components needed for iIPECS-NMS are :
- PostgreSQL DBMS (PostgreSQL Global Development Group)
— Apache HTTP Server (The Apache Software Foundation)
- PHP Hypertext Preprocessor (The PHP Group) : required version 5.2.X
- Zend Optimizer (Zend Technologies Ltd.)
- Microsoft Message Queue (Microsoft Corporation)

- {PECS-NMS Installation Package (Ericsson-LG)

Software components listed above should be installed in the sequence described in this document.
Since there are additional configurations during the installation procedure, the installer should read

this section carefully before starting software installation.

2.2.2 Installing Software Components

< PostgreSQL Installation >
After decompressing the ‘PostgreSQL’ software into a temporary folder, double—click on
‘postgresql-8.4.9-1-windows.exe’ file to start the installation procedure (8.4.9 is the software
version in this manual).

EBX
Setup - PostgreSQL

[ Welcome to the PostgreS0L Setup Wizard,

PostgreSQL

Packaged by

On the Setup - PostgreSQL window, click [Next] to proceed.
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= Setup

Installation Directory

Please specify the directory where PostgreSQL will be installed,
Installation Directary |‘W‘F‘mgram FHESWPDstgrESOLWB,dl

EitRock Installer

[ < Back ][ Next > I[ Cancel ]

On the Installation Directory screen, note the default location for the PostgreSQL files, or click on

the folder icon to select a directory where the files should be installed. Click [Next >] to continue.

B Setup EHE'E‘

Data Directory '}3
—

Please select a directory under which to store your data,
Data Directory jram FiIesWFDstgreSOLWE.finata‘

EitRock Installer

[ < Back ][ Next > I[ Cancel ]

On the Data Directory screen, note the default location for your data, or click on the folder icon to

select a directory where your data should be stored. Click [Next >] to continue.

B Setup E‘Elg‘

Please provide a password for the database superuser (postares) and service account
{postgres), If the service account already exists in Windows. you must enter the current
passwaord for the account, f the account does not exist, it will be created when you click

Password

Next',

BitRock Installer

[ < Back ][ Mext > ][ Cancel ]

‘Password’ field value should be noted because they will be used for ‘iIPECS-NMS Control’

program when configuring ‘Database User Information’.
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= Selup

Port

Please select the port number the server should listen on,

Part [543

Bitfiock Installer

[ < Back ][ MNext > ][ Cancel ]

On the port screen, enter the port number the server should listened on, and click [Next].

= Setup

Advanced Options

Select the |ocale to be used by the new database cluster,

Locale |[Default locale]

Kazakh, Kazakhstan

Kyragyz, Kurgyzstan
Latvian, Latvia
IS4 | ithuanian, Lithuania

Malay, Malaysia
Maltese, Malta
Maori, New Zealand

Luxembaurgish. Lusembourg
Malay, Brunei Darussalam

Bithock Installer

[ < Back I[ Nexst » ][ Cancel ]

On the Advanced Options, select the locale to be used and click [Next >].

E Setup

Ready to Install

BitRock Installer

Setup is now ready to begin installing PostgreS0OL on your computer,

[ < Back ][ Next > ][ Cancel I

When the ready to install screen appears, click [Next >] to begin the installation.
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S(=]leS)
Completing the PostgreS0L Setup Wizard

Setup has finished installing PostgreS0L on your computer,
iLaunch Stack Builder at exit?

[]:Stack Builder may be used to download and install
iadditional tools, drivers and applications to
icornplement your PostgreSOL installation,

PostgreSQL

Packaged by

EnterpriseppB°

The pany

< Back Cancel

After the Setup is completed, the Setup Complete screen will be displayed; click [Finish].
(Because Stack Builder does not need to be executed, ‘Launch Stack Builder at exit’ check—-box

may be unchecked before finishing.)
In order for 3rd-party applications like 1PECS NMS to use ‘PostgreSQL’, a path to the
‘PostgreSQL’ binary files folder must be set—up. ‘PostgreSQL’ does not configure the Path during

the installation procedure, so this should be done manually.

To set—up the Path, perform the following steps :

System Properties

| Syztem Restore || Autornatic Updates || Fh?[note |
| General || Computer M ame || Hardware || Advanced

“r'ou must be logged on as an Administrator to make most of these changes.

Performance

“izual effects, processor scheduling, memony usage, and virtual memony

Settings

Uger Profiles

Desktop zettings related to wour logon

Settings

Startup and B ecovery

Sysztem startup, system faiure, and debugging information
Settingz

I Enwironment Yariables || [ Error Reporting ]

[ 0k ][ Cancel ] Apply

Access the ‘Control Panel’ 2 ‘System Properties’, and click on the ‘Advanced’ tab. Then, click on

the [Environment Variables] button at the bottom of the screen.

10
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Environment Yariables

User watisbles Far Administrator

Wariable Walue

TEMP Ci\Documents and Settings) Administrat. ..

TMP Ci\Documents and Settings) Administrat.,.
mew || Edt || Delete

System variables

Wariable Yalue ”~

NUMBER_OF_P... 1
05 Windows MT

PATHEXT JLCOM;.EXE; BAT;.CMD; VES; VBE; . 15; ...
PROCESSOR_A...  xB6

| £

mew || Edt  ||[ Delste |

I K. H Cancel ]

In the System variables pane, select the Path variable item, and then click [Edit].

Edit System Variable

‘ariable name: | Path |

Yariable value: ||F‘rugram FilegWPostgreS0L WM, 4Ml‘bin||

I OF, ][ Cancel ]

On the Edit System Variable screen, check if the ‘bin’ directory of PostgreSQL already exists in
the Variable value field. If it does not exist, append the directory name of the ‘bin’ folder at the

end of the path variable, and then click [OK].

NOTE - When entering the path to the PostgreSQL “bin’ folder, type a semicolon (;) at the end of
the variable, and then the directory name of ‘bin’ folder. In this example, the *,C:WProgram

FilesWPostgresWPostgreSQLWS8.4Wbin’ string was appended at the end of the ‘Path’ variable.

The modified ‘Path’ variable is applied after restarting Windows. However, since the new ‘Path’ is
not required until the IPECS NMS Control program is executed, continue the installation without

restarting Windows at this time.

< Apache HTTP Server Installation >
Double-click on the ‘apache_2.2.21-win32-x86-no_ssl.msi’ or ‘httpd—-2.2.21-win32-x86-openssl-

0.9.8r.ms?’ file (2.2.21 or 0.9.8 is the software version used in this manual).

11
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Welcome to the Installation Wizard for
Apache HTTP Server 2.2.21

The Installation Wizard will install Apache HTTP Server 2.2.21
on your computer. To continue, click Mext.

WARMING: This program is protected by copyright law and
inkernational treaties,

| Hext > | [ Cancel ]

Click [Next >] button to proceed with the installation.

i Apache HTTP Server 2.2 — Installation Wizard |

License Agreement
FPlease read the Follawing license agreement carefully,
~

Apache License
Version 2.0, January 2004
http://www.apache.orglicenses/

TERMS AND CONDITIONS FOR USE, REFRODUCTION, AND DISTRIBUTION
1. Definitions

"License" shall mean the terms and conditions for use, reproduction, and
disttibution as defined by Sections 1 through 9 of this document.

| (#)1 accept the kerms in the license agreement |

(1 do not accept the terms in the license agreement

[ < Back H Mt = ] [ Cancel ]

Read the ‘Apache License’ notes within the License Agreement screen; click [I accept the terms in
the license agreement] to accept the terms and then click [Next >] button to proceed.

A ‘Read This First’ screen will display. Once you have read the screen, click [Next >].

i Apache HTTP Server 2.2 — Installation Wizard

Server Information
Please enter your server's information.

Metwork Domain {e.g. somenet.com)

|ericsson|g.cnm

Server Mame (e.g. www . somenet. cam):

|nmsadmin.er iczzon| g, com

Administrator's Email Address (e.q. webmaster@somenet, com):

|nmsadmin@ ericssonlg, com

Install Apache HTTP Server 2.2 pragrams and shorteuts Far:

() For Al Users, on Port 80, as a Setvice -- Recommended.
() only For the Current User, on Port 8080, when starbed Manually.

< Back ” [ext = I [ Cancel

12
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In the Server Information screen, fill in the blanks for ‘Network Domain’, ‘Server Name’, and
‘Administrator’s Email Address’ fields:

- Administrator’s Email Address’ field must be entered.

— If HTTP port 80 (the normal HTTP server port) is to be used, select [for All Users, on Port 80,

as a Service — Recommended].

When finished, click [Next >] to proceed.

i? Apache HTTP Server 2.2 — Installation Wizard

Setup Type
Choose the setup bype that best suits vour needs.

Please select a setup bype.

Typical program features will be installed. (Headers and Libraries
for campiling modules will nat be installed. )

O Custom
@ Chaose which pragram features you want installed and where they

will be installed, Recommended For advanced users,

[ < Back “ Mext = ] [ Cancel ]

Select the type of installation; if customized installation is not needed, select [Typicall and click

[Next >].

i? Apache HTTP Server 2.2 - Installation Wizard

Destination Folder
Click. Change to install ko a different Falder

G Install Apache HTTP Serwer 2,2 ko the Folder:
| C:¥Program FilesWapache Software Foundationapachez, 24t | Change...

[ < Back I mest= [ Cancel ]

On the ‘Destination Folder’ screen, note the default location for the Apache HTTP Server files, or
click on the Change button to select a folder where the files should be installed. Click [Next >] to

continue.

13
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& Apache HTTPR Server 2.2 — Installation Wizard |

Ready to Install the Program
The wizard is ready to begin installation.

Click Install ta begin the installation.

If you want ko review or change any of your installation settings, click Back. Click Cancel ta
exit the wizard,

—
< Back I Instal I Cancel

Click [Install] on the ‘Ready to Install the Program’ window to start installation.

i Apache HTTP Server 2.2 - Installation Wizard

Installation Wizard Completed

The Installation Wizard has successfully installed Apache HTTP
Server 2.2.21. Click Finish to exit the wizard.

When done, the ‘Installation Wizard Completed’ screen will appear; click [Finish].

As the last Installation step, you may wish to modify the Server Side Includes (SSI) related
configuration for better security of the Server and AcceptEx related configuration for more stable
communication with ‘Apache HTTP Server’. SSI exists in HTML files and makes it possible to
provide dynamic Web pages. However, because it can be used to execute CGI scripts or shell
commands in the Web server, the server may be vulnerable to security attacks. The use of
AcceptEx may cause a communication slow—down problem in some cases, and so it is desirable to
disable the use of AcceptEx in Apache HTTP Server. In order to remedy these situations, the

Apache HTTP Server (httpd.conf) configuration file should be modified:

14
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™ Microsoft Office 3
™ HiliSoft MIB Browser 3
I PostgreS0L 84 3

M@ Apache HTTR Server 2.2 @ Configure Apache Server B Edit the Apache hitpd. conf Configuration File
| Coniral &pache Server » | %, Test Configuration
| Review Server Log Files 4

Apache Online Documentation

Help, I'm Stuck!

\, Monitar &pache Servers

From the Windows Start menu, select ‘Apache HTTP Server 2.2° = ‘Configure Apache Server’ =
‘Edit the Apache httpd.conf Configuration File’; Or, open ‘Program FilesWApache Software

FoundationWApache?2.2WconfWhttpd.conf” using ‘Notepad’ or other text editor program.

i

#t This should be changed to whatever you set DocumentRoot to.

#

<birectory "C:/Program Files/fApache Software Foundation/Apache2.2/htdocs™>

Possible values for the Options directive are "Hone', "All™,
or any combination of:
Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGI Hultiliews

Hote that "HultiViews™ must be named *explicitly= --- "Options All™
doesn"t give it to you.

The Options directive is both complicated and important. Please see
http://httpd.apache.org/docs/2.2/mod/core .html#toptions
for more information.

i ynLinks
Options IncludesHoExec

#

#t nllowlverride controls what directives may be placed in .htaccess files.
# It can be "A1l", "Hone", or any combination of the keywords:

# Options Filelnfo AuthConfig Limit

i

Allowdverride Hone

HEESSESEEEEER

t

# Controls who can get stuff from this server.
t

Order allow,deny

Allow from all

{/Directory>

Win32DisablefcceptEx

#

#t DirectoryIndex: sets the file that Apache will serve if a directory
#t is requested.

#

Find the ‘Options Indexes FollowSymLinks’ option string in the opened configuration file
(httpd.conf), and comment (disable) it by typing the pound sign (#) before the beginning of the
string as shown in the screen capture (shown). Then, type ‘Options IncludesNoExec’ on the next
line; Win32DisableAcceptEx can be inserted after the ‘</Directory>’ line as in the example below,

or appended at the end of the file.

15
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<IfHodule log_config_modulel
#
# The following directives define some format nicknames for use with
# a CustomLog directive {see below).
#
LogFormat "%h %1 %u %t W%y 3>s b Wh{Referer}it' W'3{User-Agent}i¥'™ combined
LogFormat "%h %1 %u %t W'%rw" %>s %b" common

<IfHodule logio_modulel

# You need to enable mod_logio.c to use %I and %0

LogFormat "%h %1 %u %t W%y %»s %b Wh{Referer}itt"' W'i{User-Agent}i®" %I %0" combinedio
</ 1fHodule>

The location and format of the access logfile {Common Logfile Format).
If you do not define any access logfiles within a {VirtualHost>
container, they will be logged here. Contrariwise, if you =do=
define per-<WirtualHost> access logfiles, transactions will be

logged therein and =not= in this file.

#
#
#
#
#
#
#
#

CustomLog "logs/access.loq" common

#
# If you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) you can use the following directive.
#
#CustomLog "logs/faccess.log"” combined
<fIfModule>

Apache HTTP Server writes the access log into the ‘access.log’ file, and the size of the file grows
relatively faster depending on the number of access lines to the server. Therefore, as an option, in
order to prevent unwanted waste of HDD space by disabling writes to the access log, find
CustomLog “logs/access.log” common string in the configuration file (shown) and disable it by
typing pound sign (‘#’) before the beginning of the string. When finished, save the configuration

file and then close the text editor program.

I Microsoft Office 3
I HiliSoft MIE Browser »
I PostgreSOL 8.4 3

%, FRestart
I Review Server Log Files b Start
%, Stop

Apache Online Docurnentation
Help. I'm Stuck!
\9 Monitor Apache Servers

The modified configuration will be applied after restarting Windows or Apache HTTP Server 2.2.
However, since the new configuration is not required until the iPECS NMS Control program is

executed, continue the installation without restarting Windows at this time.

< PHP Hypertext Preprocessor Installation >

Double-click on the php-5.2.17-Win32-VC6-x86.msi file to start the PHP Hypertext
Preprocessor installation procedure (5.2.17 is the software version used in this manual). The NMS
require PHP 5.2.X version. Because ‘Zend Optimizer’ installed for iIPECS-NMS supports PHP

version upto 5.2, PHP version 5.2 should be installed even though higher version may be available.

16
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i PHP 5.2.17 Setup

Welcome to the PHP 5.2.17 Setup Wizard

The Setup Wizard will install PHP 5.2.17 on your computer,
Click Mezxt to continue or Cancel to exit the Setup Wizard,

Please disable any wirus detection software wou may have
running during this installation.

Back. | mext [ Cancel

On the ‘Welcome to the PHP Setup Wizard’ screen, click [Next] to proceed.

i PHP 5.2.17 Seiup

EE&

End-User License Agreement
Please read the Following license agreement carefully
-~
The PHP License, wersion 3.01 ) |
Copyright (o) 1999 - 2010 The PHP Group. All rights
reserved.
Redistribution and use in source and hinary forms,
with or without
modification, is permitted provided that the v
I []1 accept the terms in the License Agreement I
[ Back ” Mext ] [ Cancel

First read the PHP License within the End-User License Agreement screen; click [I accept the

terms in the License Agreement] to accept the terms and then click [Next >] to proceed.

& PHP 5.2.17 Setup

Destination Folder

Click Mest to install ko the default Folder or click Browse to choose another,

Install PHP 5.2.17 ta:

I‘C:WProgram Files WPHPH I

Browse. ..

Back || mext | [ Cancel

17
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On the Destination Folder screen, note the default location for the PHP Hypertext Preprocessor,
or click ‘Browse’ and enter the folder location where the files should be installed. Click [Next >]

to continue.

i? PHP 5.2,17 Setup

wWeb Server Setup

Select the Web Server you wish ko setup.

) apache 1.3.x Madule

(115 154PT module

() 115 FastCGL

(s cal

(I MSAPT

O wikami

() Sambar Server

() MetServe Weh Server

) other Cal

O Do not setup a web server

Back || Mext [ Cancel

On the Web Server Setup screen, select the web server that was installed (Apache version 2.2.21
was installed, so the ‘Apache 2.2.x Module’ is selected on the screen shot shown). Then click on

the [Next] button to proceed.

i PHP 5.2.17 Setup

Apache Configuration Directory

Browse ko select the directory containing the Apache Configuration Files (...

Aapache Configuration Direckary:

I|C:WProgram FilesWapache Software Foundationapachez, 2 fconf it I

Back ][ [ext ] [ Cancel

Within the Apache Configuration Directory screen, select the configuration (conf) folder in the
Apache HTTP Server installation directory, and then click [Next]. In this document, ‘C:WProgram

FilesWApache Software FoundationWApache2.2WconfW’ directory is selected.

18
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i PHP 5.2.17 Setup

Choose Items to Install

Select the way vou want Features to be installed.,

Click. the icons in the tree below to change the way Features will be installed.

= Installs PHP with all server modules
Script Executable and all extensions enabled. Itis
Extensions recommendzd bo only select the
Futras extensions and modules you need
below,

This feature requires 6592KE on
wour hard drive. It has 0 of 3
subfeatures selected. The
subfeatures require 176KE on your
hard drive,

Location: C:%Program Files WrPHPH

Reset ] [Diskgsage] [ Back “ et I [ Cancel ]

$

i? PHP 5.2.17 Setup

Choose Items to Install

Select the way you want Features to be installed.

Click the icons in the tree below to change the way Features will be installed,

A~ PostgreSGL Functions

This frature reavires CER an wonr
talled on local hard drive

Will b

=28 Entire feature will be installed on local hard drive

|

®  Entire feature will be unavailable

Browse. .,

Reset ] [Diskgsage] [ Back “ ext I [ Cancel

On the ‘Choose Items to Install’ screen, click on the expansion box to the left of the [Extensions]
node to view the sub-—tree.
Find the ‘PostgreSQL’ node on the sub-tree, and then click down arrow to show pop—up menu.

Select “Will be installed on local hard drive,” and then click [Next].

& PHP 5.2.17 Setup

Ready to install PHP 5.2.17

Click Install to beqin the installation., Click Back to review ar change any of wour
installation settings. Click Cancel ko exit the wizard,

Back || Install [ Cancel
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On the Ready to Install PHP screen, click [Install] to start installation.

EE&X

& PHP 5.2.17 Setup

Completed the PHP 5.2.17 Setup Wizard

Click the Finish buttan to exit the Setup Wizard,

Back Cancel

After the installation is completed, click [Finish] to complete installation process.

As the last step, in order to prevent possible file transfer failure cause by restrictive maximum file
size and execution time limits from default PHP configuration, those settings in the PHP

configuration file (‘php.ini’) should be modified.

Microsoft Office C
HiliSoft MIB Browser »
PostqreS0L 8.4 »

Apache HTTP Server 22 »
fim PHF G [£] License
:

From the Windows Start menu, select ‘PHP 5” = ‘php,ini’ to open the PHP configuration file, Or

open ‘Program FilesWPHPWphp.ini’ using the Notepad or other text editor program.)

»
H
H
3
H
a

When enabled, the SERVER and ENU variables are
used (Just In Time) instead of when the script

; are not used within a script, having this direc

performance gain. The PHP directives register_g
and register_argc_argv must be disabled for thi

uto_globals_jit = Om

Maximum size of POST data that PHP will accept.

post_max_size = 8H

¥
"

Find the ‘post_max_size’ configuration line, and change the configuration value from 8M to 40M.

Hagic quotes

; When enabled, the SERVER and ENU wariables are
; used (Just In Time) instead of when the script
; are not used within a script, having this direc
; performance gain. The PHP directives register_g
; and register_argc_argv must be disabled for thi
auto_globals_jit = On

; Maximum size of POST data that PHP will accept.

post_max_size - 40H |

; Magic quotes

»

20



iIPECS NMS User Guide

Issue 2.2

PPPPFRFRPPETIIRRRDY
3 File Uploads ;

FFIFIAS I AR

3 Whether to allow HTTP file uploads.

file_uploads = On

3 Temporary directory for HTTP uploaded fi

; specified).
supload_tmp_dir =

; Haximum allowed size for uploaded files.
upload_max_filesize = 2M

; Maximum number of files that can be uplo
max_file_uploads = 20

rrsrmazraziaaaua
; File Uploads ;

file_uploads

; Whether to allow HTTP file uploads.

= 0On

; Temporary directory for HTTP uploaded Fi
; specified).
supload_tmp_dir =

; Maximum allowed size for uploaded files.

upload_max_filesize = 4BH |

; Maximum number of files that can be uplo

max_file_uploads =

28

Find the ‘upload_max_filesize’ configuration line, and change its value from 2M to 40M.

FrrriaeEraaRRERRIRR
; Resource Limits ;

BEIAIIN S NI NI IS IR

max_execution_time = sn| ; Maximum execution
nax_input_time = 3 Haximum amount of tim
smax_input_nesting_level = &4 ; HMaximum input v
memory_limit = 128M ; Maximum amount of me

—=>

¥

YrrrirrsrErrAARRRRR
Resource Limits ;

nax_execution_time = 90|
| ma=x_input_time = H
smax_input_nesting_level = 64 ; Haximum input v
memory_limit =

; Maximum execution
Maximum amount of tim

128M ; Maximum amount of me

Find the configuration line of ‘max_execution_time’, and change its value from 30 to 90. After

finishing the modification, save the configuration file and then close the text editor program.

PHP installation package modifies the configuration file of Apache HTTP Server to add its

directory path during its installation process. However, because PHP may not add the correct path

name, it is needed to check and correct the path if not correct.

Microsoft Office ’
HiliSoft MIE Browser »
PostareSQL 8.4 ’

he HTTP @ Configl z]
4 Contral Apache Servar
Review Server Log Files
Apache Online Documentation
Help, I'm Stuck!

% Monitor dpache Servers

fil.'_.

Edit the

& hitpd, conf

nfiguration File f

v |%, Test Configuration

4

From the Windows Start menu, select ‘Apache HTTP Server 2.2” = ‘Configure Apache Server’ >

‘Edit the Apache httpd.conf Configuration File’;

Or,

open ‘Program FilesWApache Software

FoundationWApache?2.2WconfWhttpd.conf’ using ‘Notepad’ or other text editor program).

H#BEGIN PHP INSTALLER EDITS - REMOUE ONLY ON UMINHSTALL

PHPIniDir *"

LoadModule “phpSapache2 2.dl11™

hp% module

¢

HEND PHP INSTALLER EDITS - REMOUE OHLY OH UNINSTALL

HBEGIN PHP INSTALLER EDITS - REMOVE OHLY OH UNINSTALL

PHPIniDir “C:WProgram FilesWPHP™

LoadModule phpS module "C:WProgram FilesWPHPWphpSapache? 2_d11"

H#END PHP INSTALLER EDITS - REMOUE OMLY ON UNINSTALL
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If the PHP installation paths for ‘PHPInDir’ and ‘LoadModule’ are not configured correctly in the

Apache configuration file, modify the path values with correct ones and save the changes.

< Zend Optimizer Installation >
Double-click on ‘ZendOptimizer-3.3.3-Windows-1386.exe’ file (3.3.3 is the software version used

in this document).

Zend Optimizer - InstallShield YWizard

Welcome to the InstallShield Wizard for Zend Optimizer - 3.3.0

InnstalShield <Back Mext> Cancel

On ‘Welcome to the InstallShield Wizard’ window, click [Next >] button to proceed.

Zend Optimizer - InstallShield Wizard

ZendOptimizer-3.3.0 License Agreement

ZEND LICENSE AGREEMENT
Zend Optimizer

ZEND TECHNOLOGIES LTD. ['ZEND") SOFTWARE LICENSE AGREEMENT
("AGREEMENT")

IMPORTANT: READ THESE TERMS CAREFULLY BEFORE INSTALLING THE
SOFTWaRE KNOWN A5 THE "ZEND OPTIMIZER," &5 INSTALLED BY THIS
INSTALLATION PROCESS, IN MACHINE-EXECUTABLE FORM DMLY, AND ANY
RELATED DOCUMENTATION [COLLECTIVELY, THE "SOFTWARE"] BY INSTALLING. OR

PROGRAM W/ THOUT INSTALLING THE SOFTWARE, OR TO DELETE THE SUFTWAHE
FROM YOUR COMPUTER,

1. License. Subjsct (o the terms and condiions of this Agreement. including. without mitation,
S ection 2 hereol, Zend hereby rants to Licensee, duing the Tem (as defined below], a
limited, a non-exclusive license [the *License" to. [ install and operate the Software on 3

InstalIShield < Back Newt» Cangel

First read ‘Zend Optimizer License Agreement’ notes. If you agree to the terms and conditions,

select ‘I accept the terms of the license agreement’, and click the [Next >] button.
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Zend Optimizer - InstallShield Wizard

Choose Destination Folder

InstallShic/d <Back Cancel

On ‘Choose Destination Folder” window, select a folder in which ‘Zend Optimizer’ is to be installed,

or note the default location for installation, then click the [Next] button.

Zend Optimizer - InstallShield YWizard

Choosing Web server

IristallShield <Back Mext > Cancel

Then, on the ‘Choose Web server’ window, select the web server installed in the previous
procedure, and then click the [Next >] button to proceed. Since Apache version 2.2.21 was

installed, [Apache 2.x] is selected.

Zend Optimizer - InstallShield Wizard
Choose the php.ini folder

InstallSHield <Back THents Cancel
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On ‘Choose the php.ini folder’ window, the directory of ‘PHP Hypertext Preprocessor’ software is
configured. The ‘php.ini’ file is saved in the ‘Program FilesWPHP” directory. After selecting (or

noting the default) directory, click the [Next >] button.

Zend Optimizer - InstallShield Wizard

Choose the Web server's root folder

Cancel

Instal S

On ‘Choose the Web server root folder’ window, the ‘Apache HTTP Server’ installation folder is
configured. In this document, the ‘C:WProgram FilesWApache Software FoundationWApache?2.2’

directory is selected.

Zend Optimizer - InstallShield Wizard

PreInstall Summary

Cancel

InstallShicld

The ‘Pre-Install Summary’ window shows the settings that were configured in the previous steps.
After checking all the configurations, click on the [Install] button to complete the installation of

‘Zend Optimizer’.

Web Server Hestart

@y The web server will not be available until the installation process has been completed, Do vou agree?
g/ “ou must shut down all other running web servers before continuing, Please shut thern down first, then click Yes,

[ fes ] [ Mo
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Following installation, the ‘Web Server Restart’ window may appear. Before clicking on the [Yes]
button, you must stop the Apache HTTP Server execution by selecting ‘Apache HTTP Server 2.2

- Control Apache Server = Stop’ from the Windows Start menu. Then click on the [Yes] button.

/@ Microsoft Office ’

@ HiliSoft MIE Browser ’

[ PostgreS0L 8.4 ’

[@ Configure &pache Server 3

@ PHP S 4 %, Restart

¥ I Review Server Log Files vy Start

Apache Online Documentation
Help, I'm Stuck!
% Monitor Apache Servers

After the installation is complete, start the Apache HTTP Server again by selecting ‘Apache HTTP

Server 2.2 = Control Apache Server = Start’ from the Windows Start menu.

Zend Optimizer - InstallShield Wizard

InstallShield Wizard Complete

InstadliSfield l <Back H Finish 1 r——

When the ‘InstallShield Wizard Complete’ window appears, click [Finish] button.

< Microsoft Message Queue (MSMQ) Installation >

iPECS NMS utilizes Microsoft Message Queue (MSMQ)—one of the software components provided
with Microsoft Windows. In many cases, MSMQ is not installed when the Windows OS is installed;
verify if it has been installed. In order for the MSMQ to be properly installed, the server should
have a ‘Computer Name’ previously configured. Check this by viewing System Properties in the

Control Panel.

® For Windows XP Professional
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B addjor Remove Programs

L
ﬁ Currently installed programs: [] Show updates
Change or
Remove Apache HTTP Server 2.2.8
Frograms Click here F infc
change this 3 mputer, click Change ar Remo
o
Add New Size  6.37MB
Programs
15! PostaresolL 8.2 Size  76.19MB
i5 windows Installer 3.1 (KEG33803)
addfRemove (& windows Inkernet Explorer 7 Siee  2.48MB
indows 5! windows %P Service Pack 2
Zomponents

@

Set Program
Access and
Defaults

To verify MSMQ installation, from the Control Panel, select ‘Add or Remove Programs’. Click

‘Add/Remove Windows Components’.

Windows Components Wizand

Windows Components
You can add or remove components of Windows XP.

To add or remove a component, click the checkbox. & shaded box means that only
part of the component will be installed. To see what's included in a component, click,
Details.

LComponents:
[ 25ytan. hitand M onitoring

53

EﬂNetworking Services 03ME
1 2= Mther Metunrk File and Print Services N nrA

3

Description:  Provides guaranteed message delivery, efficient routing, security, and
transactional support

Total disk space required 775 MB
Space available an disk: 10192.2 MB

[ < Back ” Mest > l[ Cancel ]

In the “Windows Components Wizard’ screen, locate the Message Queuing item and verify if it is
installed. If it has not been installed (box is not checked), click the checkbox, and then click

[Details...].

Message Queuing f'>__<|

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Meszage Queuing:

v Integration

< Common
] #a MEMA HTTF Support
_T_gTriggers

Description:  Provides integration with Active Directory whenever the computer
belongs to a domain

Total disk space required: FrAME
Space avallable on disk: 10192.2 MB

Details...

0K ] [ Cancel
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Message Queuing includes Active Directory Integration. If a domain controller or controller server
that provides directory service does not exist, clear the Active Directory Integration checkbox,

and click [OK].

After returning to the Windows Components screen, click the [Next >] to start installation.

Windows Components Wizard ._>‘:..

Completing the Windows
Components Wizard

‘¥'ou have successfully completed the Windows
Components *izard.

To cloge this wizard. click Finish.

After installation is completed, click [Finish].

® For Windows 2003 Server

% Add or Remove Programs 5 [=] B3

Currently installed programs: Sort by: [Mame 'I

Apache HTTP Server 2.2.8

ﬁ! PHRPS5.2.5 Size  6.37MEB
ﬁ! PostgreSQL B2 Size 76,19MB
ﬁ! Windows Installer 3.1 (KEE93803)

(& windows Internet Explorer 7 Size  2.48MB

From the Control Panel, select ‘Add or Remove Programs’. Click ‘Add/Remove Windows

Components’ on ‘Add or Remove Programs’ window that appears.
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Windows Components Wizard [ x|

wWindows Components
“ou can add or remove components of Windows.

To add or remove a companent, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component, click
Dietails.

LComponents:
() Accessaries and Utlities G7EME +
&pplication = 146 MB

[ [EA Cetificats Services 7.6 MEB
[ [0 E-mai Services 1.7 MB
[71 é&4F ax Servies N3 MR LI

Description:  Includes Internet Information Services (115] and the Application Server

Conzole.
Total disk space required: 457 MB
Space available on disk: 15741.9 MB

< Back Mest » Cancel Help

In the Windows Components screen, click on Application Server and click [Details...].

Application Server

To add or remove a component, click the check box. & shaded box means that only part
of the compaonent will be installed. To see what's included in a component, click Details.

Subcomponents of Application Server:

O % Application 5erver Conzole 0.0 kB ;I
(B Enable network COM+ access 0.0ME
O @ Enable network DTC access 0.0ME
% Intemet Information Services [|15) 7EMB

e Queling 7.0MB

[~

Description:  Provides guaranteed meszage delivery, efficient routing, security, and
tranzactional support

Total disk space required: 52.7 MB
Space available on dizk: 15741, 9 MB
oK I Cancel |

In the ‘Application Server’ screen, locate the ‘Message Queuing’ item and verify it is installed. If it

is not installed (box is not checked), click on checkbox, and then click [Details...].

Message Queuing

To add or remove a component, click the check box. A shaded box means that anly part
of the compeonent will be installed. To see what's included in a component, click Details.

Subcomponents of Meszage Queuing:
] @Active Drirechary Integration

[ #; Core funclion: 7.0OME
O gﬂ__"»SDownlevel Cliert Support 0.0ME
[ %4 M5ME HTTF Suppart 0.0MB
[ =ff Routing S upport 0.0ME
[ = Triggers 0.0ME

Description:  Performs general setup tasks, provides independent client functionality
Total disk space required: 527 MB Details.. |
Space avalable on disk: 15741.9 MB

oK I Cancel |

28



iIPECS NMS User Guide Issue 2.2

‘Message Queuing’ includes ‘Active Directory integration’. If a domain controller or controller
server that provides directory service does not exist, clear the ‘Active Directory Integration’

checkbox, and click [OK].

After returning to the Windows Components screen, click [Next >] to start installation.

Windows Components Wizard B

Completing the Windows
Components Wizard

Yo have successfully completed the Windows
Components ‘Wizard,

To close this wizard, click Finizh.

After the installation is completed, click [Finish] to complete the installation procedure.

® For Windows 2008 Server

G(_:Jv E = Control Panel » Programs -

Control Panel Home _ Programs and Featyres
|_ Uninstall 3 program |’f‘g= Turn Windows Features on or off | Wiew installed updates

System and Security " Run programs made For previous versions of Windows | How to install a program

Metwork, and Internet = Default Programs

Hardware IQ Change default settings for media or devices | Make a file bype always open in a specific pro

Set wour defaulk programs
+ Programs

Iser &ccounts Java

Appearance
Clock, Language, and Region

Ease of Access
From the Control Panel, select ‘Programs’. Click ‘Turn Windows features on or off’ on ‘Programs’

window that appears.
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E,: Server Manager 1l
File Action VMiew Help

&= |25
% senver manager cuinirrioccane [

5.' Roles
[= 4| Features
= L& Message Jueuing %‘ Wiew the status of Features installed on this server and add or remove features,

| Oukgoing Gueues 3
| Private Queuas
| System Queuss
= Triggers

_j Diagriostics

Eﬁ’; Configuration ~! Features: 2 of 42 installed gg:} Add Features
i

=5 Storage &5 Remove Features
Maccans s ina

*! Features Summary E Features Summary Help

In the ‘Server Manager’ windows, select ‘Features’ and click ‘Add Features.

Add Features Wizard

ﬂﬂi‘ Select Features

Select one or more Features toinskall on this server,

Confirmation Features: Description:
Progress [ ] EitLocker Drive Encryption ] gf;f:n;eé
Results L] BranchCache rouking, sec
[] Connection Manager Sdministration Kit messaging kb
|:| Deskiop Expetience Message QL
[] Directaccess Management Consale message de

applications
operating s
niekwork infr

[] Failover Clustering
|:| Group Palicy Management

[] 1k and Handwriting Services kemporarily
[] 1nternet Printing Client at different
|:| Internet Storage Mame Server oo

[ ] LPR Port Manitar
= [E Message Queuing (Installed)
[Ell 1155200 Queving Services (Installed)
|:| Message Queding DCOM Proxy

In the ‘Add Features Wizard’ screen, locate the ‘Message Queuing Services’ item and verify it is

installed. If it is not installed (box is not checked), click on checkbox and install it.

< iPECS-NMS Software Package Installation >
Click 1PECS_NMS_Setup.exe file to start installation; the InstallShield Wizard screen should

display.
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iPECS-NMS 2.0Aa Installation Wizard 3]

[ —{ =]

NMS
Welcome to the Installation Wizard for iPECS-NMS 2.0Aa version

The Installation ‘Wizard will install PECS-MMS on your computer. To continue, click Mext

s

Click [Next >] to proceed.

NOTE - If required software components have not been properly installed or iPECS-NMS Service

1s installed and running, a warning message may appear. In this case, verify installation of required

software or terminate the iIPECS-NMS Service, and then restart the installation procedure.

IPECS-NMS 2.0Aa Installation Wizard |X\

Customer Information
_—c =
Please enter your information, il'—j — r_',=
Flease enter your name and the name of the company for which pou work.
User Mame:
- L:
iPECsS
|HMS User |
NMS
Company Mame;
|Er icsson-LG |

In the Customer Information window, enter the User Name and Company Name fields, and click

[Next].
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IPECS-NMS 2.0Aa Installation Wizard X

Choose Destination Location
—_— o em
Select falder where setup will install files, ilhJ = :a
D Install iIPECS-NMS bo:
[CProgrem FleswPECSWPECS NS |
iPECsS
NMS

Normally the default destination location for program files need not be modified, click [Next>] to
continue. If a different destination is desired, click [Change] and select the new location, and then

click [Next >].

iPECS-NMS 2.0Aa Installation Wizard \z|

Select Web service root directory

C‘ The iPECS-NMS web service files wil be installed on selected diectay

C:h \bpache2 2shtdacs

[l =1
NMS

On the Select Web service root directory screen, select the ‘htdocs’ folder under the Apache
HTTP Server installation directory, ‘“Apache Software FoundationWApache2.2Whtdocs’ was used

in this example. After the folder is chosen, click [Next >] to proceed.

NOTE - If the location for the Apache server files was changed, that directory should be selected

by clicking [Change...].
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iPECS-NMS 2.0Aa Installation Wizard ‘?l

Ready to Install the Program
= =
The wizard is ready to begin installation. llhj = ’_.,=

Click Install to begin the installation

IF you want b review or change any of your installation settings, click Back. Click Cancel to exit the
wizard.

irPECs
NMS

i

iIPECS-NMS Installation Wizard

Installation Wizard Complete

The Installstion Wizard has successfull installed PECS-NMS. Cick Finish lo el the wizard
[ —
NMS

G

After the installation is completed, click [Finish].

To apply changed configurations, restart your computer.

< Executing iPECS-NMS Application >

The iIPECS-NMS application is comprised of two programs :
- iPECS-NMS Control” GPECS_NMS_Control.exe)

- IPECS-NMS Service’ (iPECS_NMS_Service.exe)

1IPECS NMS Service is the main program, which runs as a Windows Service application. iIPECS-
NMS Control registers iPECS-NMS Service to the Windows Service list and manages the NMS

Service operation and database.
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For registration and execution of iPECS-NMS Service, perform the following steps.

= ) Program Files ~ | [CEmdr
) Apache Software Foundation temp
) iIPECS Toals
= L iPECS
|2 & iPECS NMs
) smdr 1F T =]
) ternp [Z] IPECS_MMS_init, sql
) Trace [FiPECS _NMS_Service, axe
) PHP [Z] IPECS_MMS_system, sql
) PostgreS0L [Z] IPECS_MMS _user,=ql

In the {PECS-NMS installation folder (Program FilesWiPECSWiPECS NMS), locate the

“IPECS_NMS_Control.exe’ file and double—click to execute it. (Or, from the Windows Start menu,
select iPECS = iPECS NMS = Launch iPECS_NMS_Control.exe to execute it.)

i iPECS NMS Control

o X
NMS Service Operation
Database User Infomation
User ;Hustgres I| Passwrod ;| ®***®***" I [ Update ]

Database Control NMS Client Character Set

Database Backup & Restore

Basic Configuration Database

Entire Database

Debug Settings

Attributes
Operation Error [1snmp [] SNMP Lib Apply Debug
[ system [ Trap CITRAP Lib
O oit L util Lib
System Number: |:|
‘ Close |

Within the NMS Control screen, enter the User and Password fields using the Superuser Name and

Password configured during the installation of the ‘PostgreSQL’ software. The values ‘postgres’

and ‘postgrespw’ were used in this example. Click [Update] when finished making entries.
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5 iPECS NMS Contral SIS

NMS Service Operation

Database User Infomation

T T | o

Database Control

Create database

NMS Client Character Set

After the two fields are configured, Create Database activates. The NMS local database should be

created before registering and executing iPECS-NMS Service. Click the [Create Database] button.

DatabasclContiol NMS Client Character Set

I I Delete database I |Kulean - [Unified Hangeul Cod: v‘

If a local database already exists, the [Delete Database] is present instead of the [Create
Database] button. [Delete Database] should be used with caution; when selected, all information
stored in the database is permanently removed.

Database Contrl NMS Client Character Set

Delete database |Korean - [Unified Hangeul Cod: + |

The NMS Client Character Set field normally need not be changed from the default value provided
by iIPECS-NMS Control. However, in some cases the character set used in the NMS server might
not be supported by the PostgreSQL database. If this problem should occur, an error message may

appear. Select an appropriate Character set from the drop—down list, as needed.

5 iPECS NMS Cantrol ASIES]

NMS Service Operation

| Load Service |

Database User Infomation

User : Passwrod : | """" | [ Update I

If a local database was successfully created, the [Load Service] button will activate; click [Load

Service] to register the iPECS-NMS Service to the Windows Service list.

NMS Service Operation

Start Service i
Unload Sewic

After the IPECS-NMS Service registers, the [Load Service] button will deactivate, and the

[Unload Service] and [Start Service] buttons will activate.
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£ IPECS NMS Control

NMS Service Operation
Load Service
Pause Run Stop Service
Unload Service

Database User Infomation

Click [Start Service] to execute the iPECS-NMS Service program as a Windows Service.

| [ upsate |

Load Service

I Start Service [ Pause J Run {Stup Eeice I I
nload Service

When running, the [Start Servicel] button will deactivate and the [Pause] and [Stop Service]

NMS Service Operation ‘

buttons will activate.
Neither [Stop Service] nor [Pause] should be required for normal operation:
- [Stop Service] terminates iPECS NMS.

- [Pause] temporarily suspends execution of the iPECS-NMS Service program.

|.I Close I

Click [Close] to exit the iPECS-NMS Control program; the control program does not need to be

running while the iIPECS-NMS Service is in use.

2.3 IPECS System Admin Configuration
Before registering iIPECS systems to the iIPECS-NMS, NMS-related system admin fields should be
configured. After logging—in to iPECS Web Admin, click ‘SNMP Attribute (P196)’ from the System
Data list to enter the NMS configuration page. In iPECS-MG Web Admin, ‘SNMP Data’ is on the

top level menu.

[ SNMP Agent 1
SNMP Service
SHIMP Port

[ SNMP Security 1
Fiead Only Community : [public |

Read Write Community : [private |

o Accept SNMP Packet from Any NMS Server
Accept SNMP Packet from These NMS Servers

| Read Only
| Read Only
|
|

[
o
[

===

Read Only
Read Only

[ SNMP Trap 1
Trap Community : [public ]
Trap Destinations

[162 Notification |+

[

[ |[162
[ |[152
[ |[152

Notification s

Motification |

Motification |
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NMS-related system admin screen is categorized into three parts of ‘SNMP Agent’, ‘SNMP

Security” and ‘SNMP Trap’ configurations

[ SNMP Agent
SHMP Service | DN v
SNMP Port [161

SNMP Service field is used for enabling or disabling (ON or OFF) the SNMP agent service running

on MFIM(MPB); this field should be set to ‘ON’ for communication with iPECS-NMS using SNMP
protocol.
SNMP Port - Standard SNMP port number 161 should be used unless there is a specific reason for

changing this port number.

[ SNMP Security 1

Read Only Comnmunity !{|public

Read Write Cormmunity {|private
0 Accept SMMP Packet from Any NMS Server

Accept SMMP Packet from These NMS Servers

| | Read Only
s [ || Read Only

|

|

w
w
|| Read Only v
| Read Only

SNMP community and NMS server IP address can be configured; the SNMP community designates
a SNMP communication group to which an SNMP message belongs, and is also a logical
relationship between the SNMP agent (MFIM/MPRB) and SNMP manager (NMS).

- Read Only Community — defines a community string that should be used when SNMP manager
(NMS) is trying to read data from the SNMP agent (MFIM/MPB), and its default value is set to
‘public’.

- Read Write Community - is used for both read and write data by the SNMP manager (NMS), and
its default value is ‘private’. This value should be the same as set up on the IPECS-NMS
community string (default value is ‘private’, but could be changed following installation as needed).
- Accept SNMP Packet from Any NMS Server - if IP Address is not fixed, click to accept SNMP
packets from any SNMP manager (or from any IP address), or

— Accept SNMP Packets from These NMS Servers — if IP Address is fixed, click to designate IP

addresses to be allowed and the method of data transaction (Read Only / Read Write).
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[ SNMP Security 1
Read Only Community : [public |

Read Write Cornrnunity :|private |

i Accept SMMP Packet from Any MRS Server
Accept SMMP Packet from These NMS Servers
|150.150.140.82 | | |Read Write
‘ I:eeafl Only
| a
[ |[Read Only »|

SNMP Trap configuration is for setting the destination IP address to which Trap messages (ex.,
alarm/fault events) are to be sent from the SNMP agent (MFIM/MPB) and their SNMP community
privileges.

NOTE - For IP address of iPECS-NMS server, ‘Read Write’ privilege should be selected.

[ SNMP Trap ]

Trap Community :|gub|ic | |
Trap Destinations

[150.150.140.82 | | sz ] | Notification ~|
| |[182

Infarm
| |[162 || Trap
| |[182 | [Notification [+

Trap Community — designates a Trap communication group to which a Trap message belongs, and
is also a logical relationship between the SNMP agent (MFIM/MPB), and SNMP manager (NMS).
This value should be same as the Trap community string defined in iPECS-NMS in order for the
Trap messages sent from SNMP agent to be accepted by the iPECS-NMS server.

NOTE - Trap communities should be set-up same for all the iPECS systems registered to an
iPECS-NMS server (default=public, but could be changed following installation as needed),
whereas the SNMP community may be defined with different strings for each iPECS system.

- Trap Destination — is for designating the IP address of the iIPECS-NMS server, the Trap port
number (default=162), and the Trap type field (Notification, Inform, and Trap).

Notification — defined in SNMPv2c that is sent once without checking the reception of the
message.

Inform - similar to Notification, but checks the reception of the message using a Response
message sent from the receiving SNMP manager (NMS); messages not transmitting a response will
be assumed lost and will be sent again (ex., used in an unstable network where there is packet
loss, but may decrease network performance when too many messages are present in the
MFIM(MPB).

Trap - defined in SNMPv1, but because iIPECS-NMS and the SNMP agent on MFIM(MPB) use

SNMPvZc, it is not recommended.

After finishing all configurations, click on the [Savel button to save and apply the field values.
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3. Getting Started

3.1 Checking Windows Service Status
In order for IPECS-NMS to execute properly, verify that Apache HTTP Server, PostgreSQL
Database Server, and iPECS-NMS are all running as Windows services. These Windows services
may start automatically when the server is restarted, or may be manually controlled using the

Windows ‘Administrative Tools’ for services.

Mame
=€ add Hardware
yhadd or Remove P
* Administrakiy
Aukomatic Updates
“Date and Time

Comments
Installs and troubleshoots hardware

Install or remove programs and Windows components,
Configure administrative settings For wour computer,

Set the date, time, and time zone for your computer,

Sek up Windows to automatically deliver important updates

From the Windows Control Panel, double-click on ‘Administrative Tools’.

Mame Size  Type
& @Compnnent Services 2KB  Shorteut
Computer Management ZKE Shortout
Daka Sources (ODEC) ZKE Shortout
E Event Viewer 2KB  Shorteut
ocal Secority Policy ZKE Shortout
I erformance ZKE Shorkcut
ZKE Shorkcut

File  Action
] 2 =
l% Services (Local)

Wiew  Help

% Services {Local)

| Description

| Status

| Skartup Type

‘LDgOnAs ‘ s

Apachez.z Name
Ay Motifies selected user: Local Service

Stop the service od

Reshat the ssrvice Application Layer G...  Pravides suppart for Started Local Service
%Applicat\on Manage... Provides software insta,.. Started Manual Local System

Description: . %Automatlc Updates Enables the download a...  Started Automatic Local System

Apache(2.2.8 (Win32) %Backgruund Intelig... Transfers files in the ba... Manual Lacal System
%C\iDBook Enables ClipBook Viewe. .. Disabled Local System
%COM#— Event Systemn  Supparts System Event...  Started Manual Local System
%COM#— Syskem Appli... Manages the configurat...  Started Manual Lacal System
%Computer Browser Maintains anupdated ... Automatic Local System
%Cryptngraph\c Servi... Provides three manage... Started Automatic Local System
%DCOM Server Proce,., Provides launch functio..,  Started Automatic Local System
%DHCP Client Manages network confi,..  Started Automatic Local System
%D\stmhuted Link Tra... Maintains links bebween...  Started Automatic Lacal System
%D\str\buted Transac.., Coordinates transactio..,  Started IMarual Metwork 5.,

e toe Db ccd e PR PRy, et e

\ Extended A Standard

39




iIPECS NMS User Guide Issue 2.2

On the ‘Services’ window, user may check or modify the status of services. The picture above

shows ‘Apache 2.2" service is in ‘Started’ status, and its startup type is ‘Automatic’.

5 Seryvices ‘Zl |E| rg‘

File Action Wew Help
| | o
ez (sl *% Services (Local)

PostgreSQL Database Server 8.2 Mame | Description | Status ‘ Startup Type ‘ Log On As ‘ ]
%NT LM Security Suppor,.. Provides security tore,.,  Started Manual Local System
Stop the service %Performance Logs and ... Collects performance d... Marial Metwork 5.
Pause the service
Restart the service %Plug and Play Enables a computer ta ..,  Started Automatic Local System
Portable Media Serial N... Retrieves the serial nu Manual Local System

. P

aresg ted
Loads files

Started

Description: Local System

Postgresol Database Server g8 Print Spoalzr mematy F.., Automatic
{postmaster) %Prute:ted Storage Provides protected sto...  Started Automatic Local System
QoS RSYP Provides network signa... Manual Local System
%Ramote Access Auko C,., Creates a connection £, Manual Local System
%Remote Access Conne...  Crestes a network con... Manual Local System
%Remote Deskkop Help ...  Manages and contrals ... Manual Local System
%Ramute Procedure Call.. Provides the endpaint ... Started Automatic Metwork 5.,
%Remnte Procedure Call...  Manages the RPC nam. .. Manual Metwork 5.
%Ramote Registry Enables remote userstk,,, Started Automatic Local Service
%Remuvable Storage Manual Local System
BB n i et b e it eienn nieetioa PR <

\ Extended A Standard

In the same way, the status of ‘PostgreSQL Database Server’ can be checked, and ‘Log On As’

field shows the account name that was used for log—on to the PostgreSQL database.

gy . a3
5 Sorvices LEX
File  Action ¥ew Help
@ @
158y servi .
Services (Local) *% Services (Local)

IPECS NMS Mame ‘ Description | Status | Startup Type | Log On As | b

%He\p and Support. Enables Help and 5...  Started Automatic Local System

Start the service %HTTP 55L This service impler, ., Manual Local System

%Human Interface D.., Enables geneticinp... Disabled Local System

Description: %IMRPI CD-Burning C... Manages CD recard... Manual Local System

IPECS HMS Service i Indexes contents a. Local System

Manages IF securit,,,  Started Automatic Local System

%Lug\ca\ Disk Manager  Detects and monito...  Started Aukomatic Local System

%Lug\ca\ Disk. Manage.., Configures hard dis... Manual Local System

Message Queuing Provides a communi,..  Started Aubarmatic Local System

%Message Queuing T... Associates the arri..,  Started Aubarmatic Local System

Messenger Transmits net send ... Disabled Lacal System

%MS Software Shado... Manages software-... Manual Local System

%Net Logon Supports passthro... Manual Local System

%NetMeeting Remote, .. Enables an authoriz. .. Manual Local System
S o S S et >,

\ Extended A Standard

For another example, the captured screen shows that ‘IPECS-NMS’ service is not yet started and
its startup type is ‘Manual’. In order to change the status and startup type, double-click on
“YPECS-NMS’ item to open its ‘Properties’ window. (This example is only for showing how to
check and modify the status and startup type of a service. In real situation, the status and startup
type field values are set to ‘Started’ and ‘Automatic’, respectively.)

The status of ‘IPECS-NMS Service’ can also be checked and changed by using ‘iIPECS-NMS

Control” program as described in ‘IPECS-NMS Software Package Installation’ section.
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3.2 Accessing IPECS-NMS Server using Web Browser

IPECS-NMS is a Web based application using a Web Browser as the NMS client. Opening your
browser and pointing it to the iIPECS NMS server automatically opens the NMS client.

For continual connection between the Web Browser and the NMS Server, set ‘Check for newer
versions of stored pages’ to ‘Every time I visit the webpage’ on ‘Tools = Internet Options =
Temporary Internet Files = Settings’ or ‘Browsing History = Settings’ (depending on your

browser version).

{= Windows Internet Explorer
-
@.\-_—_/. - |°‘ http:ffvi, ericssonl g, con

File Edit Wiew Favorites

T;? e [° Delete Browsing History... ]

Pop-up Blocker 3
Phishing Filker [3
Manage Add-ons 3
‘windows Update

‘windows Messenger
Diagnose Connection Prablems. .,

On the main menu of Web browser, click “Tools’ menu, and then click ‘Bowser Options’ on the

pop—up menu to open ‘Internet Options’ window.

Internet Options

General |Security Privacy | Content | Connections | Programs | Advanced

Home page
/’ Ta create home page tabs, type each address on its own line,
L]

about:blark

[ Use current ][ Use default ][ Use blank,

Browsing history

Delete temporary files, histary, cookies, saved passwords,

v ,-' and web Form information,
Delete, .. ] I Settings I
Search
(-j Change search defaults,
7
Tabs
Change how webpages are displayed in
| tabs.
Appearance
Colors ] [ Languages ] [ Fonts ] [ Accessibility ]

[ Ok H Cancel ]

In ‘Browsing history’ section, click [Settings] button. (Or, if the version of browser has

‘Temporary internet files’ section, click ‘Settings’ button in the section.)
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Temporary Internet Files and History Settings |

~Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

Check for newer versions of stored pages:
I {* Every time I visit the webpage I
™ Every time I start Internet Explorer
" Automatically
" Never

Digk space to use (8-1024MB) 250 =
(Recommended: 50-250ME)

Current location:

CrifUsersinms WAppData WLocal WMicroso ftWindows
Temporary Internet Files i

Mave folder... View objects View files
Histary
Spedfy how many days Internet Explorer should save the list
of websites you have visited.
Days to keep pages in history: IZU 3:

7
On the ‘Temporary Internet Files and History Settings’ window, check if the ‘Check for newer
version of stored pages’ option is set to ‘Every time I visit the webpage’ time I visit the webpage’.
If other option has been set previously, change it to ‘Every time I visit the webpage’ and then click

[OK] button.

To login to the IPECS-NMS, execute the Web browser on the client PC and enter the IP address of

the NMS server.

On the iPECS-NMS login page, enter the Admin User ID and Password (ex., admin and default
password ‘ipecsnms’ were used in this document). Then click on the [Login] button.
NOTE—The ‘admin’ account is the iPECS-NMS Superuser account and cannot be deleted, but the

password can be changed.
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4. NMS Management

4.1 Modify Superuser Configuration

It is recommended to change the information of the Superuser (admin) account when the

Superuser logs in for the first time. For details about configuring user account, please refer to

‘User Management’ section.

L Engisn |~ Jf 0 Log-ou |

IPECS NMS -2 omman T3 gystem Device Ala a Jetwork Traffic Log

Registered Devices

» [ Groups ListofAll Users | o Refresh u Configuration
Mo UseriD Frivilege Language Lag-in Time Password E-Mail User ID
1 admin Administration English 2012-02-28 11:03:08 304 E—— nmsadmingi|
Frivilege Administration w2
Language English -
Mema Super UserAccount
[ Clear Field |

Device Assignmentto Selected User | [ Save Changes

[] Assign | Device Mame | Group Mame ‘ User 1 | User2 | User3 ‘ User 4 | User

[ Add_| [ [4 Modity

]

From the NMS Menu, click on the [Common] tab and then [User] sub-menu. If you click the
‘admin’ item from the ‘List of All Users’ then the User information of ‘admin’ will be displayed.
The initial password for ‘admin’ (which is ‘ipecsnms’) should be changed for the security of your
iPECS-NMS.

After finishing making changes, click on the [Modify] button to apply the information to the
Superuser account. To confirm the modification, log out iPECS-NMS (by clicking the [Log Out]

button) and log—in again with the new password.

4.2 NMS Server Management

The NMS Server Management screen is used to establish common 1IPECS NMS characteristics, and

can be opened by selecting [Common] on the top—level menu, then [NMS] sub-menu.

iPECS NMS " ggmmen Deviee | Ala

NS Configuration

L Engisn |~ 0 Log-ou |

Registered Devices

A conmiguration

E-Mail Domain Name
pcowtneme [

» [ Groups

Name

¥ £51.MMS Mail Serrer(SMTF) Configuration

L) smTP Server mail.ericssonls, con
L) smTP Port

L] E-Mail Domain Name

25

ericssonlg.com

L] Account Name nmsadmin

L Password s

¥ L3 2.Trap Community Configuration

Save E-Mail Send Test

L Gommunity public
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4.2.1 NMS Mail Server Configuration

If an alarm or fault event occurs, IPECS NMS server will attempt to send an e-mail to User
accounts assigned to receive notification. In order to send an e-mail, NMS server must have an
e-mail account on a Simple Mail Transfer Protocol (SMTP) server. While an existing e—mail

account could be used, it is recommended a separate iIPECS NMS account be created in the e—mail

server.

(3 configuration
SMTF Server |mai|.ericsson|g.cum
SMTP Port |25

E-mail Comain Mame |ericsson|9.com |

Account Mame |nmsadmin
Passward |**'“‘*“*
| save || E-Mail Send Test |

From the the NMS Mail Server (SMTP) Configuration area of the screen, enter the name or [P

address of the e—mail server, e-mail domain name, SMTP port, account name and password.

- SMTP Server/Port - if it is not clear what information to input, contact your System
Administrator for help.

- E-Mail Domain Name - is the domain name part of an E-Mail address managed on the SMTP
server (normally the part of an e-mail address following the ‘@’ symbol).

Click [Save] to store the NMS e—mail account information.

After completing NMS mail server (SMTP) configuration, [E-Mail Send Test] button can be used
to check if E-Mail is sent properly using the configuration. The E-Mail is sent to the E-Mail
address of currently logged—in user (verify the E-Mail address of the user is configured in ‘User

Config’ of ‘User’ menu before clicking the [E-Mail Send Test] button).

4.2.2 Trap Community Configuration
The ‘Trap Community’ is a string that represents the group of SNMP Trap communication. It is
used for sending alarm/fault event messages between the NMS and the iPECS System. The same
Trap Community string must be set in both the iPECS Web Admin and NMS. On iPECS Web Admin,
the trap community can be set in the ‘SNMP Attribute (PGM196)” configuration, In case of iPECS-

MG Web Admin, the trap community configuration is on ‘SNMP Data’ menu.
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E Configuration

Cammunity |pumm

Save

To change the trap community, enter a 4 to 20 character string (default : public) in the Community
box and click [Savel. Verify that registered iPECS systems are also configured with the same

information.

4.2.3 System KeepAlive Interval Configuration
The iPECS system periodically sends KeepAlive messages to the iPECS NMS for updating the
operation and communication status. If the system fails to send a KeepAlive message or it is not
received by iPECS NMS for more than 5 minutes, the system is considered off-line. To control

traffic, the polling interval can be changed.

(3 configuration

Keepalive Interval |60

Save

Enter a value (50-100 sec.) in the box and click [Save].

4.2.4 FTP Port Configuration
In the iIPECS NMS, FTP service is working for transferring data. The FTP Service requires a
listening TCP/IP port. (Default number is 21)

B Configuration

FTP Fort |21

Save

Enter the desired port number in the box and click [Save].

4.2.5 NMS Firewall IP Address Configuration
When the iPECS-NMS is installed behind a NAPT server, the fixed IP Address provided by the

NAPT server must be assigned in this field.
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E Configuration

MMS Firewall IP

Address |150_150.15u1un

Sawve

Enter the desired IP address in the box and click [Save].

4.2.6 SNMP Max retries and Timeout Configuration

It is possible that the NMS fails sending SNMP packet to registered system. If sending failure is

happened, the NMS retries based on these configurations. The standard unit of timeout is 100ms.

E Configuration

SMMP MAX Retries (2 ~10)
SMMP Timeaut (10 ~ 307 100mse:

Save

Enter the desired port number in the box and click [Save].
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5. Device Management

Device Management provides functions for iPECS system & switch registration and device group
management. Up to 500 iPECS devicess and 100 device groups can be configured, and the device
groups can be configured to have up to 4 sub-level groups under the top most ‘Groups’ node.
Device Web Admin can be accessed directly from iPECS-NMS.

To enter the Device management menu, click [Common] on top—level menu, then [Device] sub-

menau.

5.1 Device Configuration

‘Device Configuration’ provides functions for device registration and E-Mail notification

assignment. This page can be accessed by selecting [Device] sub—menu, then clicking [Device

Config] tab.

IPECS NMS [-o" ¢

G SH System ‘ Device™ | alarmiFault | Network T
_ Group Config Web-Admin Confiy

. - ]

Mo Device Name Status IP Address Part Model Marme Cornrmu

Metwork Traffic Log User MME English ﬂ E.Lug-uul

Registered Devices

> Groups E Configuration

e |:|
User E-Mail Notification
| ]
O ]
m|

1 Clear Field |

[ g agd | [ 3 Modity | [ 3% Delste |

| Systern DB Refresh || |y Excel Bxport ‘

Devices can be added or deleted, and information of a registered device modified. In order to add
a new device, first click [Clear Field] button, and then select ‘System’ or ‘Switch’ for ‘Device
Type’ field. For each device, alarm/fault E-mail notification is assigned to user accounts. The
user account must be assigned to manage the specific system and receive e—mail notifications.
Information required for each registered device includes a unique system name (4-20 characters,
with no special characters), device IP address, SNMP port number (default is 161, but may be
changed), community (4-20 characters, no special characters) and a description field (63
characters). The community field defines the SNMP Read-Write community between the iPECS

device and NMS, and must match the Read-Write Community SNMP Attribute, designated in the
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iPECS device Web Admin.
Prior to adding a device registration with iPECS-NMS, the device should be properly configured

for SNMP communication, and corresponding license should be installed if required.

Group Config Wieb-Admin Gonfig

- E Configuration
Mo Device Narme Status IP Address Port Model Narme Commu
1 htain System Caonnected 160.150.160.2 161 IPECS-600 privat
Device Narme Main System
IP Address 160.150.150.2
Fort 161
Desctiption

User E-Mail Notification
] admin O
O O
O
| Clear Field |

| G Add || B2 Modity | | 38 Delete

[ System DB Refresh H sy Excel Export |

After entering device configuration fields, click [Add] button. The device is initially added to the
system list with a disconnected status. NMS will contact the device for information exchange. If
the connection is successful, the status will change to ‘Connected’ and NMS will receive basic

information from the added device and save it to a local database.

Group Config Web-Adrnin Config

L i 9 configuration
Mo Device Name Status IP Address Fort Model Mame Commu
1 Main Systern Discannected 150150 150.2 161 PECS-600 priva} ks System
Device Name Main Systern
IP Address 150.150,150.2
Fort 181
Description

User E-Mail Notification
] admin O
| |
|
| Clear Field ‘

[ Edada | [ EA modiry | [ 88 Delete |
| System DB Refresh'” |y Excel Export |

If the device remains disconnected, verify the connection between iIPECS-NMS and the iPECS

device then click [System DB Refresh] to update the NMS database.
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Group Config Wieb-Admin Config

- E Configuration
Mo Device Narme Status IF Address Part Model Name Cornmu
1 Main Systermn Connected 150.150.150.2 161 IPECS-600 priva s ysiem
Device Name Main System
IP Address 150.140.150.2

Description

User E-Mail Notification

[+ admin I

O

OO

[ Cleat Figld

[ Flada || B4 Mooty |[ 3 pelste |

[ system D Refresh | [ [ Ewecel Expart |

In order to change device information, select a target device from the device list, and change its
information. Device name cannot be changed. User E-Mail Notification is for designating where to
send alarm/fault notifications related to the device. (For complete E-Mail related configurations,
the E-Mail address of ‘admin’ account and NMS mail server (SMTP) settings have to be
configured as well.) After modifying device information, click [Modify] button to accept changes.

The [Clear Field] button is used to empty all fields (except SNMP Port and Community), and also

before entering device information to add a new device.

| [l Ade || [A moary | | § Detete |
Systemn DB Refresh | |y Excel Export |

To delete a registered device, select the target device in device list, and click [Delete] button.

5.2 Device Group Configuration

‘Group Config’ page is used to organize the registered systems into groups for easier management.
Up to 100 groups may be defined in a tree with up to 4-level branches. ‘Group Config’ page shows
the ‘Device/Group List’ on the left for modifying group configuration and the devices in a selected

gourp on the right panel. This page can be accessed by selecting [Group Config] tab under

‘Device’ sub—menu.
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Device Config

Wieh-Admin Config

Selected Group |Grnups | I Save Changes ‘ SelecterCrounptiguns

Main Systern

Graup Mame ||-|Q Group || Add Group || Delete Group

Sales System
Customer System
Branch System
Branch Switch 01
Branch Switch 02
Branch Switch 03
Branch Switch 04
Branch Switch 05

In the initial state, there is no other group than top-level ‘Groups’, so first select ‘Groups’ node on
‘Device/Group List” and check the name of the selected group is displayed in ‘Selected Group’
field. Then, enter a unique group name (4 to 20 characters, no special characters) in the ‘Group

Name’ field and click [Add Group] button.

NOTE - Once a group name is created/added, it cannot be changed..

Device Config eh-Admin Config
Selected Group ‘Groupg | [ Save Changes | Selected Group - Groups
Group Mame ‘HQ Group | [ Add Group ‘ I Delete Group [0 Bt
- ‘B Sales System
Customer System
Branch Systemn

) Main System Branch Switch 01

) Sales System Branch Switch 02

) Customer Systern Branch Switch 03

) Branch System Branch Switch 04

|7} Branch Switch 01 Branch Switch 05
|} Branch Switch 02
|} Branch Switch 03

|7 Branch Switch 04

|7 Branch Switch 05

After adding a new group, it can be checked by clicking left arrow button of the ‘Groups’ node to

expand its child nodes. Device groups may have 4-level depth in the tree of nodes.

Device Config Web-Admin Config

Selected Group [ Groups | [ save changes | Selected Group - Groups
ain Syst
Group Name ‘HQ Group ‘ [ Add Group ‘ [ Delete Group €l EEE
- Sales System
v D Groues Customer System
Wozeous oo
BJ | BRI | Branch Systermn

|_| Main Systern Branch Switch 01

|_] Sales Systemn Branch Switch 02

] Customer Systerm Branch Switch 03

|_] Branch System Branch Switch 04

| Branch Switch 01 Branch Switch 05
|| Branch Switch 02
] Branch Switch 03
] Branch Switch 04

|_] Branch Switch 05

After a new group is added, deivces can be assigned to the group as group members. First, click
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the left arrow button of the group to make it as ‘expand’ state (pointing downward). Then, drag—

and drop a device onto the group position.

Device Caonfig

Selected Group Groups I Save Changes I

Group Mame |HQ Group | [ Add Group | [ Delete Graup

Web-Admin Config

Selected Group - Groups

Main Systermn

Sales System

¥ [y Groups Customer System

¥ [ H@ Group Branch System

|_) Main Bystern Branch Switch 01

| Sales Systern Branch Switch 02

| Gustomer Systern Branch Switch 03

|_J Branch Systern Branch Switch 04

| Branch Sitch 01 Branch Switch 03
|| Branch Switch 02
|| Branch Switch 03

] Branch Gwitch 04

] Branch Gwitch 05
After assigning the device to the group, click [Save Changes] button to store the modified group

information. Group assignment can be checked by clicking the arrow button on the left of the

group, or on the ‘Selected Group’ panel after selecting the group on the ‘Device/Group List’.

Device Config Wieh-Admin Config
Selected Group |HQ Group | [ Save Changes ‘ Selected Group - HO Group
hain Syst
Graup Name |HQ Group | [ Add Group | | Delete Group | I EfEE
v [y Groups
_yHQ Group
|| Main System

|l Sales System

] Customer System
| Branch System
|_] Branch Switch 01
|_] Branch Switch 02
|_] Branch Switch 03
|| Branch Switch 04
| Branch Switch 05

In order to remove a deivce group, select the target group on ‘Device/Group List’ on the left, and

then click [Delete Group] button.

5.3 Web Admin Configuration

‘Web Admin Config’ page is used to manage the iPECS system Web Admin passwords and to
access the IPECS System Web Admin without the need to manually enter the password. When
accessing Web Admin from iPECS-NMS, NMS supplies the password to the system automatically.
For iPECS switches, automatic login feature is not supported, and only Web Admin access function
is provided. To open ‘Web Admin Config’ page, select [Web Admin Config] tab under ‘Device’

sub—menu.
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Device Config Group Config

e E Configuration
No Device Name Status IF Address Model Name User D Passu

{) Main System Connected 150.150.150.2 iPECS-600
£ - ] Sales Systerm Cannected 150.150.131.91 IPECS-508 Denice Mame Branch System
3 {) Customer Systermn Connected 192.168.123.85 IPECS-MG300 IF Address 192.168.123.103
4 @ Branch System Connected 192.168.123.103 IPECS-1200 = Password D:I
g 0 Branch Switch 01 Connected 192.168.123.98 ES-4550G
g {’ Branch Switch 02 Connected 192.168.123.99 ES-3026
¥ @ Branch Switch 03 Connected 182168123100 ES-3024G
8 {) Branch Switch 04 Caonnected 182168123101 ES-2026
E {) Branch Switch 05 Connected 192168.123.102 ES-2010G

To configure a password, select a device from the device list, and enter the Web Admin password

or user ID & password depending on the type of device. Click [Save] to store the configuration.

Device Config Group Config

[ 1 . B8 contiguration
Mo Device Mame Status IP Address Model Mame User D Passw

{) hain System Connected 150.150.150.2 IPECS-600
N - ] Sales Svstem Cannected 150.150.131.91 IPECS-508 Device Mame Branch System
9 Customer Bystemn Connected 182 168123 85 IPECE-MG300 IP Address 192168123103
@ Branch System Caonnected 192.168.123.103 IPECE-1200 T Passward

L) Branch Switch 01 Caonnected 192.168.123.98 ES-4550G
g {) Branch Switch 02 Connected 182.168.123.99 ES-3026
7 {) Branch Switch 03 Connected 182168.123.100 ES-3024G [d Save
8 @ Branch Switch 04 Connected 182168123101 ES-2026
8 @ Branch Switch 05 Connected 182168123102 ES-2010G

To access the Web Admin of a device, click on the Web icon of the target device in device list.

This will open the initial Web Admin page of the selected device.
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6. User Management

‘User Management’ provides the means to manage user accounts and assign users to each system
to implement management domain for each user. Access control function provides the information
of the users currently logged—in to IPECS-NMS, and allows making a selected user to be logged
out of iIPECS-NMS if needed.

‘User Management’ page can be viewed by clicking [User] sub—menu under [Common] menu.

6.1 User Configuration

User accounts are managed under the [User] menu. Accounts can be added, modified and
deleted, as well as specific iIPECS devices may be assigned to an account. Up to a maximum of
100 accounts can be created, and 10 users including ‘admin’, may access the server
simultaneously. It is also possible to assign specific users to each system so that only assigned

users can operate on the system.

6.1.1 User Account Configuration

Each User account has an associated unique User ID (4 — 20 characters) and password. Each

account has an assigned Privilege. User Account levels (Privileges) available are:

- Administration - allows full access to iPECS NMS server; note the ‘admin’ account is the
superuser account with access to all functions of NMS and information on all systems
registered to NMS. This account cannot be deleted, but the password can be changed. If this
1s a first time installation, for security purposes, it is recommended the ‘admin’ user account
password be changed from the default.

- Operation - allows access to all of the NMS services except for User, NMS or System
configurations screens at the Top-level menu.

- Monitoring - allows access to the Device Info, Status and Alarm/Fault screens from the Top-

level menu.

Additionally, the language preference and E-mail address can be entered. Language selection
only applies to messages from the iIPECS-NMS server and not from other services or Windows.

To receive E-mail notification, notification must be assigned in the Device Management screen
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= System

Device  AlarmFaull  Mebwork Topology  Mebwork Trafic Log User HMS [ Engiish |~ £ Log-out

User Manageme...

List ofAll Users | o Refresh u Configuration

Groups User ID Privilege Language Log-in Tirme Password E-Mail

User D nrmsop

Pagsword _
PWConim [~ ]
Privilege

Memo Operation Account

|

1 admin Administration English 2012-02-2911:03:08.904 e nmsadminig|

W

“ Clear Field

Device Assignmentto Selected User | [ Save Changes

[] Assign | Device Name | Group Mame ‘ User1 | User 2 | User3 | User 4 ‘

[ Add A Modify | | 38 Delete

In add a new device, first click [Clear Field] button, then enter the desired user ID. User ID allows
4~20 characters of alphabet letters, numbers and underline character (), and must be unique.
‘Password’ allows 4~20 characters of letters and numbers (no special characters), and ‘Privilege’
level can be selected with one of the three levels of ‘Administration’, ‘Operation’ and ‘Monitoring’.
‘Language’ can be selected for each user, and this language selection is applied to the texts that
iPECS-NMS provides. ‘E-Mail’ address field should be entered if E-Mail notification of alarm/fault
events is to be used. ‘Memo’ field is for additional descriptions for the user, and up to 63

characters can be entered.

User Manageme...

List ofAll Users | o Refresh H Configuration

Groups User D Frivilege Language Log-in Time Fassword

1 adrmin Administration English 2012-02-28 11:03.08.904 il nmsadmingl
2 nrmsop Operation English logaut i

Privilege Administration -
Language English -

[ Clear Field ‘

Device Assignment to Selected User E Save Changes
e - Add -A Modi Delete
[ Assign ‘ Device Mame ‘ Group Name ‘ User1 ‘ User2 | User3 | User 4 | E @ [ﬁ il X

After setting user information, click [Add] button to create the user account, then a new item for

the user will appear in the ‘List of All Users’.

User Manageme...

ListofAll Users | 2 Refresh u Configuration
Groups User ID Privilege Language Log-in Time Fassword UserlD

1 admin Administration English 2012-02-29 11:03:08.904 pssi

2 nmsop Administration English logout e
Privilege Administration hd
Language English a
Mermao Adrin Account
[ Clear Field |

Device Assignmentto Selected User | [ Save Changes

o S Add -A Modi | Z Delete I
[] Assign | Device Name | Group Mame ‘ User1 | User 2 | User 3 | User 4 ‘ E {[a—/ M i

To modify or delete an account, select the desired account in the ‘List of All Users,” change the
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necessary user information and click [Modify] button. ‘User ID’ field is not allowed to be changed

because it is used as a user identifier in iPECS-NMS.

[Clear Field] button is for clearing the values of all the fields except ‘Privilege’ and ‘Language’

fields. This button can also be used to clear existing field values before adding a new user.

| [l sdd || LA Modiy | [ 38 Delete |

In order to remove a user 1D, select the user on ‘List of All Users’, and click [Delete] button.

6.1.2 System Assignment to User Account
Each user account may be assigned management and monitoring authority for each registered
1IPECS device. An account can access information only for authorized devices and a device can

have up to five managing user accounts including the ‘admin’ account which can not be modified.

Reagistered Devices

¥ [ Groups Listofall Users | 5 Refresh

¥ | HQ Group I HQ Group User ID Log-in Time Password Privilege Language E-Mail 2
LAMain Systermn 1 admin 2012-02-14 15:45.45.27 ey Administration | Enaglish
£ 8ales System % nmsaop logout b Administration | Enalish nmsup@li

S8 Customer System
¥ [ Branch Group
J£HBranch System
£ Branch Switch 01
£ Branch Switch 02

8 Branch Switch 03

8 Branch Switch 04 v
5= Branch Switch 05 e} = >

Device Assignment o Selected Liser E Save Changes

—

[] Assign Device Mame Group Mame User1 User 2 User3 User 4 User & A

L ma Main System Ha Group admin

[ Mo Sales Systern Ha Group admin

[ Mo Custamer H@ Group admin

< >

To assign a system to a user account, select the desired system or group from ‘Registered
Devices’, then select the account in ‘List of All Users’. ‘Device assignment to Selected User’

window displays the account’s authority for registered devices.
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Device Azsignment to Selected User I | Save Changes I
[ Assign Cievice KWame Group Mame User1 Uger 2 Uszer 3 User4 Ugers =
[+ ves Main System HG Group admin nmsop
[ ves Sales System H& Group admin nmsop
[ ves Customer HQ Group admin nmsop
v
«] I [»]

In order to assign a device to the selected user, click on the ‘Assign’ check-box to make it

changed to ‘Yes’, and click [Save Changes] button. Then, one of the ‘User’ fields will show the

currently selected user ID to designate the new user is added to the list of assigned users.

Device Assignment to Selected User E Save Changes
—
] Assign Device Name Group Name User1 User 2 User3 User 4 Usera L
[ Mo Main Systern HQ Group admin
[ ma Sales Systern | HQ Group admin
[ e Customer HQ Group admin
v
«] I =]

In order to remove the selected user from the list of assigned users, click on the ‘Assign’ check-

box to make it changed to ‘No’, and click [Save Changes] button. Then, currently selected user ID

will be removed from the ‘User’ field.

Registered Devices
¥ (5 HQ Group Mo Device Mame Btatus IP Address Port Maodel Mame Comimu
LEMain System 1 Main System Connected 150.150.150.2 161 IPECS-600 privat
LESales Bysterm 2 Sales System Connected 160150.131.91 161 iPECS-50B privats
LA Gustamer System 3 Customer System Connected 182.168.123.85 161 IPECES-MG300 privat

IPECS NMS = Comman |eE=R=E) Device
_ Group Config Weh-Admin Config

AlarmiFault I

cTopology  Rle

Log

User

MME

To confirm assignment changes, logout and login with the User ID. After login, Systems assigned

will be shown in ‘Registered Devices’.

6.1.3 Set E-mail Notification to User Account
After a device is assigned to a user account, the user can receive alarm/fault notification via E-

mail. E-mail notification is designated in the [Device Config] tab under ‘Device’ menu.
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Device AlarmiFault  Mebwork Topology  Metwark Traffic Lag User FME Enalish n EI Log-out
_ Group Config ‘Web-Admin Config

I B contiguarion
Mo Device Marme Status IP Address Port Model Marme Carnmunity
1 Main System Connected 160.150.150.2 161 IPECS-G00 private I
2 Sales System Cannected 150.150.131.81 181 IPECS-508 private Dewice Mame Main System
3 Custorner System Connected 192.168.123.85 161 iPECS-MG300 private IP Address 150160.150.2
4 Branch System Connected 182168123103 1681 iPECS-1200 private Port 161
) Branch Switch 01 Connected 182.168.123.98 161 ES-4550G private
B Branch Switch 02 Connected 192.168.123.99 161 ES-3026 private
T Branch Switch 03 Connected 182168123100 161 ES-30240G private Description
8 Branch Switch 04 Connected 182168123101 1681 ES-2026 private
9 Branch Switch 05 Connected 192168123102 161 ES-2010G private

User E-Mail Notification

[ admin
O O

O

[ Clear Figld

[ G ada |[ E2 modire]| [ 38 Delste |

I Systern DB Refresh ‘

The user accounts, which are assigned as manager, will be displayed in ‘User E-mail Notification’
when a device is selected in the device list. Check user accounts who want to receive e-mail
notification and click [Modify] button to save. If an alarm/fault event in the device occurs, the
iIPECS-NMS will send E-mail to the selected user E-mail addresses configured in user
configuration.

NOTE - In order for an e-mail to be sent properly, the Mail (SMTP) Server and the E-mail

address of the assigned user should be configured as well.

6.2 User Access Control
‘User Access Control” provides functions for retrieving the information of currently logged-in
users and their login times. And if necessary, specific users can be forced to be logged out of

iPECS-NMS by the administrator. The page for this feature is under the [User Management] tab

of ‘User’ sub—menu.

Listofall Users | g Refrash
ko User D Privilege Language Log-in Time Passward E-hail
1 admin Administration English 2012-02-2913:45.34.773 i nmsadmingl
2 nmsop Administration English 2012-02-2913:48:51 92 i nMsopgE
4] | [»

On the ‘User Management’ page, currently logged—-in users are listed in ‘List of All Users’ with

each user’s login time displayed in ‘Log-in Time’ field. If it is needed to force a specific user to be
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logged out of iIPECS-NMS for some operational reason, click ‘Force Log-out’ button inside the
‘Log-in Time’ field.
Then, an NMS warning message is displayed on the user’s NMS client screen, and the NMS client

becomes logged out of iIPECS-NMS automatically.
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7. Alarm/Fault Management

iIPECS NMS receives event notification messages from each registered iPECS device. Event
messages are analyzed and, based on Alarm/Fault Configuration, events are logged and stored. If
assigned, User accounts with management authority for the iPECS device are immediately notified
by E-mail of the event. The iIPECS-NMS event log stores up to 10,000 event records for each
registered iPECS device. ‘Alarm/Fault Management’ can be entered by selecting [Alarm/Fault]

sub—menu under ‘Common’ menu.

7.1 Alarm/Fault Analysis
The Alarm/Fault Analysis includes tools to isolate and search events from registered iPECS
devices stored in the NMS event log. Events from a specific device, of a specific type, status and
level can be isolated and searched based on event code, location and date. ‘Alarm/Fault Analysis’

page can be accessed by selecting [Alarm/Fault Analysis] tab under ‘Alarm/Fault’ sub—menu.

7.1.1 Event List and Search Fields

IPECS NMS |- common ‘ Device | "AlarmiFaull’ Metw Metwaork Traffic g Use NMS | English | ~ |
Registered Devices ‘_
¥ [ Groups Alarm/Fault Information
¥ [ HQ Group ‘ 3¢ Delete || E Apply Statug Changes || Clear Field ‘ ‘I/ ‘1 |-||I/ \y Excel Export l = Refresh |
Main System —
Fearsoon o T ]
No [] Delete [] Status Type Level Ewent Code Ewent Description MNMS Tirme Device Narme
R Customer System 1 O [ Hew Alarm  cica [ Device Up 2012-02-20 13:50:42 Brarch Systam
[ Braneh Group 2 O [ Mew Alarm Critical 201 Device Down 2012-02-2913:53:41 Branch Systerm
:z::z: 2:;:::01 3 O [ Mew Fault Minor 402 HTTP Auth Failure 2012-02-2913:58:24 Main System
= Branch Switch 02 4 O [ New Alarm Minor 204 Station Unlocked 2012-02-2913:58:11 Main System
- 5 O ] New Alarm Minor 205 Station Locked up 2012-02-2813:57:50 Main System
:Eram:h SWT‘EH o B O ] New Alarm Critical 301 Systern Connected 2012-02-29 11:44:07 Branch Systermn
;z::z: zx::z: S: T O [ New Alarm Crit a0 Systern Connected 2012-02-2911:43:04 Customer Syste
8 O [ New Alarm Critical a0 Systern Connected 2012-02-28 114217 Sales Systern

When a device is selected in ‘Registered Devices’, alarm/fault events for the selected device are

displayed on the event list, and the event list can be updated by clicking [Refresh] button.

Each event record includes a record number, a delete check box and status check box. The status
check box indicates the management status of the record, new or checked. In addition, each

record includes fields for the following:

Table Name Field Name Description

The event management status that can be set by NMS
user. This field can have two status values of ‘New’ and
‘Checked’.

- New @ For those events that occurred but not yet

Event List Status
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checked or managed by administrator.
- Checked : For those events that have been already
checked or managed by administrator.

Type

The type of the event message received from iPECS
device. This field can have one of three event types of
‘Information’, ‘Fault’ and ‘Alarm’.

- Information : Not a problem but an important event to
be noticed

- Fault : A problem that occurred in iIPECS device. For
systems, it is a one—time event for which the
occurrence and its corresponding clearance are not
maintained by MFIM. For switches, it is a problem
related to the switch itself.

- Alarm : A kind of system fault. For systems, the
occurrence and its corresponding clearance are
maintained by MFIM. For switches, it is related to the
network environment where the switch is operating.

Level

The level of severity assigned for the event. There are three
levels, ‘Critical’, ‘Major’ and ‘Minor’.

- Critical : May cause serious effects on the general
operation of the device.

- Major : Does not seriously affect the general
operation of the whole device, but may cause partial
problems or some management/operation is needed to
make it work properly.

- Minor : Is not an abnormal state of the system, but
some management/operation is needed to make it work
properly.

Code

The code of the event message from PECS device.
Refer to ‘7.3 Types and Definitions of Alarm/Fault
Events’ for detailed information.

Event Description

The description of the event message from i1PECS
device. Refer to ‘7.3 Types and Definitions of
Alarm/Fault Events’ for detailed information.

NMS Time

The time when the event message was received by iPECS-
NMS.

Device Name

The iPECS device name that sent the event message.

Location

The location (device) where the event occurred.

Information

Detailed information of the event provided when
additional information needs to be specified.

7.1.2 Event Search and Management

Registered Devices

¥ [ Groups
¥ [ HQ Graup
SEMain Systern
f&Sales Systemn
[Acustomer System
¥ [ Branch Group
f@Branch Systam

B8 Branch Switch 01

B Qranreh Qusiteh 17

Clear all the

AlarmiFault Config

Alarm/Fault Information

[[3¢ Deiste | [ [ Apply Status Changes | [ ClearFisld | [ _¢= | [1 ] = | [l ExeeiExpon | [ Refesn |
|~ | 1=l i Il [l Main Systern
Mo D Delete D Status Tyne Level EventCode Event Description MMS Time Device Name
1 O ] New Fault Minor 403 HTTP Auth Failure 2012-02-2813:58:24 Main Systern
2 O [ New Alarm Minaor 206 Station Unlocked 2012-02-2813:58:11 Main Systern
3 O [ Hew Alarm Winor 205 Station Locked up 2012-02-28 1357350 Wain System
4 O [ Mew Aarm an System Cannected 2012-02-2011:35:20 Main System

the search fields above the table header, or after clearing search fields, click
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[Refresh] button to retrieve current data. This will load the entire Event Log including all event

messages from all registered systems. If a device is selected in ‘Registered Device’, events for

the selected device are displayed.

AlarmiFault Config
AlarmiFault Information
‘ S@ Delete | | E Apply Status Changes | | Clear Field | | = | 1 - | = ‘ ‘ sy Excel Export ‘ | m Refresh ‘
Mew | T Alarm [~ Minor |~ 205 [ il [[|  Main Systern |
Mo [] Delete [] Status Type Level Event Code Event Description MME Time Device Name
1 ™| ] Mew Alarm Minor 205 Station Unlacked 2012-02-2913:48:11 hain System
2 (| ] Mew Alarm Minor 205 Station Locked up 2012-02-2913:587:50 Main System

After loading alarm/fault event data, search can be performed with various search conditions.
Search fields located above the table header are used for searching specific events. Select combo

box fields or enter search values in edit boxes to configure search conditions. Search operation is

performed as soon as a search field is modified, and search result is displayed immediately.

Alarm/Fault Config
Alarm/Fault Information
‘ 3¢ Delete " E Apply Status Changes |I Clear Field ‘ ‘ - ‘ ‘1 |v|| -y | | |y Excel Expart ‘ | m Refresh |

Mo [ Delete [ status Type Level Event Gode Event Description MMS Time Device Mame
1 O [ Checked Alarm C 20 Device Up 2012-02-2913:59:42 Branch System
2 | [+ Checked Alarm 2m Device Down 2012-02-29 13:59:41 Branch Systern
3 1 [ Mew Fault Minor 403 HTTP Auth Failure 2013-02-2913.58:24 Main System
4 O [ Mew Alarm Minar 205 Station Unlocked 2012-02-2913:58:11 ain System

‘Status’ field may be used to designate an event as ‘New’ event that is not yet checked by NMS
user or ‘Checked’ event. In order to change the event state, click on the check-box of ‘State’ field

to change its state, and then click [Apply Status Changes] button to save and apply the change.

AlarmiFault Config

Alarm/Fault Information

W Delete |\| E Apply Status Changes || Clear Field ‘ ‘ - H1 |-|| =3 | ‘ sy Excel Export | | m Refresh |
[- [- =] I | |
Mo [] Delete [] Status Type Level Event Code Event Description MME Time Device Mame
1 [ Mew Alarm 20 Device Up 2012-02-2813:59:42 Branch Systern
2 E [ Mew Alarm m Device Down 2013-02-2813.59:41 Branch System
3 (] [ New Fault 403 HTTP Auth Failure 2012-02-2913:58:24 Main System
4 ] [ Mew Alarm 205 Station Unlocked 2012-02-2913:58:11 ain System

Similarly, in order to delete an event record, click on the ‘Delete’ check—box of a desired record,

then click [Delete] button.

7.2 Alarm/Fault Configuration

‘Alarm/Fault Configuration’ provides the means to enable or disable ‘E-Mail’ notification of

alarm/fault events, ‘Audible Alarm’ that alerts NMS client with alarm sound when new alarm/fault
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occurs, and ‘Log Save’ option for saving received alarm/fault events into alarm/fault log. The
‘Level’ of alarm/fault events can also be changed from default settings for specific system
environment or situation. To access ‘Alarm/Fault Configuration’ page, click [Alarm/Fault Config]

tab under ‘Alarm/Fault’ sub—menu.

AlarmiFault Analysis

Alarm/Fault Event Configuration
| & save Gonfiguration || [[Bwstem | switeh | [ & Refresh |
Event Code Type Level AlarmiFault Name [ E-mail [] Audible Alarm [] Log Save
0101 Alarm Major |~ CPU Overload E E El |a
0103 Alarm Minor Link UpiDown O ] [}
0105 Alarm Major Stand-by MFIM Status O O )
0201 Alarm Critical Device UpiDawin O &) +
0208 Alarm Minor | ™ Station LockiUnlock O O ~

Each event has a code and is assigned a level of importance, critical, major, or minor. The default
level for each event is predefined but can be changed by configuration. Should a specific event
code occur, the user accounts assigned management authority for the iPECS device can receive an
E-Mail notification. Note that for E-Mail notification, the NMS mail server must be configured on
the ‘NMS Management’ page, the user account must be assigned to receive notification in the
‘User Management’ page, and the user account must be assigned to receive notification for the
system on the ‘Device Configuration’ page.

To alert a NMS client with an audible alarm when an alarm/fault occurs, check the ‘Audible Alarm’
box of the desired event, and click [Save Configuration] button.

In order to change ‘Log Save’ setting, click on the ‘Log Save’ check-box of desired event, and
click [Save] button to save and apply the change. Afterward, selected alarm/fault events will only

be saved in alarm/fault log.

iPECS-600 150.150.150.2 Me 20 Mwo [W62

Under [System] top-level menu, the information panel is displayed on the upper part of the screen.
This panel shows brief information of a device selected from ‘Registered Devices’, and the
information for the received alarm/fault events and audible alarm setting is also provided.

The number of alarm/fault events of a selected device is displayed with yellow, orange and red
flags for minor, major and critical events, repectively. The speaker icon shows current audible
alarm setting for all events, and can also be used to change the setting by clicking the icon which
toggles among ‘One Time’, ‘Repeat’ and ‘Disabled’ states. To stop the alarm sound when the

audible alarm is set to ‘Repeat’, click the alarm/fault flag, or enter the ‘Alarm/Fault Analysis’ menu.
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7.3 Types and Definitions of alarm/Fault Events

Alarm/fault events are classified into two categories of system events (Oxxx) and switch events

(2xxx). IPECS-NMS logs three types of events, Alarm, Fault and Information. Each event is

classified as critical, major or minor and is referenced with a code. Events defined in iPECS-

NMS are listed below.

< System Alarm Event >

Code

Name

Type

Level

Location

State

Description

0101

CPU Overload

Alarm

MAJ

MFIM
(MPB)

ON

< CPU Overload Occurred >
Occurred when CPU usage rate
becomes higher than 80%.

%  Detailed Information : CPU
performance availability

- “CPU Idle 15%”

OFF

< CPU Overload Cleared >
Occurred when CPU usage rate
becomes less than 80%.

x  Detailed Information : CPU

performance availability
- “CPU Idle 25%”

0103

Link Up/Down

Alarm

CRI

I/F#)

ON

< Interface Link Down >
Occurred when the status of the
network interface (e.g. ethO, ethl,
wan0) of MFIM becomes Down.

* Detailed Information : Network
interface name

- “eth0”

OFF

< Interface Link Up >

Occurred when the status of the
network interface (e.g. ethO, ethl,
wan0) of MFIM becomes Up.

* Detailed Information : Network
interface name

- “eth0”

0105

Stand-by MFIM
Status

Alarm

MAJ

MFIM

ON

< Standby MFIM Down >

In case of CPU redundancy
configuration, this event is
occurred when the status of
stand—-by MFIM becomes Down.
The stand-by MFIM is
determined to be Down when one
or more of the following three
conditions are met.

1) The link status of LAN2 is
detected to be Down.

2) Stand-by MFIM has not sent
redundancy status message
longer than 1 minute.

3) The status of call processing
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application of stand-by MFIM is
determined to be abnormal.

* Detailed Information : The
cause of stand-by MFIM status
Down

- “LAN2 POWER DOWN”

- “NO STATUS MESSAGE”

- “NO APPLICATION MESSAGE”
- “CPU REDUNDANCY USAGE
ON” (Occurred when
administrator enables CPU
Redundancy Usage)

OFF

< Standby MFIM Up >

In case of CPU redundancy
configuration, this event is
occurred when the status of
stand—-by MFIM becomes Up.
* Detail Information : None

0201

Device
Up/Down

Alarm

CRI

DEV(#)

ON

< Device Down >

Occurred when a device becomes
disconnected from MFIM.

This event may occur when

- the device is powered off,

- the device is restarted (reset),
- the network connection
between the device and MFIM is
abnormal or not stable,

- MFIM does not properly
communicate with the device.

* Detailed Information : None

OFF

< Device Up >

Occurred when a device becomes
connected to MFIM.

* Detailed Information : None

0205

Station
Lock/Unlock

Alarm

MIN

STA#)

ON

< Station Locked up >

Occurred when a station has gone
off—~hook under none-
conversation state until howler
tone is received.

* Detailed Information : None

OFF

< Station Unlocked >

Occurred when the locked station
becomes on—hook.

* Detailed Information : None

0211

SMDR Memory
Capacity

Alarm

MAJ

MFIM
(MPB)

ON

< SMDR Memory Full Occurred >
Occurred when the memory space
for SMDR data becomes full.
(SMDR Memory Capacity Full is
the state that the memory space
remains available for less than 50
SMDR records.)

* Detailed Information : None

* Related Attendant Alarm : SMDR
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BUFFER FULL

OFF

< SMDR Memory Full Cleared >
Occurred when SMDR Memory
Capacity Full condition becomes
cleared.

* Detailed Information : None

0213

VSF Memory
Capacity

Alarm

MAJ

DEV(#)

ON

< VSF Memory Full Occurred >
Occurred when the memory space
of VSF gateway becomes full.

* Detailed Information : None

* Related Attendant Alarm : VSF
WARNING: MEMORY FULL

OFF

< VSF Memory Full Cleared >
Occurred when VSF Memory
Capacity Full condition becomes
cleared.

* Detailed Information : None

0215

License
Expired

Alarm

MAJ

MFIM

NONE

<License Expired>
When Maintenance Lincese or
Demo License is expired, this
alarm is occurred.

0216

License Over

Alarm

MAJ

MFIM

NONE

<License Over>
When License counts are overed,
this alarm is occurred.

0301

System
Connectivity

Alarm

CRI

NMS

ON

< System Disconnected >
Occurred when the
communication between NMS and
1PECS system becomes
disconnected.

NMS determines that the
connection between NMS and
MFIM is disconnected when it
does not receive KeepAlive Trap
message from MFIM for 5
minutes. (This may happen when
MFIM is powered off, or the
network is abnormal or not stable,
etc.)

* Detailed Information : None

OFF

< System Connected >

Occurred when the connection
between NMS and 1PECS system
is recovered.

* Detailed Information : None

< System Fault Event >

Code

Name

Type

Level

Location

State

Description

0401

System Startup

Fault

CRI

MFIM
(MPB)

NONE

< System Startup >

Occurred when 10 minutes has
elapsed after restarting MFIM.

(After 10 minutes from restart,
MFIM starts device polling, and
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the SNMP agent in MFIM starts
working.)
* Detailed Information : None

0402

MFIM Switch
Over

Fault

MAJ

MFIM

NONE

< MFIM Switch Over Occurred >
In case of CPU redundancy
configuration, this event is
occurred when a switch over
between active and stand-by
MFIMs happens and so stand-by
MFIM becomes active MFIM.
The condition for the stand-by
MFIM to be switched to active
MFIM is as follows.

1) The link status of LAN2 is
detected to be Down.

2) Active MFIM has not sent
redundancy status message
longer than 1 minute.

3) The status of call processing
application of active MFIM is
determined to be abnormal.

4) Active MFIM requests switch-
over to stand-by MFIM. (This
may happen when administrator
forced switch—-over using
PGM450, or LAN1 of active MFIM
becomes down.)

* Detailed Information : The
cause of switch—over and the
direction.

- “LAN2 POWER DOWN (Master
-> Slave)”

- “NO STATUS MESSAGE
(Master —> Slave)”

- “NO APPLICATION MESSAGE
(Master —> Slave)”

- “REQUEST FROM
ASSOCIATED MFIM (Master —>
Slave”

0403

Authentication
Failure

Fault

MIN

MFIM
(MPB)

NONE

< SNMP Auth Failure >

Occurred when the community
string of received SNMP message
is different from the one
configured in MFIM.

* Detailed Information : The IP
address of the host that sent the
SNMP message with invalid
community string.

< HTTP Auth Failure >

Occurred when Web Admin is
accessed using invalid password.
* Detailed Information : The IP
address of the host that accessed
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Web Admin using invalid
password.

< Remote Auth Failure >
Occurred when a remote Telnet
connection is tried using invalid
password.

* Detailed Information : The IP
address of the host that tried
remote connection using invalid
password.

< Terminal Auth Failure >
Occurred when serial terminal
login (via RS-232 serial
connection or Telnet connection
after remote login) is tried using
invalid password.

* Detailed Information : The IP
address of the host that used
invalid password, or
COM1(Serial).

< Keyset Auth Failure >

Occurred when Keyset Admin is
accessed using invalid password.
* Detailed Information : The
station number of the station used
to access Keyset Admin using
invalid password.

0411

Station
Capacity

Fault

MIN

MFIM
(MPB)

NONE

< Station Capacity Excess Alarm
>

Occurred when the maximum
station capacity has been reached
and so additional station device
cannot be registered.

* Detailed Information : None

* Related Attendant Alarm :
CAPACITY OVERFLOW STA

0413

CO Line
Capacity

Fault

MIN

MFIM
(MPB)

NONE

< CO Line Capacity Excess Alarm
>

Occurred when the maximum CO
line capacity has been reached
and so additional CO device
cannot be registered.

* Detailed Information : None

* Related Attendant Alarm :
CAPACITY OVERFLOW COL

0501

Device Alert

Fault

MAJ

DEV(#)

ON

< DSP Alert Occurred >
Occurred when DSP Alert is
detected in the DSP of a device.
* Detailed Information : DSP Alert
code number

- “Code 10”

OFF

< DSP Alert Cleared >
Occurred when DSP Alert is
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cleared in the DSP of a device.
* Detailed Information : DSP Alert
code number

- “Code 10”

0503

Device Error

Fault

MAJ

DEV(#)

NONE

< DSP Error Occurred >
Occurred when DSP Error
happens in the DSP of a device.
* Detailed Information : DSP Error
code number

- “Code 10”

0511

DECT Base
Status

Fault

MAJ

DEV(#)

ON

< DECT Base Disconnected >
Occurred when the connection
between DECT gateway and
DECT base is disconnected.
This may happen when the cable
is not properly connecting DECT
gateway and DECT base, or the
status of DECT base is not
normal.
* Detailed Information : Base
number

- “Base 1”7

OFF

< DECT Base Connected >
Occurred when the connection
between DECT gateway and
DECT base is recovered.

* Detailed Information : Base
number

- “Base 1”7

0513

DECT GW
Fault

Fault

MAJ

DEV(#)

NONE

< DECT Gateway Fault >
Occurred when Base or Chain
connections are not stable.
This may happen when the
connection between DECT
gateway and DECT base or the
Chain connections between DECT
gateways are not stable (so that
the connection status keeps
changing between connected and
disconnected states).
* Detailed Information : Base
number or Chain

- “Base 1”7 or “Chain”
* Related Attendant Alarm :
“WTIM BASE FAULT”, “WTIM
CHAIN FAULT”

0521

Device Line
Up/Down

Fault

MAJ

DEV(#)

ON

< Device Line Down >

Occurred when the status of
T1/E1/PRI line becomes Down.

* Detailed Information : None

* Related Attendant Alarm : DCOB
FAULT

OFF

< Device Line Up >
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Occurred when the status of
T1/E1/PRI line becomes Up.
* Detailed Information : None

0523

Gatekeeper
Connectivity

Fault

MAJ

DEV(#)

ON

< Gatekeeper Disconnected >
Occurred when the connection
between H.323 gateway (e.g.
VOIM) and Gatekeeper is
disconnected.

* Detailed Information : None

OFF

< Gatekeeper Connected >
Occurred when the connection
between H.323 gateway (e.g.
VOIM) and  Gatekeeper is
recovered.

* Detailed Information : None

0525

SIP Proxy
Server
Connectivity

Fault

MAJ

ON

< SIP Proxy Disconnected >
Occurred when the connection
between SIP gateway (e.g. VOIM)
and SIP Proxy Server is
disconnected.

* Detailed Information : None

DEV(#)

OFF

< SIP Proxy Connected >
Occurred when the connection
between SIP gateway (e.g. VOIM)
and SIP Proxy Server is
recovered.

* Detailed Information : None

0601

Cabinet
Fan/Power
Failure

Fault

MAJ

CABINE
T#)
(KSUG))

ON

< Cabinet Failure Occurred >
Occurred when Fan failure or
Power failure happens in an
iPECS Cabinet.
* Detailed Information : The Fan
number or Power (PSU) number
that caused the failure.

- “FAN 17, “POWER 2”
* Related Attendant Alarm :
CABINET # STS FAULT

OFF

< Cabinet Failure Cleared >
Occurred when the Fan failure or
Power failure condition is cleared.
* Detailed Information : The Fan
number or Power (PSU) number
that was recovered from failure.

- “FAN 17, “POWER 2"

< System Information Event >

Code

Name

Type

Level

Location

State

Description

0701

System Reset by

Admin

System

CRI

MFIM
(MPB)

NONE

< System Reset by Admin >
Occurred when iPECS system is
restarted manually by
administrator using Web Admin,
Keyset Admin, or Terminal
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Maintenance. (This event is not
caused by MFIM power off or
reset button on the front panel
of MFIM.)
* Detailed Information : The
cause of the restart (reset)

- Keyset Admin

- Web Admin (Reset System)

- Web Admin (Delete Device)

- Web Admin (System ID
Information Changed)

- Web Admin (System IP
Information Changed)

- Web Admin (CO Gateway
Sequence Number Changed)

- Maintenance Command

0702

System ID
Information
Change

System

MAJ

MFIM
(MPB)

NONE

< System ID Information
Changed >
Occurred when administrator
changed nation code or
numbering plan of a system
using Web Admin, Keyset
Admin, or Terminal
Maintenance.
* Detailed Information :
Changed information

- “Nation Code”

- “Numbering Plan”

0703

System IP
Information
Change

System

MAJ

MFIM
(MPB)

NONE

< System IP Information
Changed >
Occurred when IP address
information is changed by
administrator using Web Admin,
Keyset Admin, or Terminal
Maintenance.
* Detailed Information :
Changed Information

- “MFIM/E IP Address”

- “MFIM/E Sub Net Mask”

- “Router IP Address”

- “System IP Range Start”

- "System IP Range End"

- "System Sub Net Mask"

- "Second System [P Address"

- "Second System Net Mask"

- "Firewall IP Address"

- "MFIM/E LAN2 Master IP
Address"

- "MFIM/E LANZ2 Slave IP
Address"

- "DNS IP Address"

0704

SNMP
Reconfiguration

System

MIN

MFIM
(MPB)

NONE

< SNMP Reconfigured >
Occurred when SNMP
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configuration information is
changed by administrator using
Web Admin, or Terminal
Maintenance.

* Detailed Information : None

0705

Database
Initialization

System

MAJ

MFIM
(MPB)

NONE

< Database Initialized >
Occurred when system database
1s initialized by administrator
using Web Admin, or Keyset
Admin.
* Detailed Information :
Information of initialized
database

- "Flexible Numbering Plan"

- "Station Data"

- "CO Line Data"

- "System Data"

- "Station Group Data"

- "ISDN Tables"

- "System Timer"

- "Toll Tables"

- "LCR Data"

- "Other Tables"

- "Flexible Button"

- "Networking Data"

- "All Database"

0706

File Upload

System

MIN

MFIM
(MPB)

NONE

< File Upload Finished >
Occurred when file uploading to
MFIM is finished (performed by
administrator using Web
Admin).

* Detailed Information : The
result of file upload operation &
the name of the uploaded file.

- “SUCCESS :
GS97MEOAs.rom”

- "FAIL (DISK SIZE)"

- "FAIL (FILE NAME)"

- "FAIL (FILE FORMAT)"

0707

Firmware
Download

System

MAJ

MFIM
(MPB)

ON

< Firmware Download Start >
Occurred when MFIM firmware
downloading is started.

* Detailed Information : None

OFF

< Firmware Download End >
Occurred when MFIM firmware
downloading is finished.
* Detailed Information : The
result of firmware download
operation

- “SUCCESS” or “FAIL”

0801

Device
Registration /
Deletion

System

MAJ

DEV(#)

ON

< Device Registered >
Occurred when a device is
newly registered, or Hot Desk

71




iIPECS NMS User Guide

Issue 2.2

user logs in.
* Detailed Information : None

OFF

< Device Unregistered >
Occurred when a device is
deleted using Device Delete
Feature of Web Admin, or Hot
Desk user logs out.

* Detailed Information : None

0803

Device Service
Status

System

MIN

DEV(#)

ON

< Admin Set Device Out-of-
Service >

Occurred when administrator
makes a device into Out-of-
Service state using Web Admin.
* Detailed Information : None

OFF

< Admin Set Device [-Service >
Occurred when administrator
recovers a device from Out—-of-
Service state using Web Admin.
* Detailed Information : None

0805

Device Service
Switch Status

System

MAJ

DEV(#)

ON

< Device Switch Service Mode
>

Occurred when the
Normal/Service switch on the
front panel of gateway device is
moved to Service position. (If a
device is in Service mode, no
additional calls can be made.)

* Detailed Information : None

OFF

< Device Switch Normal Mode >
Occurred when the
Normal/Service switch on the
front panel of gateway device is
moved to Normal position.

* Detailed Information : None

0807

Device Firmware
Download

System

MAJ

DEV(#)

ON

< Device Firmware Download
Start >

Occurred when device firmware
downloading (from MFIM to
device) is started.

* Detailed Information : Device
firmware version

OFF

< Device Firmware Download
End >
Occurred when device firmware
downloading is finished.
* Detailed Information : The
result of device firmware
download operation & firmware
version.

- "SUCCESS : 42Bc¢"

- “FAIL : 42Bc"

0809

CO Line Outgoing
Block Status

System

MIN

COL®#)

ON

< CO Blocked by Attendant >
Occurred when administrator
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restricts outgoing access to
CO/IP lines (using attendant
program code 0-7-2).

* Detailed Information : None

OFF

< CO Unblocked by Attendant >
Occurred when administrator
recovers CO/IP lines from
outgoing access restriction.

* Detailed Information : None

0811

Device Order
Change

System

MAJ

DEV(#)

NONE

< CO Gateway Order Changed >
Occurred when administrator
changed the order of CO
gateways using Web Admin or
Keyset Admin.

* Detailed Information : None

0812

Station Number
Change

System

MAJ

STA

NONE

< Station Logical Number
Changed >

Occurred when administrator
changed station number using
Web Admin or Keyset Admin.
(Station number can be changed
for individual station, station
order range, or station number
range.)

i Detailed Information
Changed station number
information

- "Station(1) 1000 -> 2000" :
for individual station

- "Ordering Range 1 ~ 100 ->
2000 ~" : for station order
range

- “Station Range 1000 ~ 1100
-> 2000 ~" : for station number
range

0813

Soft Phone
Log In/Out

System

MIN

DEV(#)

ON

< System Reset by Admin >
Occurred when iPECS system is
restarted manually by
administrator using Web Admin,
Keyset Admin, or Terminal
Maintenance. (This event is not
caused by MFIM power off or
reset button on the front panel
of MFIM.)
* Detailed Information : The
cause of the restart (reset)

- Keyset Admin

- Web Admin (Reset System)

- Web Admin (Delete Device)

- Web Admin (System ID
Information Changed)

- Web Admin (System IP
Information Changed)
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- Web Admin (CO Gateway
Sequence Number Changed)
— Maintenance Command

OFF

< System ID Information
Changed >
Occurred when administrator
changed nation code or
numbering plan of a system
using Web Admin, Keyset
Admin, or Terminal
Maintenance.
* Detailed Information :
Changed information

- “Nation Code”

- “Numbering Plan”

0815

Hot Desk
Log In/Out

System

MIN

DEV(#)

ON

< System IP Information
Changed >
Occurred when IP address
information is changed by
administrator using Web Admin,
Keyset Admin, or Terminal
Maintenance.
* Detailed Information :
Changed Information

- “MFIM/E IP Address”

- “MFIM/E Sub Net Mask”

- “Router IP Address”

- “System IP Range Start”

- "System IP Range End"

- "System Sub Net Mask"

- "Second System IP Address"

- "Second System Net Mask"

- "Firewall IP Address"

- "MFIM/E LANZ2 Master IP
Address"

- "MFIM/E LAN2 Slave IP
Address"

- "DNS IP Address"

OFF

< SNMP Reconfigured >
Occurred when SNMP
configuration information is
changed by administrator using
Web Admin, or Terminal
Maintenance.

* Detailed Information : None

0819

Long Time Call
Occurred/Cleared

System

MIN

DEV(#)

ON

< Database Initialized >
Occurred when system database
1s initialized by administrator
using Web Admin, or Keyset
Admin.

* Detailed Information :
Information of initialized
database
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- "Flexible Numbering Plan"
- "Station Data"

- "CO Line Data"

- "System Data"

- "Station Group Data"
- "ISDN Tables"

- "System Timer"

- "Toll Tables"

- "LCR Data"

- "Other Tables"

- "Flexible Button"

- "Networking Data"

- "All Database"

OFF

< File Upload Finished >
Occurred when file uploading to
MFIM is finished (performed by
administrator using Web
Admin).

* Detailed Information : The
result of file upload operation &
the name of the uploaded file.

- “SUCCESS :
GS97MEOAs.rom”

- "FAIL (DISK SIZE)"

- "FAIL (FILE NAME)"

- "FAIL (FILE FORMAT)"

0821 | PGM Data Save

System

MIN

MFIM
(MPB)

NONE

< Firmware Download Start >
Occurred when MFIM firmware
downloading is started.

* Detailed Information : None

0823 | Emergency Call

System

MAJ

STA#)

NONE

< Emergency Call >
when Emergency call is dialed,
this alarm is occurred.

0825 Bomb Threat

System

CRI

STA#)

NONE

< Bomb Threat >
Occurred when Bomb Threat is
occurred.

0827 Bath Alarm

System

MIN

STA#)

ON

< Bath Alarm Occurred>
Occurred when Bath Alarm is on
in hotel

OFF

< Bath Alarm Cleared>
Occurred when Bath Alarm is
off by manager in hotel

NOTE - iPECS-MG system does not support “Stand-by MFIM Status”, “MFIM Switch Over”,

“DECT GW Fault”, “Gatekeeper Connectivity”, “SIP Proxy Server Connectivity”, “Device Service

Status”, “Device Service Switch Status”, “CO Line Outgoing Block Status”, “Long Time Call

Occurred/Cleared” events
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< Switch Alarm Event >

Code Name Type | Level | Location | State Description
< Port Security >
This trap is sent when the port is
2007 | Port Security | Fault MIN Switch NONE | being intruded. This trap will only
be sent when the corresponding
setting is enabled.
< ATC Broadcast Storm Alarm
ATC Broadcast Fire >
2013 Storm Alarm Fault MIN Switch NONE | When the broadcast traffic is
Fire detected as the storm, this trap
will be fired.
< ATC Broadcast Store Alarm
ATC Broadcast Clear >
2014 Store Alarm Fault MIN Switch NONE | When the broadcast storm is
Clear detected as the normal traffic,
this trap will be fired.
< ATC Multicast Storm Alarm Fire
ATC Multicast >
2017 Storm Alarm Fault MIN Switch NONE | When the multicast traffic is
Fire detected as the storm, this trap
will be fired.
< ATC Multicast Storm Alarm
ATC Multicast Clear >
2018 Storm Alarm Fault MIN Switch NONE | When the multicast storm is
Clear detected as the normal traffic,
this trap will be fired.
< Loopback Detection >
Loopback ) This trap will be sent when
2029 Detection Fault MIN Switch NONE loopback BPDUs have been
detected.
< CPU Utilization Rising >
e This notification indicates that the
2033 CPUgsilr‘éa“O“ Fault | MIN | Switch | NONE | CPU utilization has risen from
cpuUtiFallingThreshold to
cpuUtiRisingThreshold.
< CPU Utilization Falling >
e This notification indicates that the
2034 CPUFgﬁilia“O“ Fault | MIN | Switch | NONE | CPU utilization has fallen from
cpuUtiRisingThreshold to
cpuUtiFallingThreshold.
< Memory Utilization Rising
Memory Trgsholc.l > ..
2035 | Utilization | Fault | MIN | Switch | NONE | L1 notification indicates that the
Rising Treshold memory utllhzaFlon has risen from
memoryUtiFallingThreshold to
memoryUtiRisingThreshold.
Memory < Memory Utilization Falling
Utilization . Threshold > ==
2036 Falling Fault MIN Switch NONE | This l’lOtlfIC-%tIOI.l indicates that the
Threshold memory utilh'zgtlon has fallen from
memoryUtiRisingThreshold to
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memoryUtiFallingThreshold.

[P Filter Inet

< IP Filter Inet Reject >
This trap is sent when an

2087 Reject Fault MIN Switch NONE incorrect IP address is rejected
by the IP filter.
< Switch Fault Event >
Code Name Type | Level | Location | State Description
< Fan Failure >
2003 Fan Failure Fault MIN Switch NONE | This trap is sent when the fan has
failed.
< Fan Recover >
2005 Fan Recover Fault MIN Switch NONE | This trap is sent when fan failure
has recovered.
Authentication . < Authenticgtion nglurre >_
2009 . Fault MIN Switch NONE | This trap will be triggered if
Failurre R .
authentication is failed.
Authentication ' < Authentigation Sgccess >'
2011 Fault MIN Switch NONE | This trap will be triggered if
Success .
authentication is successful.
< Switch Information Event >
Code Name Type | Level | Location | State Description
< STP Becom Root Bridge >
This trap indicates that the
sending agent has become the
new root of the Spanning Tree;
STP Becom . the trap is sent by a bridge soon
2021 Root Bridge Fault MIN Switch NONE after it has been elected as the
new root. When spanning tree
algorithm is STP or RSTP,
trapMstInstanceld is always O and
meaningless.
< STP Port Enter Forwarding >
The trap is sent by a bridge when
any of its configured ports transit
9023 STP Port Enter Fault MIN Switch NONE from Legrning state to .
Forwarding Forwarding state. When spanning
tree algorithm is STP or RSTP,
trapMstInstanceld is always O and
meaningless.
< STP Root Port Changed >
The trap is sent when the root
9095 STP Root Port Fault MIN Switch NONE port of a brifige has changed. .
Changed When spanning tree algorithm is
STP or RSTP, trapMstlnstanceld
i1s always O and meaningless.
STP Root The tra will bt sont when the
2027 Bridge Fault MIN Switch NONE . .
Changed root bridge of brldges has .
changed and the bridge sending
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off the trap is not the root in STP
topology. When spanning tree
algorithm is STP or RSTP,
trapMstlnstanceld is always O and
meaningless.
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8. Network Topology

‘Network Topology’ is used to provide topology diagram and LLDP information table by retrieving
LLDP (Link Layer Discovery Protocol) MIB (Management Information Base) information from
iPECS switches using SNMP (Simple Network Management Protocol). Topology diagram provides
brief device information as well as diagram format selection and zooming features. LLDP
information table provides detailed information for each local system and the remote devices
connected to it. ‘Network Topology’ page can be viewed by selecting [Topology] sub-menu under

‘Common’ menu.

8.1 Displaying Topology Diagram
In order to display topology diagram, first select a device or device group in ‘Registered Devices’,

then click [Load Datal button on ‘Network Topology’ screen.

IPECS NS |7 it RGN esvarrare Loy Uss TR ErTm

Registered Devices

b [ Groups I Load Data [e] . 50% Diagram Export

If a device group is selected in ‘Registered Devices’, LLDP information is retrieved from the
member devices of the selected group and its sub-groups. If a device is selected, LLDP
information of the selected device is retrieved. After data retrieval is completed, topology diagram

1s displayed.
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8.2 Basic Features of Topology Diagram

Topology diagram provides brief information of each node as well as other basic functions such as

hiding branch nodes, changing root node and moving node position.

Under an iPECS switch, other devices than switch devices are placed first and then on the next

layer, switch devices are displayed.

When the mouse pointer is placed on a device node, brief information of the device appears as
tooltip displaying chassis ID, device name and device description.
If an IPECS switch node is clicked with left mouse button, all the nodes under the switch node

become hidden, and one more click makes the hidden nodes to be displayed again.

When generating topology diagram, iPECS—-NMS elects a root node based on the retrieved LLDP
MIB information and places it on the top layer. However, the elected root node may be different
from the root node the network administrator assigned or the root node on the actual physical

topology.
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In order to change the root node on the topology diagram, double-click on the iPECS switch node

that is to be assigned as a new root node.

In order to move the position of a node on topology diagram, drag—and-drop the node to a desired

position using left mouse button.

8.3 Additional Features of Topology Diagram

Topology diagram also provides additional features such as diagram format selection, diagram

zooming and diagram export into a picture file.
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[LELESEIEW © Tree Diagram @ Circle Diagram Diagram Export

[ELNREIEN @ Tree Diagram © Circle Diagram Diagram Export

In order to select tree or circle formats, click [Tree Diagram] or [Circle Diagram] radio button,

respectively.

Depending on the number of device nodes, it may be convenient to change the size of the topology
diagram. In order to change the size, use the ‘Diagram Zoom’ slider to reduce or enlarge the

diagram.

Load Data e e 50 % Diagram Export

After changing the size of the diagram or moving a node to a different position, it may be needed
to display the original diagram iPECS-NMS automatically generated. In this case, the original

diagram can be displayed by clicking [Redraw] button.

82



iIPECS NMS User Guide Issue 2.2

Diagram export can be used to store the topology diagram automatically generated by iPECS-NMS
into PNG or JPG format picture file.

(RELISEIEN @ Tree Diagrarn © Circle Diagram 50 %

PHG Format
JGP Format

Clicking [Diagram Export] button shows two options of [PNG Format] and [JPG Format]. After

selecting a picture format on the menu and entering a file name, the topology diagram

automatically generated by iPECS-UDM is stored into a picture file with the given name.
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The picture above shows an example of exported topology diagram that is read and displayed by a

picture editing application.
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9. Network Traffic Monitoring

‘Network Traffic Monitoring’ provides the means to monitor the network traffic and the connection
status of a network device. For general network devices, Ping test, Traceroute test, and network
traffic monitoring features are provided. The pages for these features can be viewed by clicking

[Network Traffic] sub-menu under ‘Common’ menu.

9.1 Ping Test

‘Ping Test’ provides functions to check the connection status and the packet delay time between
iPECS-NMS and a general network device, and can be viewed by clicking [Ping] tab under

‘Network Traffic’ sub—menu.

54 system Device AlarmFault | Retw et il g ser NS English n £ Log-out

G ST ST
» Start || (@) stop | [ Live | &) 60Minutes [ &) 24 Hours |

IF Address Interval{sec) |5 |-| I

Before performing Ping test, the IP address of the target network device, and the interval for Ping
packet transmission should be configured. For ‘Interval’ field, one of 5, 10, 20, 30 second options
can be selected using the combo-box. Aftering finishing configuration, click [Start] button to
initiate Ping test, and [Stop] to finish it. Ping test will be automatically finished without using

[Stop] button if the polling count reaches 65545 times.

= system

Device AlarmiFault  Metwork Topology ! Metwark Traffic | Log User MHME Enalish ﬂ EILDG-DM

[ vt |[®sop | [& Live ||@ 60 Minules | &) 24 Hours |
=

The graph and table that show the result of Ping test can be displayed in three types of time
period such as ‘Live Data’, ‘Last 60 Minutes’, and ‘Last 24 Hours’. The real-time graph and table
are displayed by clicking [Live] button. [60 Minutes] and [24 Hours] buttons are used for
displaying the graphs and tables for last 60 minutes and 24 hours from the moment the

corresponding button was clicked.
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Traceroute

Metwork Traffic

v Start | [ (@ stop | Live | @ 60 Minutes | @& 24 Hours

IPAddress |[74125.71.105 Interval{sec)
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3324 3320 3334 33:30 33:94 3390 33:59 3360 3409 34108 3919 3910 39:29 39:20 39:349
Mo Time Reply IP Address RTT {msec) Ave RTT {msec) Delay Variation {msec)
18 2012-02-29 14:34:34 74.125.71.108 2149 209 1 |4
14 2012-02-2914:34:29 74125971108 218 208 14
13 2012-02-2914:34:24 7412571108 203 208 =
12 2012-02-2914:34:19 7412571108 204 208 1
i 2012-02-2914:34:14 7412571108 203 208 1}
10 2012-02-2914:34:09 74125971108 203 209 -16
9 2012-02-2914:34:04 7412571108 rak:] 210 16 —
8 2012-02-2914:33:59 7412571108 203 209 1}
T 2012-02-2914:33:54 7412571108 203 210 -16
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The graph in the picture above shows the changes in RTT (Round-Trip Time), which is the time

between the transmission of a Ping packet and the reception of the response packet. RTT is often

used to estimate the packet delay time in a network environment. The table below the graph

shows the information from the Ping test, and the meanings of the table fields are as follows.

Table Name

Field Name

Description

Time

The time when the Ping packet was actually transmitted
to the target device. The ‘Time’ interval may not be
exactly same as the ‘Interval’ value depending on the
operational or processing load on the NMS server.

Reply IP Address

The IP address of the device that responded to the Ping
packet sent by iPECS-NMS.

Live Data

RTT

Abbreviation of Round-Trip Time. This is the elapsed
time until the reception of the response packet to a Ping
packet sent by iPECS-NMS.

Average RTT

The overall average of the RTT values from all the Ping
tests calculated since the beginning of the Ping test.

Delay Variation

The difference in value between the RTT values of the
previous row and the current row of the table.

Time

The time when the Ping packet was actually transmitted
to the target device. The ‘Time’ interval may not be
exactly same as the ‘Interval’ value depending on the
operational or processing load on the NMS server.

Last 60 Minutes

Reply IP Address

The IP address of the device that responded to the Ping
packet sent by iPECS-NMS.

RTT

This is the average of the RTT values from the Ping
tests for last 1 minute (actually, the time between the
previous row and the current row in the table).

Average RTT

The overall average of the RTT values from all the Ping
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tests calculated since the beginning of the Ping test.

The difference in value between the RTT values of the

Delay Variation .
Y previous row and the current row of the table.

The time when the Ping packet was actually transmitted
to the target device. The ‘Time’ interval may not be
exactly same as the ‘Interval’ value depending on the
operational or processing load on the NMS server.

Time

The IP address of the device that responded to the Ping

Reply IP Address packet sent by iPECS-NMS.

Last 24 Hours This is the average of the RTT values from the Ping
RTT tests for last 1 hour (actually, the time between the
previous row and the current row in the table).

The overall average of the RTT values from all the Ping

A RTT ) . .
verage tests calculated since the beginning of the Ping test.

The difference in value between the RTT values of the

Delay Variation .
y previous row and the current row of the table.

9.2 Traceroute Test

‘Traceroute Test’ provides functions to check the packet delivery path and packet delay time for
each hop to the destination between iIPECS-NMS and a general network device, utilizing ‘ICMP’
message and the TTL field in IP packet header. The page for this feature can be viewed by

clicking [Traceroute] tab under ‘Network Traffic’ sub-menu.

Device  AlarmiFault  Me Topology | Metwotk Trafic | Log
Metwork Traffic

| v start | [ @) stop | [Paddress [74.12571.108

SE System | B2 Switch

Fing

| Interval{sec) |3

Before performing Traceroute test, the IP address of the target network device and the interval
for Traceroute packet transmission should be configured. For ‘Interval’ field, one of 3, 4, 5 second

options can be selected using the combo-box.

After the configuration is completed, Traceroute test can be started by clicking [Start] button. If it
is needed to stop the Traceroute test before the completion of the test (before the destination
device has been reached), user may click [Stop] button to force the test to be stopped. After a
Traceroute test is started, real-time graph and table that show the Traceroute result for each hop

to the destination are displayed below.
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Ping Metwork Traffic
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The graph of Traceroute test shows the changes in RTT (Round-Trip Time) for each hop to the
destination, in real-time. RTT is the time between the transmission of a Traceroute packet and the
reception of the response packet, and is often used to designate the packet delay time in a
network environment.

The table below the graph shows the hops on the path to the destination in sequence, and the RTT
from the three trials to the same hop and their average value are displayed together with the

‘Reply IP Address’ information. The meanings of the table fields are as follows.

Field Name Description

The IP address of the device that responded with ‘ICMP Time Exceeded’
message to the Traceroute packet sent by iIPECS-NMS. Normally, this is
the IP address of a router on the path to the destination or of the target
device itself.

This is the elapsed time until the reception of the response packet to the
RTT-1 first Traceroute packet to a device on the path to the destination or the
target device. (RTT is the abbreviation of Round-Trip Time.)

This is the elapsed time until the reception of the response packet to the
RTT-2 second Traceroute packet to a device on the path to the destination or
the target device.

This is the elapsed time until the reception of the response packet to the
RTT-3 third Traceroute packet to a device on the path to the destination or the
target device.

The average of the RTT values from the three Traceroute trials to the
same destination.

Reply IP Address

Average RTT

9.3 Device Network Traffic

‘Device Network Traffic’ provides functions to retrieve network device information and its

interface configuration/status, and to monitor the real-time network traffic of the device using
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SNMP messages. The page for this feature can be viewed by clicking [Network Traffic] tab under
‘Network Traffic’ sub-menu.

‘Device Network Traffic’ has two functional parts. ‘Device Information’ on the right is to retrieve
and display general device information and network interface information, and ‘Device Traffic’ on
the left is to present graph and table of real-time network traffic information. These two parts are
functionally separated, but because ‘Device Traffic’ part can be working based on the information
retrieved in ‘Device Information’, ‘Device Information’ part should always be configured and
executed first.

AlarmiFault M | ork Traffie | Log MMS English £ Log-out

e

»| Start Intervalisec) !Devicelnformaiion

[ Live [ & b0 Minutes | G 24 Hours | IF Address 150.150.150.254 SHMP Part
nn MO kitervai Community public I Get Device Infarrmation I|

In order to retrieve device information, the ‘IP Address’, ‘SNMP Port’, and SNMP ‘Community’

information should be entered. For ‘SNMP Port’ field, the standard SNMP port number ‘161’ can
usually be used, but if the target device uses different port number for SNMP communication, that
port number should be entered. For ‘Community’ field, ‘public’ can usually be used for general
network devices, but if the target device uses different SNMP community string, that string should
be entered. After the configuration is finished, general device information and its interface

information can be retrieved and displayed by clicking [Get Device Information] button.

! Device Information
IPAddress [ 150.150.150.254 SNMP Port
Community Get Device Information
Description Cisto Internetwark Operating System Software |
105 (tm) $72033_rp Software (572033_rp-PKYSV-M), Versio
12.2(17d)SXB5, RELEASE SOFTWARE (t1)
Technical Support: http:fwe. cisco.comitechsupport
Copyright (c) 1986-2004 by cisco Systems, Inc.
Compiled Fr
Hame MEW_Ra09
UpTime 1724941024
Packet forward 1
Default TTL 265 v
Kl I [
Interface Infa Admin 5t Oper Stat| Mac Address MTI Speed |4
GigahitEthemetz/1 Up Up 0001c9h0Be?a | 1500 10000000_
GigahitEthemet2/2 Up Up 0001cAb06e?d | 1500 10000000;
GigahitEthemet2/3 Up Up 0001 cAb0fe?a | 1500 10000000;
GigahitEthemet2/4 Up Up 0001 cAb06e?h | 1500 10000000;
GigabitEthernet2/s Down Down 0001c3b06efc | 1500 10000000
GigahitEthemet2/6 Down Down 0001 cAb0fe?d | 1500 10000000;
GigahitEthemet2/7 Up Down 0001 cAb0fefe | 1500 10000000
v
K| I [»]

‘Device Information’ displays gneral information of the target network device, and the table below

shows the device’s network interface information. The meanings of the fields are as follows.
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Table Name

Field Name

Description

Device
Information

Description

A textual description of the entity. This value normally
includes the full name and version identification of the
system's hardware type, software operating—system, and
networking software.

Name

An administratively-assigned name for this managed
node. By convention, this is the node's fully—qualified
domain name. If the name is unknown, the value is the
zero—length string.

Up Time

The time (in hundredths of a second) since the network
management portion of the system was last re-initialized.

No. of Interface

The number of network interfaces (regardless of their
current state) present on the device.

Packet Forward

The indication of whether this entity is acting as an IP
router in respect to the forwarding of datagrams received
by, but not addressed to, this entity.

Default TTL

The default value inserted into the Time—To-Live field of
the IP header of datagrams originated at this entity,
whenever a TTL value is not supplied by the transport
layer protocol.

Interface
Information

Interface Info.

A textual string containing information about the
interface. This string normally includes the name of the
manufacturer, the product name and the version of the
interface hardware/software.

Admin Status

The desired state of the interface. The ‘“Testing’ state
indicates that no operational packets can be
passed. When a managed device initializes, all interfaces
start with ‘Admin Status’ in the ‘Down’ state. As a result
of either explicit management action or per configuration
information retained by the managed device, ‘Admin
Status’ is then changed to either the ‘Up’ or ‘Testing’
states (or remains in the ‘Down’ state).

Oper Status

The current operational state of the interface. The
‘Testing’ state indicates that no operational packets can
be passed. If ‘Admin Status’ is ‘Down’ then ‘Oper Status’
should be ‘Down’. If ‘Admin Status’ is changed to ‘Up’
then ‘Oper Status’ should change to ‘Up’ if the interface is
ready to transmit and receive network traffic. It should
remain in the ‘Down’ state if and only if there is a fault
that prevents it from going to the ‘Up’ state. It should
remain in the ‘Not Present’ state if the interface has
missing (typically, hardware) components.

MAC Address

The interface's address at its protocol sub-layer. For
example, for an 802.x interface, this object normally
contains a MAC address. For interfaces which do not
have such an address (e.g., a serial line), this object
should contain an octet string of zero length.

The size of the largest packet which can be sent/received
on the interface, specified in octets. For interfaces that

MTU are used for transmitting network datagrams, this is the
size of the largest network datagram that can be sent on
the interface.

Speed An estimate of the interface's current bandwidth in bits
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per second. For interfaces which do not vary in
bandwidth or for those where no accurate estimation can
be made, this object should contain the nominal
bandwidth. For a sub-layer which has no concept of
bandwidth, this object should be zero.

[ > stant |[ @ ston | [menalsen) [5 [+ |

’ Live

feal 6O Minutes | (24 24 Hours |

In order to monitor real-time network traffic of the target device, the interval for polling network
traffic data should be configured. For ‘Interval’ field, one of 5, 10, 20, 30 second options can be
selected using the combo-box. Aftering finishing configuration, click [Start] button to initiate
traffic monitoring, and [Stop] to finish it. Traffic monitoring will be automatically finished without

using [Stop] button if the polling count reaches 65545 times.

» | Start () stap Interval(sec)
[ 7 Live | ! 60 Minutes | i) 24 Hours |
In Interval
240000 M © Ininterval
b ] Mo odirterval

200000 ¥
180000
120000

20000

40000

a L
4205 4266 4306 A6 4326 AID6 4348 4366 4406 4418 4428
A2E1 DT ABN 4321 433 AT 4361 4401 4411 4421

Tirne In Interval out Interval Total In In-Discal 4]
2012-02-15 09:44:26 227646 209780 219144142 0
2012-02-16 09:44:21 1500 1191 218916496 0
2012-02-15 09:44:16 206205 209104 218914996 0 B
2012-02-15 09:44:11 an7 2291326 218708791 0
2012-02-15 09:44:06 127929 2554 218700074 0
2012-02-18 09:44:01 4764 223378 218572145 0
2012-02-15 09:43:56 207913 1464 218567381 0
2012-02-15 09:43:51 226789 204997 218359468 0 v
4] | [

The graph in the picture above shows in real time the number of incoming and outgoing packets
that occurred during the polling interval, and the traffic table shows the traffic data occurred
within the interval as well as the accumulated traffic data. The meanings of the table fields are as

follows.

Field Name Description

The number of packets received during the time period configured in
‘Interval’ field.

The number of packets transmitted during the time period configured in
‘Interval’ field.

In—Interval

Out-Interval

The total number of input datagrams received from interfaces, including
those received in error.

The number of input IP datagrams for which no problems were
encountered to prevent their continued processing, but which were

Total In

In-Discard
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discarded (e.g., for lack of buffer space). Note that this counter does not
include any datagrams discarded while awaiting re—assembly.

The number of input datagrams discarded due to errors in their IP
In-Error headers, the use of unknown or unsupported protocol, or invalid IP
address to be received at this device.

The total number of IP datagrams which local IP user protocols (including
ICMP) supplied to IP in requests for transmission, and the datagrams for

Total Out which this device was not their final IP destination, as a result of which
an attempt was made to find a route to forward them to that final
destination.

The number of output I[P datagrams for which no problem was
Out-Discard encountered to prevent their transmission to their destination, but which

were discarded (e.g., for lack of buffer space).
The number of IP datagrams discarded because no route could be found
to transmit them to their destination. Note that this includes any

Out-Error datagrams which the device cannot route because all of its default
routers are down.

The time when IPECS-NMS retrieved traffic information from the target

Time device. The ‘Time’ interval may not be exactly same as the ‘Interval’

value depending on the operational or processing load on the NMS
server.

| > Start || (w) Stap | Interval{sec)

Live | fe! 60Minutes | (4 24 Hours

The graph and table that show the result of network traffic polling can be displayed in three types
of time period such as ‘Live Data’, ‘Last 60 Minutes’, and ‘Last 24 Hours’. The real-time graph
and table are displayed by clicking [Live] button. [60 Minutes] and [24 Hours] buttons are used
for displaying the graphs and tables for last 60 minutes and 24 hours from the moment the

corresponding button was clicked.
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10. Log & History Management

‘Log & History Management’ is for checking and managing the access & operation history of
1IPECS-NMS, and provides ‘NMS Access Log’ and ‘NMS Operation Log’ for the management of the
history data. The pages for these features can be viewed by clicking [Log] tab under ‘Common’

sub—menu.

10.1 NMS Access Log

‘NMS Access Log’ provides means to store the access history of iPECS-NMS as log data, and to

search and manage the access log. The page for this feature can be viewed by clicking [NMS

Access Log] tab under ‘Log’ sub—menu.

8 Gystem Device  AlammiFault  Metwork Topolngy  Metenrk Trafic © Log | English n 'l Log-out

NMS Access Log
‘ ¢ Delete | ‘ | Apply Status Changes || Clear Field ‘ ‘ - ||1 |v‘ ‘ - | I = Refresh ||
No [] Delete [] status User 1D Code Type MMS Time I
1 O [ New adrmin 200 Login 201 2-02-28 14:00:43.399
2 O [ Wew admin m Logout 2012-02-2914:00:37.789
3 | [ Mew nmsop 20 Lagout 2012-02-2913:52:20 442
4 O [ Mew nmsop 200 Lagin 2012-02-2913:48:51.928

NMS access log data are displayed when entering ‘NMS Access Log’ page. In order to refresh the
log data, click [Refresh] button. Search fields located above the table header are used for

searching specific logs.

The types and meanings of the search fields are as follows.

Table Name Field Name Description

- New : Indicates the log record has not been checked by the
administrator. When login or logout event happens on iPECS-
NMS, new log record is generated and stored with ‘New’
status.

Status - Checked : Means the log record has been checked by the
NMS admin?strator. After a new .record is checked by the
Access Log administrator, the status of the item is to be manually changed

to ‘Checked’ status and saved.
User ID This f.ield 1s for entering target User ID to be used for

searching.
This field is for entering the code number of target log type,
Code (Type) and the meanings of the codes are as follows.

- 200 (Login) : User logged in to iPECS-NMS
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- 201 (Logout) : User logged out from iPECS-NMS

NMS Time

This field is for entering the time or time range when the
login/logout events happened.

NMS Operation Log

NMS Access Log
| ﬁ Delete || E Apply Status Changes H Clear Field | ‘ L= | 1 - = m Refresh
ey | hd | nmsop | | - Login | - | ”
Mo [] Delete [] Status User|D Code Type MNMS Time
1 (| [ New nmsop 200 Login 2012-02-29 13:48:51 928
2 O [ ew nmsop 200 Lagin 204 2-02-28 13:4%:01.055

After loading access log data, search can be performed with various search conditions. Select

combo box fields or enter search values in edit boxes to configure search conditions. Search

operation is performed as soon as a search field is modified, and search result is displayed

immediately.

NMS Operation Log

NS Access Log
| 3¢ Delste || [ Apply Status Changes m Clear Field | ‘ - ||1 ‘vH — | ‘ w Refresh |
Mo [] Delete [] Status User|D Code Type MNMS Time
1 O M Checked admin 200 Lagin 204 2-02-28 14:00:43.388
2 Ll [+ checked admin 201 Logout 2012-02-2914:00:37.788
3 = [ New nmsop 2m Logout 2012-02-2913:52:20.442
4 ] [ mew nmsop 200 Login 2012-02-28 13:46:51.928

In order to change the status of a log item to ‘New’ or ‘Checked’ status, user may click on the

check-box in “‘Status’ field of the target item. Then, click [Apply Status Changes] button to save

and apply the change of status.

MMS Cperation Log

NMS Access Log
I] 3% Detete | [ [ Anpiy Status Changes | [ Clearpies | [ 4= |1 [ = | [= Remesn |
Mo [] Delete [] Status User ID Code Type MNMS Time
1 ™ [ Hew admin 200 Lagin 2012-02-28 14.00:42.300
2 ¥ [ Mew admin 201 Logaut 2012-02-29 14:00:37.789
E O [ Mew nrmsop 2 Lognut 201 2-07-28 1352720 447
1 O [ mew nmsop 200 Lagin 2012-02-2813:48:51.028

In order to delete a target log item, select the item by clicking the check-box in ‘Delete’ field, and

then click [Delete] button to delete the selected item.
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10.2 NMS Operation Log

‘NMS Operation Log’ provides means to store the NMS operation history as log data, and to

search and manage the operation log. The page for this feature can be viewed by clicking [NMS

Operation Log] tab under ‘Log’ sub—menu.

CE system

NMS Operation Log

Device AlarmiFault * Mebwork Topology Network Traffic |

Log HME

[ Engisn |~ Jf CF Logrout |

User

[ 3¢ petete | [ [ Apply Status Changes | [ Glear Field |

Le [

e [Emer]

|v‘

[] Delete

[] status User D

Code Narne Class NMS Time Syste

Oooo

[ Mew
[ Hew
[ New
[ Mew

admin
admin
admin

admin

User 2012-02-2813:52:11.614
2012-02-2012.13:49125

2012-02-2811:51:59.828

410
403
330
330

User Force Log-out

Systermn Assignment Maodified User

Web Admin Passward Set System Branch

Weh Admin Password Set System 2012-02-28 11:50:08 631 Branch

NMS operation log data are displayed when entering ‘NMS Operation Log’ page. In order to

refresh the log data, click [Refresh] button. Search fields located above the table header are used

for searching specific logs.

The types and meanings of the search fields are as follows.

Table Name

Field Name

Description

Status

- New : Means the log item has been newly stored and has not
been checked by the administrator. When an operational event
happens on iIPECS-NMS, new log item is generated and stored
with ‘New’ status.

— Checked : Means the log item has already been checked by
the administrator. After a new item is checked by the
administrator, the status of the item is supposed to be manually
modified to ‘Checked’ status and saved.

NMS

User ID

This field is for entering target User ID to be used for
searching.

Operation
Log

Code

This field is for entering the code number of target operation
type. The meanings of the codes are defined in the table below.

Class

- System : Operations related to system management.

— User : Operations related to user management.

- NMS : Operations related to NMS management.

- Alarm/Fault : Operations related to alarm/fault management
— Call Statistics : Operations related to call statistics

NMS Time

This field is for entering the time or time range when the
operational events happened.

System Name

This field is for entering the name of the system on which the
operation is perfomed.

The table of operation codes that designate the operations done by users is shown below.

Operation Class Code Name
System 300 (Reserved)
Y 310 System Added
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311 System Deleted
312 System Modified
320 System Group Added
321 System Group Deleted
322 System Group Modified
330 Web Admin Password Set
331 Web Admin Started
340 Firmware Upgrade
341 Firmware Upgrade Cancel
350 System DB Upload
351 System DB Upload Cancel
352 System DB Scheduled Backup
353 System DB Scheduled Backup Cancel
360 Prompt Upload
361 Prompt Upload Cancel
362 Individual Upload
363 Individual Upload Cancel
370 System Greeting Upload
371 System Greeting Upload Cancel
372 Individual Greeting Upload
373 Individual Greeting Upload Cancel
400 User Added
401 User Deleted
User 402 User Modified
403 System Assignment Modified
410 User Force Log—-out
500 Mail Server Set
501 External Link Set
NMS 502 KeepAlive Interval Set
503 NHIC NMS Service Set
504 Trap Community Set
600 Log Item Checked
Alarm/Fault 601 Log Item Deleted
602 Alarm Notification Set
L 700 Traffic Configuration Set
Call Statitstics 701 SMDR Data Set

MNMS Access Log

NMS Operation Log

| ﬂ Delete || EApplelatus Changes || Clear Field | ‘ - | 1 - o m Refresh

New  [v[  admin | 403 | | [ I |
Mo [] Delete [] Status User D Code Mame Class HMS Time Syste
1 | [ New admin 403 Systemn Assignment Modified User 2012-02-2912:13:49.125

After loading operation log data, search can be performed with various search conditions. Select
combo box fields or enter search values in edit boxes to configure search conditions. Search
operation is performed as soon as a search field is modified, and search result is displayed

immediately.
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NMS Access Log

NMS Operation Log
| 3¢ Delete || |z Apply Status Changes | ‘ Clear Field | | - ‘ ‘1 |v|| -, | ‘ w Refresh |
No [] Delete [] Status User D Code Marme Class MNMS Time Syste
1 O [ checked admin 410 User Farce Log-out User 2012-02-2913:52:11.614
2 L] [ checked admin 403 Systern Assignment Modified User 2012-02-2912:13:48.125
3 (| L Mew admin 330 VWeh Admin Passward Set System 2012-02-2911:51:59.828 Branch
4 O [ Mewe admin 330 Weh Admin Pagsward Set System 2012-02-2911:50:08.691 Branch

In order to change the status of a log item to ‘New’ or ‘Checked’ status, user may click on the
check-box in “‘Status’ field of the target item. Then, click [Apply Status Changes] button to save

and apply the change of status.

MNMS Access Log

NMS Operation Log
| SQ Delete || E Apply Status Changes || Clear Field | ‘ L ||1 ‘v” e ‘ | m Refresh |
Mo [] Delete [] status User D Code Mame Class MNMS Tirne Syste
1 ™ [ Mew admin 40 UserForce Log-out User 2012-02-2913:52:11.614
2 [+ [ New admin 403 Systemn Assignment Modified User 2012-02-2912:13:49.125
3 [ mew admin 330 Weh Admin Password Set System 2012-02-2911:51:59.6828 Branch
4 O O Mew admin 330 Weh Admin Password Set Syetemn 2012-02-2911:50:08.681 Branch

In order to delete a target log item, select the item by clicking the check-box in ‘Delete’ field, and

then click [Delete] button to delete the selected item.
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11. System Information

The System Information page gives basic information on the system selected in ‘Registered
Devices’, including Attendant, CO Group, and Station Group information. It also provides device
inventory information that shows a summary of System capacity and component devices. The

pages for these features can be viewed by clicking [System Info] sub—menu under ‘System’ menu.

11.1 System Configuration Information

‘System Configuration Information’ provides system information summary and attendant, CO group
& station group information of a selected system. The page for this feature can be viewed by

clicking [Config Info] tab under ‘System Info’ sub—-menu.

11.1.1 System Information Summary

‘System Information Summary’ provides basic configuration information (e.g. network address,

firmware version, etc.) of a system selected in ‘Registered Devices’.

2 Common £ Switch English | v J{ £ Log-out
Renistered Devices
¥ [ Groups Device Inventary
¥ [ Ha Group Name Value CO Group Station Graup
EHMam SE 5531 8ystern Information Attendant Number Type Station Number
ERsales System I Mg System Mame Main System 5 e e T

HECustomer System
¥ . Branch Group

EABranch System

L1IPECS Site Name
_1 System Model Name
I Nation Code
L1IP Address
_15ubnet Mask
L1 MAC Address
I Router IP Address
LIFirewall IP Address
_1DMS IP Address
LI Firmware Version
108 Infarmation

L2 Additional System Infarmation
I No. of Devices
LI Mo, of Station Parts
1 Na of CO Parts
L1 No. of Atendants
1 5ystem IP Range

LG R&D iPECS Svstem #1
iPECS-B00

a2

150.150.150.2
255255255128
0040541 58667
150.150.150.126

1652431715
5.6AK
Linus i #124 Wed Jun 1 07:44:57 KET

363

429

141

1
192.168.150.2-192.168.150.70

The information provided in ‘System Information Summary’ is grouped into two lists of ‘System

Information’ and ‘Additional System Information’. The types of list fields and their meanings are as

follows.
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List Name Field Name Description
NMS System Name Thg narpe of the System' configured in IPECS-NMS when
registering the system to iPECS-NMS.
1IPECS Site Name ‘Site Name’ field value of iPECS Web Admin (PGM 100).
System Model The model name of the system.
Name
Nation Code The nation code of the system.
IP Address The IP address of MFIM(MPB).
System Subnet Mask The subnet mask of MFIM(MPB).

Information

MAC Address

The MAC address of MFIM(MPB).

Router IP Address

The router IP address of MFIM(MPB).

Firewall IP Address

‘Firewall IP Address’ field value of iIPECS-LiK Web Admin
(PGM 102). If this address is configured, it means an NAT
router exists in front of MFIM.

DNS IP Address

The DNS IP address of MFIM(MPB).

Firmware Version

The firmware version of MFIM(MPB).

OS Information

The OS build information of MFIM(MPRB).

Additional
System
Information

NO. of Devices

Number of iPECS devices that are registered to the system.

NO. of Station Ports

Number of station device ports that are registered to the
system.

NO. of CO Ports

Number of CO device ports that are registered to the
system.

NO. of Attendants

Number of attendants (system attendant and main attendant)

System IP Range

A range of IP addresses that are automatically assigned to
local mode iPECS devices by the system. Normally, private
[P addresses are used.

System IP Subnet
Mask

The subnet mask that is applied together with the System IP
Addresses.

oM System IP
Address

Another [P address (in addition to System [P Address) that
1s to be used for direct communication among 1PECS
devices in local network segment.

oM System IP
Subnet Mask

The subnet mask that is applied together with the 2™
System [P Address.

System Codec Type

The audio codec type configured in iPECS-LiK Web Admin
(PGM 161). This codec type is commonly used for voice
calls unless different codec type is asserted for specific
devices using PGM 132 (Board Base Attributes).

MFIM DiffServ
Code Point

The DSCP (DiffServ Code Point) value used for setting
packet priority by DiffServ Pre-Tagging. In some cases,
this value may be used as IP ToS (Type of Service) value.

Auto IP Assign

This field designates if iIPECS system automatically assigns
IP address to local mode devices.

CPU Redundancy
Usage

This field designates if MFIM is configured to use CPU
redundancy function.

T-Net Enable

This field designates if MFIM is configured to use T-Net
(Transparent Networking) function.

For iIPESC-MG system, some additional system information such as ‘No. of Attendants’, ‘System

[P Range’, ‘System IP Subnet Mask’, ‘2" System IP Address’, ‘2"¢ System IP Subnet Mask’,

‘System Codec Type’, ‘Auto IP Assign’, ‘CPU Redundancy Usage’ are not provided.
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11.1.2 Attendant, CO Group & Station Group Information

Selecting the [Attendant], [CO Group] or [Station Group] displays the associated page view with

basic information on the specific characteristic of the IPECS system selected in ‘Registered

Devices’.

C0O Group Station Group
Attendant Number Type Station Number
1 aystem 4001

Attendant information is displayed by clicking [Attendant] tab. It shows attendant number,
attendant type, and attendant’s station number as a table. Attendant type can have one of two

values of ‘system’ and ‘main’. For iPECS-MG, attendant types are ‘attendant’ and ‘night attendant’.

Attendant Station Group
Group Number CO Line Number &
0 55,62,63,101,106,107
1 1,2,3,4142,143,144,145146,147,148,149,150,151,152,153,154,

156,146,157,158,1459,160,161,162,163,164,165,1 66,167, 168,16
8170,171,172,173,174,175176,177,178,179,180,1681,182,183,1
B4,185,186,167,1688,189,180,191,182,193,194,185,196,197,198,
189,200,201,202,203,204,205,206,207,208,209,210,211,212,21
3,214,215,216,217,218,219.220,231,222,223,224,225,326,227,2
28,229,230,231,232,233,234,235,236,237,238,239,240,241, 242,
243,244,245,246,247,248,249,250, 251,262,253, 254,255, 256,25
7,256,260,260,261,262,263 264,265, 266,267, 268,268,370,271,2
72,273,274,275,276,277,270,279,200,261,202,203,204,205, 206,
287,288,290,200,201,292,203,204, 205, 206,207, 298,299,300,30
1,202,302,304,205,306,307,208,300,210,311,312,313,314,315,3
16,317,318,318,320,321,322,323,324,325,326,327,328,329,330,
331,332,333,334,335,336,337,338,339,340,341,342,343, 344,34
5,346,347 348,348,350,351,352,353,354,355,356,357,358,359,3
B0,361,362,363,364,365,366,367,368,360,370,371,37 2,373,374,
375,376,377,378,379,380,381,362,383,384, 385,386,387, 388, 38
§,380,381,392,393,364,305, 396,3597,398,399,400

CO group information is displayed by clicking [CO Group] tab. It shows group number and its CO

line numbers as a table. For iPECS-MG, group members of outgoing and incoming CO groups are

displayed.

Aftendant CO Group
Group Number Tvpe Pick-Up St
*620 ACD on 4631,4637 4638 463
*B21 WEF-W Off
*623 Rinhg off 3052,3053,3054,305

063,3064, 3065, 3066
74,2075,3076,3077,3

*E24 Ring Off 4644,3105,3501

Station group information is displayed by clicking [Station Group] tab. It shows group number,
group type, pick—up attribute and group members. Group type field can have Circular, Terminal,
ACD, Ring, External VM, Pick-up, VSF-VM, UMS-VM, NET-VM or UCS. For iPECS-MG, group

types are Terminal, Circular, Ring, Longest Idle, Voice Mail.
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11.2 Device Inventory Information

‘Device Inventory Information’ provides overall system capacity and device inventory information

of a selected system or system group. The page for this feature can be viewed by clicking [Device

Inventory] tab under ‘System Info’ sub—menu.

11.2.1 System Device Inventory

‘System Device Inventory’ is the device inventory information of one system. In order to retrieve

and display system device inventory information, enter ‘Device Inventory’ page by clicking

[Device Inventory] tab, select a target system in ‘Registered Devices’, and click [Load Current

Data] button.

£ Comman
Registered Devices
v [ Groups
¥ [ HQ Group
LAMzin System

£ASales Systemn
£ Customer Systern
¥ = Branch Group

& Branch System

‘System Information’ table shows the system name,

& Switch English |~ }| £ Log-out
canfig Infa
SeleclyaSysie Wain Systen | [ Load CunentData__| Device Information
System Information No Name Value (4
Name Value i MFIMEOD 1
NMS System Name Main Systern z ISDN-PRI GW 1
IPEGS Site Mame L5 RED IPECS Bystem #1 : PETH-LOOR G 2
System Model Name iPECS-800 ¢ PSTH-LOOP G (RSGM) ]
1P Addrese 150.150150.2 C LGCM LOGP 4 G 2
MAC Address 004054158667 i LGCMLOOP 8 G B
Firmware Version 4.BAK 7 OIP G (MFI 1 1
08 Information Linu##1 24 e dun 1 074457 kST - OIME Gy 1
9 VOIM24 G i
System Capacity 10 SLT G 4
Name Value A SLT GW (RSGM) 8
MNo. of Devices 363 12 SLT4 GW 2
MNo. of CO Devices 23 13 SLTE 6w 2
Mo. of Station Devices 33 14 SLT3Z GW 2
Mo, of Other{Etc) Devices 4 15 UCS-Client 38
Maximurn No. of Ports COiStationB00f Etc:398 18 PC-Fhone 56
No. of Ports COfStation:570/ Elc:85 " WEB-BASIC 4
No. of GO Ports 141 = 18 UCs Server 1 r

address, and firmware version information,

and ‘System Capacity’ table shows the number of devices and channels (ports) of the selected

system. ‘Device Information’ shows the list of devices of the system and the number of modules of

the corresponding device type. The table fields and their meanings are as follows.

Table Name Field Name Description
The name of the system configured when registering the
NMS System Name system to iIPECS-NMS.
1IPECS Site Name ‘Site Name’ field value of iPECS Web Admin (PGM 100).
System Model The model name of the system.
System
. Name
Information IP Address The IP address of MFIM(MPB).
MAC Address The MAC address of MFIM(MPB).
Firmware Version | The firmware version of MFIM(MPB).
OS Information The OS build information of MFIM(MPB).
System No. of Devices Number of iIPECS devices that are registered to the system.
Capacity No. of CO Devices | Number of CO devices that are registered to the system.
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No. of Station Number of station devices that are registered to the system.
Devices
No. of Other(Etc.) | Number of other (etc.) devices that are registered to the
Devices system.
Maximum No. of Maximum number of device ports that can be registered to
Ports the system.
No. of Ports Number of device ports that are registered to the system.
No of CO Ports Number of CO device ports that are registered to the
system.
No. of Station Ports Number of station device ports that are registered to the
system.
No. of Other(Etc.) | Number of other (etc.) device ports that are registered to
Ports the system.
Device (Device Type Number of modules of each device type.
Information Name)
® ‘No. of Other(Etc.) Ports’ is based on the number of other (etc.) device ports managed

internally by MFIM for device registration and operations. So, the number may be different
from the total number of other (etc.) device ports shown in ‘Device Based Status’. In other

words, ‘No. of Other(Etc.) Ports’ includes all the internal ports reserved by the system.

11.2.2 System Group Device Inventory

‘System Group Device Inventory’ is the device inventory information of a system group and its

sub—-groups. In order to retrieve and display system group device inventory information, enter

‘Device Inventory’ page by clicking [Device Inventory] tab, select a target system gourp in

‘Registered Devices’, and click [Load Current Data] button, then the device inventory information

of the

v [ Groups

Registered Devices

v HQ Groyl
=/ P bd Groun I Load Current Data I Device Information

LAMain Systern
£A5ales Systemn
FAcustomer System Name ‘ Value
¥ (= Branch Group Group Name HQ Group

[@Branch System Mo, of Systems 3

selected system group and its sub—groups will be displayed as a list of table fields.

Systeminfo | Status | CallGtal | iPECS Trafic | Maintenance English £l Log-out
0.2 M 10 Mo W50

IPECS-600 150,

;

=

Group Information No Name Value
MFIMEDD

MFIMS0R
ME300

1

2

3

4 ISDN-PRI G

8 PETN-LOOF GW
]

7

)

9

FETN-LOOF GWi (RSGM)
LGCM LOOP 4 G\

System Capacity

Name Value

Mo. of Devices 395 LGCM LOOP & GW

VOIP GWY (MFIM)
o VOIME GV

Mo, of CO Devices 28

Mo. of Station Devices 349

1
Mo. of Other(Etc) Devices 18 VOIMZ4 G

12
Madimum Mo of Ports COiStatinn 1035/ Eic 485 ARIMa G

13
Mo, of Ports COsStation 724/ Elc:124 sLrow

14
Mo. of CO Parts 215 SLT GW (REGM)

15
Mo. of Station Ports 509 SLT2 GWY (MFINT)

16
Mo. of Other(Ete) Ports 124 SLT4 G

17 SLTE oW

MWt = m s o o m o k@ ks

SLT32 G\
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‘Group Information’ table shows the system group name, and the number of systems that belong to

the system group and its sub—groups, and ‘System Capacity’ table shows the number of devices

and channels (ports) of the selected system group and its sub—groups. ‘Device Information’ shows

the list of devices of the system group and its sub-groups, and the number of modules of the

corresponding device type. The table fields and their meanings are as follows.

Information

Table Name Field Name Description
The name of the system group configured when creating the
Group Name ..
Group system group in iPECS-NMS.

No. of Systems

The number of systems of the system group and its sub-—
groups.

No. of Devices

The number of IPECS devices that are registered to the
system group and its sub—groups.

No. of CO Devices

The number of CO devices that are registered to the system
group and its sub—groups.

No. of Station

The number of station devices that are registered to the

Devices system group and its sub—groups.
No. of Other (Etc.) | The number of other (etc.) devices that are registered to
Devices the system group and its sub-groups.
System Maximum No. of The maximum number of device ports that can be
Capacity Ports registered to the system group and its sub—groups.
The number of device ports that are registered to the
No. of Ports .
system group and its sub—groups.
The number of CO device ports that are registered to the
No. of CO Ports . P &
system group and its sub—groups.
. The number of station device ports that are registered to
No. of Station Ports .
the system group and its sub—groups.
No. of Other(Etc.) | The number of other (etc.) device ports that are registered
Ports to the system group and its sub-groups.
Device (Device Type Number of modules of each device type.
Information Name)

® ‘No. of Other(Etc.) Ports’ is based on the number of other (etc.) device ports managed

internally by MFIM for device registration and operations. So, the number may be different

from the total number of other (etc.) device ports shown in ‘Device Based Status’. In other

words, ‘No. of Other(Etc.) Ports’ includes all the internal ports reserved by the system.
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12. System Configuration and Status

‘System Configuration and Status’ provides detailed information of the device type selected in
‘Registered Devices’ and real-time status of devices and channels. The pages for these features

can be viewed by clicking [Status] sub-menu under ‘System’ menu.

12.1 Device Based Status

‘Device Based Status’ provides the configuration information of each device of a device type (‘CO’,
‘Station’, ‘Etc.’) selected in ‘Registered Devices’ as well as the real-time status information of
devices and their channels. The page for this feature can be viewed by clicking [Device Based

Status] tab under ‘Status] sub-menu.

T2 Common = switch English |~ | £ Log-out
Registered Devices
¥ [ Groups CO Channel Status Station Channel Stat.
¥ [ HQ Group "
Device [ Al [ co [ saion [ Ets | [ L ExcelExport | Theen DND Pra-s
= Main Systern @ o @ g
ASales System | | ‘ Il Il Il I | W@ e () Fowars |9 Basecan.
Dev Mo Class Dewice Type P Address Fitrmwware Version Lacation Made Device State ~ —
FAcustomer System O Out-Sve 6 Lock-up \‘D T-Met
1 Station LIP-g040L 150150150 53 11cd Remaote Active =
¥ [ Branch Group )
2 Station LIP-8050Y 1921681505 ADDy Lacal Active 1
fH&Branch System
3 Station LIP-7024LD 18216815012 AllLa Local-Remote Active Device Device Netw.
4 Station LIP-24D 1921681606 AZFg Lacal Active Narne Value
& Station LIP-g040L 150.150.150 65 KAEd Lacal Active Station Ghannel Index 1
B Station LIP-7024D 192.168.123.158 1.0Ha IMIA Disconnected Station Murmber 2630
7 Station LIP-8050v 192.168.1509 ADER Local-Remote Active Station Name SCLEE_IPP
8 Station LIP-g040L 192.168.150.10 ®.1Ba Local-Remote Active Status Idle
9 Station LIP-8050Y 192.168.150.16 A.0DF Local-Remote Active
10 Station LIP-70240 150.160.150.29 AlKe Local Active
" Station LIP-8040L 192168.150.45 ®.1Ba Local-Remote Active
12 Station LIP-8040L £1.41.109.223 X.1Ba Remote Disconnected
13 Station LIP-7024D 192.188.150.39 AOkd Local-Remote Active
14 Station LIP-24D 182168122204 A2FI Local Active
15 Station LIP-8050Y 192168.67.172 A0Dh Remate Disconnected
16 Station LIP-8024D 19216814015 TAAT A Disconnected
17 Station LIP-7008D 19216814037 ADEh A Disconnected -

The device list in the middle of ‘Device Based Status’ screen displays the configuration and real-
time status of each device. On the right side is the section for displaying the information of
selected device and its channels with real-time channel status. At the top of the section, there is
the icon legend box that shows the title of each status icon and its color. Below the box are the
channel status block for displaying status icons for all the channels of a selected device, ‘Channel
Information’ of a selected channel, and ‘Device Information’ & ‘Device Network Information’ of a
selected device. The information fields of ‘Device Information’ and ‘Device Network Information’
are updated when a device is selected, and ‘Channel Information’ fields are displayed after a

channel is selected.
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GO Channel Status

Station Channel Stat...

Device [ Al | co [ ston | Ete. | [ L ExcelExport |
| | | | |
Dev Ma. Class Device Type IP Address Firmware Version Location Mode Device State
1 Station LIP-2040L 150.150.150.53 1.1Cd Remote Active =
2 Station LIP-8050 192.168.150.5 A0Dg Lacal Active —
3 Station LIP-7024LD 192.168.150.12 AlLa Local-Rermote Active
4 Station LIP-24D 192.168.150.6 A2Fy Local Active

The main section of the window is a listing of all of the devices of the specific type (CO, Station,

Etc.) and the state of the device. The device list includes:

Table Name Field Name Description
Dev No. is the device sequence number on iPECS Web
Dev No. Admin, and is assigned by MFIM to each registered iPECS
device with a unique sequence number.
Class Classification of the device and may have Station, CO, VSF,

MISC or UCS Server.

Device Type

The name of the device type.

[P Address IP address of the device.
. . Firmware Firmware version of the device.
Device List .
Version

Location of a device configured when registering the device
to the system. There are four location modes of Local,
Remote, Local-Remote, and Remote RSGM.

Location Mode

Device State shows the operation and registration status of

. a device. The states are ‘Disconnected’, ‘Registering’,
Device State n .. . .,
Active’, ‘T-Net’, ‘Downloading’, ‘Out-of Service’ and
‘N/A”.
Channel | Device Netw.. Channel Device

Name MName Walue

Diew Ma. 1 IF Address 150148015053

Device Type LIP-2040L MAC Address 001a¥ea34509

1.1Cd MNAPT IP Address

TI050

Firmware Yersion

CPL Type

Location Mode Remaote

MNumber of Channels 1 ARF Usage an

Device ClassiOrder STAM Reg. Signal Type unicast

Service Switch Marmal T-MNet Req. Type Mot T-Met

Remarks 5325732 20eththdechdef Zone Mumber

hibdc3b6

The table fields of ‘Channel Information’ are different for each device type, while the fields of
‘Device Information’ and ‘Device Network Information’ are same for all device types. The types

and meanings of information fields are as follows.
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Table Name

Field Name

Description

Device
Information

Dev No.

Device No. is the device sequence number on iIPECS Web
Admin, and is assigned by MFIM to each registered iPECS
device with a unique sequence number.

Device Type

The name of the device type.

Firmware Version

Firmware version of the device.

CPU Type

CPU type of the device

Number of
Channels

The number of channels of the device

Device Class/Order

Devices are grouped by their functionality to make
‘Device Class’, and the classes are ‘CO Gateway’,
‘Station’, ‘MISC Gateway’, ‘VSF Gateway’, ‘MCIM
Gateway’, ‘WTIM Gateway’, ‘UCS Server’ and ‘Not
Defined’. ‘Order’ is the order of the device within its
device class.

Service Switch

The position of the service switch on the front panel of
gateway device. The value can be ‘Normal’ or ‘Service’.

Remarks

The ‘Remark’ field value of ‘System & Device IP Address
(PGM 102~103)’ on iPECS Web Admin. This field is for
additional information of each device entered by system
administrator. For iPECS-MG, this field is not supported.

Device
Network
Information

IP Address

[P address of the device

MAC Address

MAC address of the device

NAPT IP Address

This is the WAN side IP address translated by NAPT
router where the remote mode device is installed behind
the NAPT router

Location Mode

Location of a device configured when registering the
device to the system. There are four location modes of
Local, Remote, Local-Remote, and Remote RSGM. For
iIPECS-MGQG, internal slot number is displayed.

ARP Usage

The ‘ARP’ field value of ‘System & Device [P Address
(PGM 102~103)’ on iPECS Web Admin. If this field is set
to ‘ON’, ARP protocol is used to get MAC address for the
packet exchange between local mode device and MFIM. If
this is set to ‘OFF’, the MAC address information
exchanged during registration process is used instead of
using ARP protocol.

Reg. Signal Type

Local mode devices can utilize either of multicast or
unicast signaling for device registration. Multicast
signaling supports automatic configuration and
registration feature for Plug&Play of local mode devices.
Remote and local-remote devices always use unicast
signaling.

T-Net Reg. Type

This field shows the T-Net configuration and registration
status of a device, and the values are ‘Not T-Net’, ‘T-Net
Registered’, ‘T-Net Register Failed’, ‘LM-Registered’ and
‘LM-Register Failed’.

Zone Number

The zone number to which the device belongs. Device
zone number is configured using ‘Device Zone Number
(PGM 436)’ on iPECS Web Admin. For iPECS-MG, this
field is not supported.

105




IPECS NMS User Guide Issue 2.2
Device [ Al | co | staon | Ete. | [ L ExcelEwon | ) use ) oro () Pretisy
|—‘ | | | ‘ | | | | ‘ ‘ C}) ldle O Forward G BaseCon
Diew Mo, Class Device Type IP Address Firrmare Yersion Location Mode Device State Q Out-Ev @ [ f .’i" That
33 co ISDN-PRI G | 18216815041 4.0Ld Local Active 4 e
34 co VOIM24 G 150.150.150.3 E.OEh Local Active 21 2 J3 J4 J5
& & &) &) 5
35 co PSTN-LOOF G4 | 218.51.218.51 1.0Ea Remote R3GM || Disconnected (J B HU\ z ”('f E ”({ (R[S
D B @ B |6as
36 Station SLT G 2185121851 1.0Ea Remote R3GM || Disconnected e B s
37 Station LIP-24D 21851 21851 X 2Ec Remote RSGM || Disconnected B B2 |[E @ |[Ea2s
38 Station LIP-24D 182168122198 A2Fg LocakRemote Active i2s_|[@ar |[@2s |[@2a [ a0
7

The status values of ‘Device Status’ of device list and ‘Channel Status’ of channel status block are

commonly used for all types of devices, and the types and meanings of the values are as follows.

(In case of DECT gateway, ‘Channel Status’ designates the connection status between DECT

gateway and DECT base. If DECT base is connected to DECT gateway, the status displays

‘BaseCon’, and if disconnected, it displays ‘Out-Svc’.)

Field Name Field Value Description
. Previously registered device becomes disconnected from
Disconnected .
the system, and currently not working.
Registering Device registration is proceeding, and not yet completed.
Active Device is registered and working properly.
. T-Net Device on LM is registered to CM through T-Net.
Device Status - - -
. Firmware (software) upgrade is proceeding, and not yet
Downloading

completed.

Out-of Service

IPECS administrator made the device into out-of-service
state using iIPECS Web Admin.

N/A Undefined state
The channel is in use for conversation, seizure, or on
Use
other busy state.
DND The channel is on ‘Do Not Disturb’ state.
Pre-Msg The channel is on ‘Preselected Message’ state.
Idle The channel is not in use.
Channel Forward The channel is on ‘Call Forwarding’ state.
Status BaseCon. DECT Base is connected to DECT gateway
Out-Sve The channel is out of service, or DECT base is not
connected to DECT gateway.
The station device of the channel is locked up after long
Lock-up . .
off-hook time under non—conversational state.
T-Net The device of the channel is registered to CM through T-

Net

12.1.1 CO Device Status

‘CO Device Status’ provides detailed information of CO device/channel information and real-time

device/channel status information.
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GO Ghannel Status | Station Channel Stat.
Device [ All | co | Station | Etc | { Ly Eveel Export | @ Use O DND @ Pre-Msg
\—‘ | | | | | ‘ | | C}) ldle O Fonward G BaseCon
Dev Mo, Class Device Type IP Address Firmware Version Location Mode Device State Q P @ [ '\'i;) e
33 co ISDN-PRIGYW | 182188150 41 4.0Ld Local Active
3 co YOIM24 G 150.150.150.3 E.0Eh Local Active ﬂ': 1 @ 2 @ 3 @ 4 @ 5
35 co PSTM-LOOP GV | 2185121851 1.0Ea Remote RSGM | Disconnected g) 161 |I% :2 ”% ?3 Hg ?4 ”g 1: I
36 Station SLT GW 218.51.218.51 1.0Ea Remote RSGM Disconnected @ 15 ”® 17 ”@) 15 H@ 19 ”® 20 |
37 Station LIP-24D 21851 218.51 ®.2EC Remote RSGM | Disconnected B |[Ez B B @ |
38 Station LIP-24D 192.168.122.196 4.2Fg LocakRemote Active 26 |27 [z [Edes a0 |
39 Station LIP-7024D 192.168.91.203 ADE] Remate Outaf_Senice ™ EE——
40 Station LIP-7008D 192.168.100.204 A.0Ev Remaote Disconnected
Iy Statian uCs-Client 61.41111.76 B.68f Remote Discannected Mame Value
42 Station LIP-T016D 192.168.2.190 1.0di Remote Disconnected OO G [
43 vaF VEF GV 150.150.150 2 4.08¢ M Disconnected =0 Mame
11 co VOIP G 150150150 2 408 R Out of_Senice COTRE DD
15 MISC MISC Gt 150150.150.2 568K Local Active €0 Group Humber !
a6 co PSTR-LOOP GV | 150.150.140 55 ADGY Remote RSGM | OUt-of_Benvice Status tdle
47 Station SLT oW 150.150.140.55 ADGg Remote RSGM Disconnected
18 Station LIP-8002E 150.150.136.145 1.0Bk Remate Active
13 Station FG-Phone 0.00.0 4140 Remate Disconnected |

‘Channel Information’

on the right side of the page displays detailed information of a device

channel selected in channel status block. The types and meaning of the information fields are as

follows.
Table Name Field Name Description
CO Channel Tndex This ind.ex number is assigned t.o the chapnels of ‘CO’
type devices. It also has the meaning of CO line number.
Name of the CO channel that is configured in ‘CO Name
CO Channel CO Name Assign’ field of ‘CO/IP Attribute (PGM 140~142)’ on
Information IPECS Web Admin.
CO Type CO type of the channel that has one of the values of
‘Normal’, ‘DID’ or ‘TIE’.
CO Group Number CO group number to which the CO channel belongs.
Status Status of the CO channel

For iPECS-MG, the types and meaning of the fields are as follows.

Table Name Field Name Description
CO Channel Tndex This index number is assigned to the channels of ‘CO’
type devices. It also has the meaning of CO line number.
CO Line Type (Mode) CO_ line type and‘ mcorr}lrlg’/o‘utgom_cc,J rr’lo‘de of, the channel,
which may have ‘Incoming’, ‘Outgoing’, ‘Both’.
CO Channel . CO type of the channel that has one of the values of
. CO Service Type ) . ,
Information Normal’, ‘DID’.

CO Group Number

CO group number to which the CO channel belongs.

Status

Status of the CO channel

Tenant Number

Tenant number to which the CO channel belongs.

Zone Number

Zone number to which the CO channel belongs.
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12.1.2 Sta

‘Station Device Status’ provides detailed information of station

tion Device Status

device/channel configuration and

real-time device/channel status information.

C0 Channel Status Station Channel Stat...

Device [ Al | co [ staton | Ete | [ [ay ExcelExpor | ©) use € oo € Fre-iis
|—| | | | | ‘ ‘ ‘ | ‘ | C‘) Idle O Forward G BaseCaon
Dev Mo Class Device Type IPAddress Firrmweare VMersion Lacation Mode Device State Q —— @ Tt '\'i‘/ e
1 Station LIP-20400L 160.150.160.53 1.1Cd Rermaote Active E: =
2 Station LIP-2050Y 192.168.1580.5 AODg Local Active () 1
3 Station LIF-7024LD 192.168.150.12 A0La Local-Remate Active Device Device Metw...
4 Station LIP-24D 192.168.150.6 A2FY Local Active Narme value
5 Gtation LIP-2040L 160.150.150.65 H1Ed Lacal Active Station Channel Index 4
8 Station LIP-70240 192168123158 1.0Ha [R1E Disconnected Station Murmber 4630
7 Station LIP-2050% 192.168.150.9 AlEe Local-Remote Active Station Marme SCLEE IPP
8 Station LIP-8040L 192.168.150.10 H.1Bg Lacal-Remate Active Status \dle B
el Gtation LIP-2050v 19216815016 A.0DT Local-Remote Active
10 Station LIP-70240 160.150.150.28 AlkKe Local Active
11 Station LIP-20400L 192.168.150.45 ®1Bgy Local-Remate Active
12 Station LIP-8040L 61.41.109.223 H.1Bg Remate Discannected
13 Gtation LIP-70240 192.168.150.38 AOKd Local-Remote Active
14 Station LIP-240 192.168.122.204 AZFI Lacal Active
15 Station LIP-8050% 192.168.67.172 A.ODh Rermaote Discannected
16 Station LIP-8024D0 192.168.14015 1.1A7 A Discannected
17 Station LIP-70080 192.168.140.37 ADER [R1 Disconnected =

‘Channel Information’ displays detailed information of a device channel selected in channel status

block. The types and meaning of the information fields are as follows.

Table Name Field Name Description
Station Channel Tndex This 1nde.x number is assigned to the channels of ‘Station
type devices.
Station Station Number The station number of the channel.
Channel Station Name Name of the station channel that is configured in ‘Station
Information Name Display’ on iPECS Web Admin.
Status of the station channel (refer to ‘Channel State’
Status table)

For iPECS-MQG, the types and meaning of the fields are as follows.

HolE | g 7 9
Station Type Station type of the channel.
Tenant Number Tenant number of the channel.
Station Zone Number Zone number of the channel
Channel . The extension number used as prime number for the
. Prime Number
Information channel.
Hot Desk Login The extenstion number of hot desk if the hot desk is
Number logged in on the channel.
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Station Call Forward
Uncanditional Call Forward : Station
Mumber4630

Preset Call Forward

e

If the station or CO status is ‘Forward’, the forward configuration can be displayed by clicking on

the ‘Status’ field.

12.1.3 Other (Etc.) Device Status

‘Other (Etc.) Device Status’ provides device/channel configuration and real-time device/channel

status information of the other devices than CO or station devices.

C0 Channel Status Station Channel Stat...

Device [ All ‘ [+0] | Station | Etc ‘ [ sy Escel Export | @ Use O DND @ Pre-tsg
L] | Il i |l i | W@ we () Forwars () Basecan.

Dev Mo Class Device Type IF Address Firmware Version Location Mode Device State Q P @ T '\D =

42 Station LIP-70160 192.168.3.190 1.0Ji Remote Disconnected [+

43 VSF YEF G 160.150.150.2 408 NI Disconnectad 1 G2 3 0 4

44 co WOIP G 140.150.150.2 4.0 [ Qut-of_Service Device Device Metw...

45 MISC MISC Gitd 160.150.150.2 a.6AK Local Active Marme walue

48 Co PSTH-LOOP G | 150.150.140.55 A0Go Remote RSGM OQutof_Service Davice Channel Index 7

47 Station SLT G\ 160.150.140.55 ADGo Remote RSGM Disconnected Status 1dle

48 Station LIP-B002E 150.150.136.145 1.08k Rermate Active

43 Gtation FC-Fhone 0.0.0.0 4.12b Remote Disconnected

a0 Station WIT-30120 19216810101 1.0Bh Remote Disconnected

a1 Station LIP-7008D 192.168.140.36 ADEj A Discannected

52 Station LIP-8024D0 192.168.131.50 Hicd [ Discannected

53 Gtation LIP-70160 61.41.111.74 1.0Ji Remote Active

54 Station LIP-2050Y 192.168.2.199 1.0Bn Remote Active

55 Station LIP-8050% 115.161.159.177 1.0Bn A Discannected

56 co FSTN-LOOP GWY 182.168.1.100 AOGK Rermote REGM Discannected

a7 Station SLT G 1921681100 ADGK Remote REGM Disconnected

58 Station LIP-70080 192.168.1.100 AOER Remote RSGM Disconnected v

‘Channel Information’ displays detailed information of a channel selected in channel status block.

The types and meaning of the information fields are as follows.

Table Name Field Name Description

This index number is assigned to the channels of other
devices than ‘CO’ or ‘Station’ type devices. ‘Etc.” type
channels maintain separate index numbering sequence for
different type of devices.

Other (Etc.) | Device Channel Index
Channel

Inf i i
nformation Status of the device channel (refer to ‘Channel State’

Status table)

If a BRIB of iPECS-MG is used for both extension and trunk, that BRIB is displayed in ‘Other (Etc.)

Channel Information’.
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12.2 CO Channel Status
The main section of the CO channel Status view shows all CO channels registered to the iPECS
system selected in ‘Registered Devices’. Each channel of all CO/IP devices (PSTN, PRI, BRI, and
VoIP modules) is represented graphically with icons indicating the real-time status of the channel.
The right side of the screen shows the channel information and the Device and Network
Information for the highlighted CO channel as in the Device Based Status view. To open this page,

click [CO Channel Status] tab under ‘Status’ sub—menu.

Device Based Status O Channel Status Station Channel Stat...

) 1 ) 2 )3 @) 4 @) s @s @7 @s ‘W vse €) ono € Pre-tisg
@g @10 @” @12 @13 @” @15 @15 @\dle QForward @Elaseoon. I
@ 17 @ 18 @ 18 @ 20 @ 21 @ 22 @ 23 @ 24 O Out-Sve 6 Lock-up @ T-Met

0z (0= [0z [0= |02 ([@0» [ :
All
Device Device MNetw
Mame Walug
C0O Channel Index 1
CO Mame
CO Type [s[s]

CO Group Mumber 1
Status Idle

‘Channel Information’ on the right side of the page displays detailed information of a channel
selected in channel status list in the middle, and ‘Device Information’ and ‘Device Network
Information’ display their corresponding device information. The information fields of ‘Device
Information’ and ‘Device Network Information’ are updated when a channel of the device is
selected, and ‘Channel Information’ fields are displayed after the channel is selected. Each channel
status button displays the status of the channel as well as the corresponding CO device type.
Channel status is displayed using the nine icons shown in the icon legend box, and the CO device

type is displayed with the four colors to designate the types of ‘“VOIP?, ‘PRI’, ‘BRI’, and ‘PSTN".

Device Baged Status 0 anne atus Station Channel Stat...

@ @ @ > @4 @s @ 6 @ 7 @ s ©) use € ono () Pre-sg
@9 @10 @11 @12 @13 @14 @15 @15 @ldle QFU,WEM @Basec“
@ 17 @ 14 @ 19 @ 20 @ i @ 22 @ 23 @ 24 O Out-Sue 6 Lock-up @ T-Met

All
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In order to show the CO channels of a specific CO type, click the corresponding CO type button,
and to show all the CO channels again, click [All] button.

12.3 Station Channel Status

The main section of the ‘Station channel Status’ view shows all station channels registered to the
iPECS system selected in ‘Registered Devices’. Each channel of all stations is represented
graphically with icons indicating the real-time status of the channel. The right-side of the screen
shows the channel information and the Device and Network Information charts for the highlighted
station channel as in the Device Based Status view. To open this page, click [Station Channel

Status] tab under ‘Status’ sub—menu.

Device Based Status C0O Channel Status

(e [ ns2 K}TWW £ ) use ) oo (D Fre-tisg
1162 2 2 @ Idle 6 Forward @ BaseCon.
1804 1808 O Out-5ve @ Lock-up @ T-Met

Al ST
2418
2507
Device Device MNeta
Marme Value
Station Channel Index 388
() a00s ) 3012 Station Number 1158
@302 (O () 303 ——— 1950
3023 (James | s | )30 Status Idle
(s | Jsoaz | ) s0m

( Jsose | soss | soan |Cososs | Jsoss  |( ) sosr 3051

(Jsosz | )sosz  |(Jsoss  [()soss | )sose  |()sosr  [()soss () soss

(Jaoen | zosn  |C)aoez  [( )aoes [ Jsoes  |( Jaoes  |()aoes () aoer

(Jsoee | )soss  |(osoro  [()som [()sorz  [()sors [ )sors () sors

(Jsore |Cgsorr |Cosore  [(sors [(Jaoso  [(gaeer [ amez [ jsmez 5

‘Channel Information’ on the right side of the page displays detailed information of a channel
selected in channel status list in the middle, and ‘Device Information’ and ‘Device Network
Information’ display their corresponding device information. The information fields of ‘Device
Information’ and ‘Device Network Information’ are updated when a channel of the device is
selected, and ‘Channel Information’ fields are displayed after the channel is selected. Each channel
status button displays the status of the channel as well as the corresponding station device type.
Channel status is displayed using the nine icons shown in the icon legend box, and the station
device type is displayed with the seven colors shown at the top of the screen to designate the
seven types of ‘IP-Phone’, ‘SoftPhone’, ‘SLT’, ‘DKT’, ‘DECT’, ‘DSS’ and ‘SIP’. For iPECS-MG,

‘ISDN’ type is added to the station device types.
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Device Based Status C0O Channel Status Station Channel $ta...

) ono
o Forward
6 Lack-up

In order to show the station channels of a specific station type, click the corresponding station

type button, and to show all the station channels again, click [All] button.
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13. System Call Statistics

‘Call Statistics’ provides functions to analyze statistic information from call traffic and SMDR
(Station Message Detail Recording) data, and also provides DECT statistics information. The pages

for these features can be viewed by clicking [Call Stat] sub—menu under ‘System’ menu.

13.1 Call Traffic Analysis

‘Call Traffic Analysis’ provides the call traffic statistics of iIPECS system in tabular and graphical
format. There are some differences between call traffic information of iIPECS-LiK system and that
of iIPECS-MG system. The Call Traffic Analysis page will be changed according to the system
selected in ‘Registered Devices’. ‘Call Traffic Analysis’ page can be viewed by clicking [Traffic

Analysis] tab under ‘Call Stat’ sub—menu.

13.1.1 iPECS-LiK System Traffic Analysis

For iIPECS-LiK system, call traffic information for each traffic type of attendant call, completed

call, CO group call, and voice malil service request are provided.

£ Comman = sSwitch English |~ | £ Log-out
Registered Devices
¥ [ Groups Traffic Config SMOR Analysis SMOR Statistics DECT Statistics
¥ [ HQ Group = -
Selected System |Wain System Graph Type m Graph Subject | Completed Call n E Configur ation
[ L& Main System
& 3ales Systern Chart | & Load Data |

LA Custormer System Traffic Type

M B completed cail

¥ [ Branch Group Completed Call [~

Report Type
= Hourly | "
; I l I
N — L Report Period

Today |v

fEBranch System

o1 0z 3 4 5 & 7 g 9 10 M 12 13 44 15 16 47 18 19 20 21 22 23

Year Marth Day Hour Cormpleted Call

2012 2 28 [i} i} -

MOROR R R R
I
@
@ @ e W o
0 5 o o o -

In order to load call traffic data, ‘Selected System’, ‘Report Type’, and ‘Report Period” should be
selected. For ‘Attendant” or ‘CO Group’ in ‘Traffic Type’ field, attendant list or CO group list is
additionally provided as ‘Graph Subject’ and one of them should be selected. After configuration,
click [Load Data] button to retrieve call traffic data of the selected conditions. The types and

meaning of the information fields are as follows.
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Table Name Field Name Description

Selected for loading call traffic data of a specific attendant

Attendant calls, and attendant list is provided for the selection of a

Traffic Type

specific attendant as an additional parameter.

Completed Call

Selected for loading call traffic data of completed calls, and
additional parameter selection is not needed.

CO Group

Selected for loading call traffic data of a specific CO group
calls, and CO group list is provided for the selection of a
specific CO group as an additional parameter.

Voice Mail

Selected for loading service request information of voice
mail, and additional parameter selection is not needed.

Report Type

Daily

Selected for loading daily traffic information. If ‘Daily
Report” is configured in ‘Traffic Configuration’ for the
selected system, ‘Last 7 Days’ and ‘Last 4 Weeks’ traffic
data can be retrieved that has been stored since the
configuration was made.

Hourly

Selected for loading hourly traffic information. For this type
of report, “Today’ and ‘Yesterday’ can only be selected on
‘Report Period’ because hourly traffic information is not
accumulated on a daily basis.

Report Period

Today

Selected for loading call traffic data of the day (‘today’).
Both ‘Daily’ and ‘Hourly’ report types are available for this
type of period.

Yesterday

Selected for loading call traffic data of the previous day
(‘yesterday’). Both ‘Daily’ and ‘Hourly’ report types are
available for this type of period.

Last 7 Days

Selected for loading call traffic data for last 7 days. This
choice becomes available (enabled) when ‘Daily’ report
type is selected, and the traffic information that has been
stored since the ‘Daily Report’ configuration was made is to
be retrieved.

Last 4 Weeks

Selected for loading call traffic data for last 4 weeks. This
choice becomes available (enabled) when ‘Daily’ report
type is selected, and the traffic information that has been
stored since the ‘Daily Report’ configuration was made is to
be retrieved.

After loading call traffic data, corresponding graph and table are displayed. The types and

meanings of the table fields of each traffic type are as follows.

Table Name Field Name Description
The year of the date when the traffic data of the item has
Year
been accumulated.
The month of the date when the traffic data of the item has
Month
been accumulated.
The day of the date when the traffic data of the item has
Day
Attendant been accumulated.
Hour The hour of the traffic data item, and it has meaning only
when ‘Report Type’ is set to ‘Hourly’.
Total number of calls, except group & recalls, routed to the
Total-C
attendant.
Ans-C Total number of calls answered during the Analysis period.
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Total number of calls abandoned before answer by the

Abdn-C attendant (does not include calls abandoned while on hold).
Held-C Total number of calls placed on hold by the attendant.
H-Abdn Total number of calls abandoned while on hold.
. Total time the attendant was available to handle new calls
Avail-T
between one call and the next one.
Talk-T Total time the attendant was active on calls.
Held-T Total time the attendant had calls on hold.
NoAns—D Average time calls were ringing or in queue for the
attendant before abandoned.
Ans-D Average time calls rang before answer by the attendant.
The year of the date when the traffic data of the item has
Year
been accumulated.
The month of the date when the traffic data of the item has
Month
been accumulated.
Completed Call Da The day of the date when the traffic data of the item has
Y been accumulated.
Hour The hour of the traffic data item, and it has meaning only

when ‘Report Type’ is set to ‘Hourly’.

Completed Call

Number of completed calls.

The year of the date when the traffic data of the item has

Year been accumulated.
The month of the date when the traffic data of the item has
Month
been accumulated.
Da The day of the date when the traffic data of the item has
Y been accumulated.
Hour The hour of the traffic data item, and it has meaning only
" when ‘Report Type’ is set to ‘Hourly’.
CO Group CO/IP group number.
CO Group - - -
. Total number of times CO/IP lines in the group were used
Total Seizure
for any call.
. Total number of incoming calls answered for CO/IP lines in
In-Seizure
the group.
. Total number of outgoing calls attempted on CO/IP lines in
Out-Seizure
the group.
Grp-Overflow | Total number of times group—-overflow had been occurred.
All-CO-Busy Tptal time that all CO/IP lines in the group were
simultaneously busy.
The year of the date when the traffic data of the item has
Year
been accumulated.
The month of the date when the traffic data of the item has
Month
been accumulated.
Da The day of the date when the traffic data of the item has
Voice Mail Y been accumulated.
Hour The hour of the traffic data item, and it has meaning only
when ‘Report Type’ is set to ‘Hourly’.
Total number of voice mail service requests including both
Requested . .
cases of service success and denial.
Denied Total number of denied voice mail service requests.
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Selected System |Wiain Syster Graph Type ||gfl |35i| Graph Subject | Completed Call -

Chart

:

o 1 2 3 E} ] & 7 a8 a m M 12 12 14 15 16 17 18 19 20 21 22 23

After loading call traffic data, various types of graphs can be display by changing the selection of
‘Graph Type’ and ‘Graph Subject’. The selection change is applied to the graph at the moment the
selection is made. The items in ‘Graph Subject’ change according to the selection of ‘Traffic Type’
(Attendant, Completed Call, CO Group, Voice Mail), and ‘Graph Component’ changes according to

the selection of ‘Graph Subject’. This dependency is summarized below.

Traffic Type Graph Subject Description Graph Component
Total Call Calls routed to the attendant Total Call
(except group & recalls) Abandoned Call
Calls held by the attendant Total Held
Held ol Held-Abandoned
Attendant Call times for . each attendant Available Time
Call Time status (talk, held, idle) between Calls
Talk Time
Held Time

Delay time for answered or Answer Delay

Answer Delay

unanswered calls

No-Answer Delay

Completed Call

Completed Call

Number of completed calls

Completed Call

Number of line seizures of the

Total Seizure

CO Group group for each type (total, Incoming Seizure
Usage incoming, outgoing, overflow) Outgoing Seizure
CO Group
Group Overflow
All CO Busy Total time thgt all CO/IP lines in the All CO Busy
group were simultaneously busy
Voice Mail Voice Mail Number of voice mail (VSF/VMIM) Reque_sted
requests/denials Denied

13.1.2 iPECS-MG System Traffic Analysis

For iIPECS-MG system, call traffic information for extensions and trunks are provided. Before
loading call traffic data, ‘Selected System’, ‘Report Type’, ‘Report Period’, ‘Statistics Type’ and
‘Direction’ should be configured, and depending on the ‘Statistics Type’, additional fields may need

to be configured. The types and meanings of the fields are as follows.

Table Name Field Name Description
. Selected to retrieve data for incoming or outgoing station
Station ) .. ., ,
. calls. Available statistics type is “Tenant’.
Traffic Type - - - -
co Selected to retrieve data for incoming or outgoing CO calls.
Available statistics types are ‘Call Type’ and ‘CO Group’.
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Report Type

Daily

Selected for loading daily traffic information. If ‘Daily
Report’ is configured in “Traffic Configuration’ for the
selected system, ‘Last 7 Days’ and ‘Last 4 Weeks’ traffic
data can be retrieved that has been stored since the
configuration was made.

Hourly

Selected for loading hourly traffic information. ‘Today’ and
‘Yesterday’ can only be selected on ‘Report Period’
because hourly traffic information is not accumulated on a
daily basis.

Report Peirod

Today

Selected for loading call traffic data of the day (‘today’).
Both ‘Daily’ and ‘Hourly’ report types are available for this
type of period.

Yesterday

Selected for loading call traffic data of the previous day
(‘yesterday’). Both ‘Daily’ and ‘Hourly’ report types are
available for this type of period.

Last 7 Days

Selected for loading call traffic data for last 7 days. This
choice becomes available (enabled) when ‘Daily’ report
type is selected, and the traffic information that has been
stored since the ‘Daily Report’ configuration was made is to
be retrieved..

Last 4 Weeks

Selected for loading call traffic data for last 4 weeks. This
choice becomes available (enabled) when ‘Daily’ report
type is selected, and the traffic information that has been
stored since the ‘Daily Report’ configuration was made is to
be retrieved.

Selected to retrieve station statistics for each tenant.

Tenant L . .
(Additional input field : Tenant number)
Statistics Type Call Type Selected to retireve statistics data for CO call types.
Selected to retrieve statistics data for each CO group.
CO Group L . . .
(Additional input field : Co group number)
Selected to retrieve data for outgoing call from station or
Outeoin CO. For Station Report, ‘Station — CO’ or ‘Local’ can be
gome selected as the additional direction information. For CO
. . Report, ‘Station — CO’ or ‘CO — CO’ can be selected.
Direction - - - -
Selected to retrieve data for incoming call to station or CO.
. For Station Report, ‘CO — Station’ or ‘Local’ can be
Incoming

selected as the additional direction information. For CO
Report, ‘CO — Station’ or ‘CO — CO’ can be selected.

Table fields for each combination of traffic type and direction are as follows.

Traffic Type . . L.
. _yp / Field Name Description
Direction
Year The year when the traffic data was logged
Month The month when the traffic data was logged
Day The day when the traffic data was logged
. The hour when the traffic data was logged. This column is only
Station / Hour . o
. meaningful If the Hourly Report Period is selected.
Outgoing
DROPCALL Total number of dropped calls in conversation
HOLD Sum of the connection holding time of each call
AVGHOLD Average holding time
CCRATE(%) Call Completing Rate. CCRATE is calculated by the following

117




iIPECS NMS User Guide

Issue 2.2

formula.
CCRATE = ANSER / ATTEMPT * 100 (%)

Traffic density. Erlang is calculated by the following formula.

TRAFFIC Erlang = (Average Hold Time x Total Number of Calls) / 3600
(Erlang) second
ATTEMPT Total number of calls attempted by calling station (off-hook)
NTR Total number of calls translating called number
ALERT Total number of calls sending ring to called station
ANSWER Total number of calls answered by called station
RELEASE Total number of calls completed (on-hook)
Year The year when the traffic data was logged
Month The month when the traffic data was logged
Day The day when the traffic data was logged
Hour The hour when the traffic data was logged. This column is only
meaningful If the Hourly Report Period is selected.
DROPCALL Total number of dropped calls in conversation
HOLD Sum of the connection holding time of each call
Station / AVGHOLD Average holding time
Incoming Call Completing Rate. CCRATE is calculated by the following
CCRATE(%) formula.
CCRATE = ANSER / ATTEMPT * 100 (%)
Traffic density. Erlang is calculated by the following formula.
TRAFFIC Erlang = (Average Hold Time x Total Number of Calls) / 3600
(Erlang)
second
ATTEMPT Total number of calls ringing to called station
ANSWER Total number of calls answered by called station
RELEASE Total number of calls completed (on-hook)
Year The year when the traffic data was logged
Month The month when the traffic data was logged
Day The day when the traffic data was logged
Hour The hour when the traffic data was logged. This column is only
meaningful If the Hourly Report Period is selected.
DROPCALL Total number of dropped calls in conversation
HOLD Sum of the connection holding time of each call
AVGHOLD Average holding time
CO / Outgoing Call Completing Rate. CCRATE is calculated by the following
CCRATE(%) formula.
CCRATE = ANSER / ATTEMPT * 100 (%)
Traffic density. Erlang is calculated by the following formula.
TRAFFIC Erlang = (Average Hold Time x Total Number of Calls) / 3600
(Erlang)
second
ATTEMPT Total number of calls seizing a CO
ALERT Total number of calls attempting alerting to called CO
ANSWER Total number of calls answered by called station
RELEASE Total number of calls completed
Year The year when the traffic data was logged
. Month The month when the traffic data was logged
CO / Incoming .
Day The day when the traffic data was logged
Hour The hour when the traffic data was logged. This column is only
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meaningful If the Hourly Report Period is selected.

DROPCALL

Total number of dropped calls in conversation

HOLD

Sum of the connection holding time of each call

AVGHOLD

Average holding time

CCRATE(%)

Call Completing Rate. CCRATE is calculated by the following
formula.

CCRATE = ANSER / ATTEMPT * 100 (%)

TRAFFIC
(Erlang)

Traffic density. Erlang is calculated by the following formula.
Erlang = (Average Hold Time x Total Number of Calls) / 3600

second

ATTEMPT

Total number of calls attempting a call

NTR

Total number of calls translating called number

ALERT

Total number of calls sending ring to called station

ANSWER

Total number of calls answered by called station

RELEASE

Total number of calls completed

There are five types of graph subjects such as ‘Dropped Call’, ‘Hold Time’, ‘Call Completion Rate’,

‘Traffic Density (Erlang)’ and “Call State’. Graph Components varies depending on the graph

subject selection as follows.

Graph Subject Graph component
DROPCALL DROPCALL
HOLD
HOLD(sec)
AVGHOLD
CCRATE(%) CCRATE(%)
TRAFFIC(Erl) TRAFFIC(Erl)
ATTEMPT
NTR
Call State ALERT
ANSWER
RELEASE

13.2 Call Traffic Configuration

iPECS-NMS may be configured to automatically retrieve and store call traffic data (‘Daily Report’

data of ‘Traffic Analysis’) on daily basis. ‘Call Traffic Configuration’ is for configuring this daily

collection of call traffic data, and its configuration page can be viewed by clicking [Traffic Config]

tab under ‘Call Stat’ sub—menu.

Traflic Analysis SMDR Analysis

SMDR Statistics DECT Statistics

| Save Changes

Mo System Mame IP Address [] Daily Report
1 Branch Systern 192.166.123.103 +~
2 Customer Syster 182.168.123.85 O
3 hlain System 150.150.140.2 [}
4 Sales System 150.150.131.91 |

To enable retrieval and storage of traffic statistics, click the check box in the ‘Daily Report’ field
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of the desired system. After configuration, click [Save Changes] to save and apply selections.

13.3 SMDR Analysis

‘SMDR Analysis’ provides the means to analyze SMDR data downloaded from a registered iPECS

system applying various search and sort operations. The page for this feature can be viewed by

clicking on the [SMDR Analysis] tab under the ‘Call Stat’ sub—menu.

iPECS NMS 3 Common |5 =2 gwitch

[ Engion |~ J{ 1R Log-out

Registared Devices iPECS.-600 150 .2 5 Mo W10

Traffic Analysis _ SMDR Statistics DECT Statistics
¥ [ HQ Graup
Selected System Main Systern SMDR File File Uploaded: LIK_smdr_data.slk I Browse. I Clear

Wain Syst
ANaln Systern [ Load Dala | [ Download smOR Fite | | | [ s Escel Expon |

¥ [ Groups

FHsales Systermn

FACustomer System
¥ [ Branch Group Na Station co Call Time Date Time Call Type Dialed Mo Ring Time
& Branch System i 61 g9 00:00:12 2009-06-02 15:44:00 Incoming Call () o0:00:31
2 2161 a3 00:02:02 2008-06-04 09:18:00 Incaring Call Iy an:00:01
3 2162 a0 00:00:12 2009-06-03 11:27:00 Outgaing Call (0) 01056110 an:00:00
4 2162 a0 00:00:33 2009-06-03 11:28:00 Outgoing Call (0) 401056110405 n:00:00
5 2162 a0 00:04:49 2009-06-04 10:22:00 Incoming Call Iy 000015

The field values of ‘Selected System’ and ‘SMDR File’ are configured and the corresponding data
is loaded in ‘SMDR Analysis’ menu. Statistics graph and table provided in ‘SMDR Statistics’ menu
are based on the loaded data from ‘SMDR Analysis’.

The target system for SMDR analysis should be selected first by clicking the system in
‘Registered Devices’, and the selected system will be displayed in ‘Selected System’ field. Then,
‘SMDR File’ field should be set by clicking [Browse ...] button to select an SMDR file. SMDR data
is read from the file into iPECS-NMS local database when the SMDR file is selected.

Selected System |Main Systern | SMOR File |Fi|e Uploaded: LIK_smmdr_data sk | [ Browse... | [ Clear

[ Load Data | [ Downloa sMDRFIe | | | [ & Excel Bxport |

By clicking [Load Data] button, SMDR file can be downloaded from the selected system and stored
into iPECS-NMS local database..

Traffic Analysis Traffic Config SMDR Statistics DECT Statistics
Selected Systermn |Mam System ‘ SMDR File |F\|e Uploaded: LIK_smdr_data.slk | [ Browse... | [ Clear
Load Data | [ Download SMDR File ‘ | | l |5y Execel Export
2167 132 2008-06-03 Incoming Call (1) -
Mo Station co Call Time Date Tirme Call Type Dialed No. Ring Time
1 2167 132 00:00:24 2008-06-03 09:30:00 Incaming Call (I 00:00:04
2 2167 132 00:0z:09 2008-06-03 11:20:00 Incaming Call (I 00:00:03
3 2167 132 00:10:20 2008-06-03 14:22:00 Incaming Call (I 00:00:03
4 palr 132 00:0z:29 2009-06-03 18:27:00 Incarming Call (I 00:00:05

After reading the SMDR file data into the local database, IPECS-NMS may perform search
operation using the search options corresponding to each SMDR column field. The resulting SMDR
records are displayed in the SMDR data list.

The type and meaning of ‘Call Type’ field is as follows.
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Field Type

Field Value

Description

Normal Calls

Incoming Call (I)

Incoming call to iPECS system from external caller

Transfer of Incoming
Call ()

Incoming call to iPECS system was answered, and
then transferred

Outgoing Call (O)

Outgoing call from 1PECS system

Transfer of Outgoing
Call (T)

Outgoing call was answered, and the caller transferred
the call

Station Call (E)

Calls between 1PECS system extensions

Abandoned
Calls

When Ringing to a
Station (R)

While a station was ringing for an incoming call, the
caller dropped the call before the station answers

When Ringing to a
Station Group (G)

While a station group was ringing for an incoming call,
the caller dropped the call before the station answers

When under (Transfer)
Hold State (H)

The call was dropped while it was placed in hold state
(including transfer hold)

After loading the SMDR file data, search operations can be performed afterwards with various

search conditions. When modifying a search field value, new search is performed immediately and

the result is displayed in the SMDR data list.

By clicking [Download SMDR File] button, SNMR file can be downloaded from the selected system

and stored in the user’s PC.

13.4 SMDR Statistics

‘SMDR Statistics’ provides additional presentations of the results from the most recent SMDR

Analysis. Results are provided in graphical and tabular formats. After completing an analysis, this

page can be viewed by clicking [SMDR Statistics] tab under “Call Stat’ sub—menu.

Traffic Analysis Traffic Config SMDR Analysis

DECT Statistics

Selected Systern | Wain Svstern Graph Type [|gll| 44| ®-Asis | Station | ‘tAds [MooofCalls |+

Chart

Data

20
5 -tIIl-IllI“IIlIIl'll'l-“'lJI.-l,III'-'-I' 'I-l-'l|l|l|-|-l.||“|| ||-||l| .II.-.I|.II-II_I|I|||

Station

] Station

Mo. of Calls Call Time Ring Time

Cost

2181
2182
2167
21748

A

2 00:02:14 00:00:32
5 00:10:.06 00.00:17
20 01:13:16 00:00:50
25 00:35:53 00:02:09

oo
Juli}
i}

oo

AL

2]

‘SMDR Statistics’ provides graphs and tables based on the data from the SMDR data from ‘SMDR
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Analysis’, and so if data search was performed in ‘SMDR Analysis’, the search result will be used
for the graphs and tables of ‘SMDR Statistics’.

‘Selected System’ field cannot be changed here, but just show the system configured and used in
‘SMDR Analysis’. (These fields can only be changed in ‘SMDR Analysis’ menu.)

The combo-box and left/right arrow buttons in ‘Table Page’ can be used to select a specific page,
and ‘Line Graph’ and ‘Column Graph’ icons are for changing the type of graph. Graphs and tables
are generated based on the selection of X-Axis component (Station, CO, Date, Time). Graph is
drawn for the Y-Axis component (No of Calls, Call Time, Ring Time, Cost) of the selected X-Axis

component, and table shows all the Y-Axis components for the X-Axis component.

Selected System | Wain System Graph Type Jﬂ[% Hhwis  |Co > | Ais [Mo.oofCalls |+ ]
Chart
10
8
=
1
EY
o
aog
&
o | l l l
O 13 132 A3 1E 0 1z 1k 8 1 2o 22 24 ¥ 28 3 323 3 30 W 1 LT L - <A ) & 51 54 & 89 @l 93 102 104 N6 11E 120 122 124 126
1 131 133 7 1= 13 15 17 139 21 23 25 19 2 31 03 21 28 ¥ M 35 3 AT e U3 B 5 50 53 63 k] @ 92 95 103 105 17 119 121 123 125 127
co

If user wants to generate various combinations of graphs and tables, click one of the X-Axis
component buttons (‘Station’, ‘CO’, ‘Data’, ‘Time’) and then one of the Y-Axis component buttons
(‘No of Calls’, ‘Call Time’, ‘Ring Time’, ‘Cost’). When the selection is changed, the result is

displayed immediately in the graph and table.

13.5 DECT Statistics

The DECT Statistics screen provides DECT statistics information such as traffic, call, end—of-call,
cell, RF access, and station statistics of a DECT device as well as the statistics information for all
the DECT stations registered to an MFIM(MPB). The pages for this feature can be viewed by

clicking [DECT Statistics] tab under ‘Call Stat’ sub-menu.

iPECS NMS [F=Spesmm

| B2 switch

IFStat | IPECS Trafic | Maintenance English ﬂ £ Log-out

5 9

¥ [ Groups Traffic Analysis | Traffic Corfig | SMDRAnalysis | SMDR Statisties | UEaf
¥ [ HQ Group MFIM DECT Device

Registered Devices + f o

LAMzin System

L285ales Systemn

TR Custome: System do syt
v [ Branch Group & Load CurrentData_| | | [ Load Existing Data | | | [clearstatistics | [ [ Excel Expart

Station Taotal Call Call Drop Terminal Mo Res| Codec Unavailable

[A&Branch System
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DECT statistics can be classified into two parts. One is the statistics information collected and
managed by MFIM(MPB), and provides statistics information for all the DECT stations registered
to the MFIM(MPB). The other one is the statistics information collected and managed by each
DECT device (WTIM or WTIB), and provides various statistics information such as traffic, call,
end-of-call, cell, RF access, station statistics of a DECT device.

As the first step, the target system for DECT statistics should be selected using ‘Registered
Devices’, and then either of [MFIM] or [DECT Devicel can be selected in order to specify
whether the information collected by MFIM(MPB) or the information from DECT device is to be

used for data retrieval.

The types and meanings of the statistics information provided by ‘MFIM(MPB) Statistics’ and

‘DECT Device Statistics’ are as follows.

Table Name Field Name Description

This provides the statistics data of the number of total
All DECT Station | and abnormal calls for all the DECT stations registered

Statistics to an MFIM(MPB). The statistics data are collected and
managed by MFIM(MPB).

MFIM Statistics

This provides the statistics data of the wireless hold

Traffic Statistics time and traffic density of a DECT device.

This provides the statistics data of incoming and

Call Statistics outgoing calls for each cell.

End-of-Call This provides the statistics data of normal and abnormal
DECT G/W Statistics enc} of cal%s for each c<.311.'
. Lo This provides the statistics data of the frequency usage
Statistics Cell Statistics
for each slot of a selected cell.
RF Access This provides the statistics data of channel access,
Statistics handover, and their loads (%) for each cell.

This provides the information for normal & abnormal
Station Statistics | end of calls and the last cell where a DECT station has
been most recently located.

‘MFIM(MPB) Statistics” information is retrieved directly from MFIM(MPB) because its data are
collected and managed in MFIM(MPB). However, because ‘DECT Device Statistics’ data are
collected in each DECT device, the data should be sent from DECT device to MFIM(MPB) and then
retrieved from MFIM(MPB) to iPECS-NMS, which causes some processing delay. All the statistics
information received from MFIM(MPB) is stored into NMS local database, and then presented to

NMS users as tables of statistics information.

After storing the statistics data into NMS local database, NMS user can utilize the information

previously stored in the database in order to get the last referenced data (with minimal processing

123



iIPECS NMS User Guide Issue 2.2

delay). Or, if the current statistics information is needed, all the data can be retrieved again,

stored into NMS local database, and then presented to NMS users.

13.5.1 MFIM(MPB) Statistics

‘MFIM(MPB) Statistics’ information is collected and managed in MFIM(MPB), and provides the
statistics of total number of calls and abnormal calls for all the DECT stations registered to the

MFIM(MPB).

Traffic Analysis Traffic Config SMDR Analysis SMDR Statistics

All DECT Station Statistics

Selected Systemn Sales Systemn

ik Load CurrentData | | |[ & Load Existing Data |[[2012-02-1022:10:33 | [ clear Statistics | | |y Excel Bport

After selecting a system in ‘Registered Devices’ and clicking [MFIM] tab, check if ‘Statistics
Time’ field on the right shows a date and time. The ‘Statistics Time’ field value means the date
and time when MFIM(MPB) statistics information was retrieved from MFIM(MPB) and stored into
NMS local database. So, if this field shows a date and time, the statistics data previously stored in
NMS local database can be retrieved by clicking [Load Existing Data] button. If this field is blank,
it means there is no previously stored MFIM(MPB) statistics data in NMS local database. In this
case, current MFIM(MPB) statistics data may be retrieved from MFIM(MPB) by clicking [Load
Current Data] button. The received data will be stored in NMS local database and then presented

to NMS user as a table of statistics information.

DECT Device

All DECT Station Statistics

Selected Systemn Sales System

4 Load Current Data | | Data Loading Completed | | &) Load Existing Data | [2012-02-1513:47:59 | | ClearStatistics | | [ Excel Export

After clicking on the [Load Current Data] button, current MFIM(MPB) Statistics information is sent
to iIPECS-NMS, stored in NMS local database, and then presented to the NMS user as a statistics
table. While in process, the ‘Loading Status’ field on the left displays the current status of the

procedure. The types and meanings of the status messages are as follows.

Loading Status Description
The first step that designates the data request state
MFIM(MPB) Data Requested from iPECS-NMS to MFIM(MPB) for MFIM(MPB)
statistics data.
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The second step that designates the state of the
Loading Data (NMS ¢ MFIM(MPB)) | transmission of MFIM(MPB) statistics data from
MFIM(MPB) to iPECS-NMS.

The last step that designates the completion of the
Data Loading Completed transmission of MFIM(MPB) statistics data, and the
storage of the data into NMS local database.

DECT Device

All DECT Station Statistics

Selected System Sales System

& Load CurrantData | | | & LoadEvisting Data | [2012-02-15 134756 | [ Clea((Statistics | |)jay Excel Export

MFIM(MPB) statistics data can be cleared to ‘O’ and statistics data accumulation re-started from
the beginning, by clicking on the [Clear Statistics] button. Because this does not remove the
statistics data currently stored in NMS local database, the NMS user is still able to retrieve

statistics data from NMS local database by clicking [Load Existing Data] button.

< All DECT Station Statistics >
‘All DECT Station Statistics’ provides the statistics of total number of calls and abnormal calls for

all the DECT stations registered to the MFIM(MPB). The meaning of each table field is as follows.

Field Name Description
Total Call Total number of calls including both normal and abnormal calls.

Number of call drops caused by power—off or disconnection of wireless
Call Drop channel. (The figure inside the parentheses designates the proportion

(%) of call drops to the total number of calls)

Counted when a DECT station cannot receive an incoming call (no

Terminal No response for signaling messages) due to power—off or other reasons.
Response (The figure inside the parentheses designates the proportion (%) of no

responses to the total number of calls)

Counted when a call cannot be made because all the codec channels of a

DECT device are already used for other calls. (The figure inside the

parentheses designates the proportion (%) of codec unavailable cases to

the total number of calls) iPECS-MG system does not support this field.

Codec Unavailable

13.5.2 DECT Device Statistics

‘DECT Device Statistics’ information is collected and managed in each DECT device, and provides
various statistics information such as traffic, call, end—-of-call, cell, RF access, station statistics of

a DECT device.
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Traffic Analysis Traffic Config SMDR Analysis SMDR Statistics DECT Statistics

FIn | DECT Device

DECT Device List

Selected System Sales Systern

[ i Load currentData || | [ & Load Existing Data | | | [ clear statistics

Dev No. Device Type Base Mumber IP Address Device State
14 WTIM 4 GV 4 10.131.91.14 Active

Selected DECT Device- 14 (WTIM4 GW) £¥] Excel Export
cal | Tramc | Endorcan | cen | RFacsess | sttion |

Gtat Type Cell1 Cell 2 Cell 3

After selecting the system in ‘Registered Devices’ and the [DECT Device] tab to be selected, click

on the target DECT device in the list of DECT devices registered to the selected system.

TAF It DECT Device

Selected System Sales Systern

ik Load CurrentData_| | | [ Load Existing Data | [2012-02-1022:36:50 | [ Clear Statistics

‘Statistics Time’field on the right means the date and time when DECT Device Statistics
information was retrieved and stored into NMS local database. So, if this field shows a date and
time, the statistics data previously stored in NMS local database can be retrieved by clicking
[Load Existing Datal] button. If this field is blank, it means there is no previously stored DECT
Device Statistics data in NMS local database. In this case, current DECT Device Statistics data can
be retrieved from MFIM(MPB) by clicking [Load Current Data] button. The received data will be

stored in NMS local database and then presented to NMS user as tables of statistics information.

TAF It DECT Device

Selected System Sales Systern
i Load Current Data | [Data Loading Completed | | [ Load Existing Data | [2012-02-1514:01:11 | [ Clear Stafistics

After clicking [Load Current Data] button, current DECT Device Statistics information is sent to
IPECS-NMS, stored in NMS local database, and then presented as statistics tables. This needs
additional procedure and takes relatively longer time than retrieving existing data directly from
NMS local database using [Load Existing Datal] button. So, in order to give more information about
the steps of information retrieval process, ‘Loading Status’ field on the left displays the current

status of the procedure. The types and meanings of the status messages are as follows.
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Loading Status Description
The first step that designates the data request state
DECT Data Requested from iPECS-NMS to MFIM(MPB) for DECT Device

statistics data.

The second step that designates the state of the
transmission of DECT Device statistics data from
DECT device to MFIM(MPB).

The third step that designates the completion of the
transmission of DECT Device statistics from DECT
device, and the storage of the data into a memory
space in MFIM(MPB).

The forth step that designates the state of the
Loading Data (NMS ¢ MFIM(MPB)) | transmission of DECT Device statistics data from
MFIM(MPB) to iPECS-NMS.

The last step that designates the completion of the
transmission of DECT Device statistics data from
MFIM(MPB), and the storage of the data into NMS
local database.

Loading Data (MFIM(MPB) €«
WTIM(WTIB))

Data Loaded to MFIM(MPB)

Data Loading Completed

During the statistics data request and transmission, it is possible to receive an error caused by
problems in network communication or in the DECT device itself. The types and meanings of the

error messages are as follows.

Loading Error Description
The data transmission from DECT device to
No Data in MFIM(MPB) MFIM(MPB) has not been properly performed due to

the internal problem of the DECT device.

Malformed or invalid data message has been sent from
DECT device.

DECT device had not been properly registered to
Data Not Available MFIM(MPB) when the statistics data were requested to
the DECT device.

Invalid Data from DECT

Selected Systern Sales Systemn

gk Load CurrentData__ | [Data Loading Completed | [ # Load Existing Data_| [2012-02-15 140111 |[[ Clear Statistics |

If it is needed to clear DECT Device statistics data into ‘0’ and start statistics data accumulation
from the beginning, user may click [Clear Statistics] button to initialize the accumulated statistics
data in DECT device. Because this does not remove the statistics data currently stored in NMS
local database, NMS user is still able to retrieve statistics data from NMS local database by

clicking [Load Existing Data] button.

Selected DECT Device- 14 (WTIM4 GW) |y Excel Export

Gal | Tmfc [ EndorGal | cel | RFAcess | Station |

‘DECT Device Statistics’ provides various statistics information such as traffic, call, end-of-call,
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cell, RF access, station statistics of a DECT device. This information can be retrieved by clicking
[Load Existing Data] or [Load Current Data] button. Each type of statistics information can be
presented by clicking one of the ‘DECT Device Statistics Type’ tab corresponding to the type of

statistics information.

< DECT Device Call Statistics >
‘DECT Device Call Statistics’ table is displayed by clicking ‘Call’ tab menu in ‘DECT Device

Statistics Type’, and provides the statistics data of incoming and outgoing calls for each cell.

Selected DECT Device- 14 (WTIM4 GW) [ e Excel Export |

Cal | Trafic | Endofcall | cel | RFAcess | Gtation |
Stat Type cell1 cell 2 cell 3 cell 4 sum
Incorming 1] 1] 0 1] 1]
Oulgoing 0 0 0 0 0
Total 0 0 0 0 0

This table shows statistics data for ‘Incoming’ calls, ‘Outgoing’ calls, and the ‘Total’ number of
calls. The meanings of the table fields are as follows. (The table fields can have values between
0~99999, and if the value exceeds the maximum value, FFFFF will be displayed to indicate

overflow.)

Field Name Description
Incoming Number of incoming calls to DECT stations in the cell.
Outgoing Number of outgoing calls from DECT stations in the cell.
Total Sum of incoming and outgoing calls.

< DECT Device Traffic Statistics >
‘DECT Device Traffic Statistics’ table is displayed by clicking “Traffic’ tab in ‘DECT Device
Statistics Type’, and provides the statistics data of the wireless hold time and traffic density of a

DECT device.

Selected DECT Device- 14 (WTIM4 GW) L Excel Expart
call Trafic | EndofCal | el | RFAccess | Station |

Stat Type Value

=

Total Mo. of calls with hold time 1]

Total Hold Time (Sec) 1)

MAXimum Call Time {Sec) u]

MINirurm Call Time (Sec) u]
o —
1]

£verage Hold Time (Sec)

v

Traffic Density (ERLANG)
This table shows statistics data for ‘Total No. of Calls with Hold Time’, ‘Total Hold Time’,

‘Maximum Call Time’, “‘Minimum Call Time’, ‘Average Hold Time’, and Traffic Density (ELANG)’.
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The meanings of the table fields are as follows. (The time fields in the table can have values
between 0~999999999 in the unit of seconds, and if the value exceeds the maximum value,

FFFFFFFFF will be displayed to indicate overflow.)

Field Name Description
Total Number of Calls with Total number of calls for which wireless connections were
Hold Time completely made.
Total Hold Time Sum of the wireless connection holding time of each call.
The longest wireless holding time among all the calls made
Maximum Call Time on the DECT device. (The time for failed calls is not
counted.)
The shortest wireless holding time among all the calls made
Minimum Call Time on the DECT device. (The time for failed calls is not
counted.)
Average Hold Time Average wireless holding time.
Traffic density of the DECT device. Erlang is calculated by
. . the following formula.
Traffic Density (ERLANG) Erlang = (Average Hold Time x Total Number of Calls) /
3600 second

< DECT Device End of Call Statistics >
‘DECT Device End of Call Statistics’ table is displayed by clicking ‘End of Call’ tab menu in ‘DECT

Device Statistics Type’, and provides the statistics data of normal and abnormal end of calls for

each cell.
Selected DECT Device- 14 {(WWTIM4 GW) %y Excel Export
call Trafic | End afCall Cell | RFActess | Station |
Stat Type Cell1 Cell 2 Cell 3 Cell 4 Sumn

Marmal Call

I3

Abnormal Call
Call Fail

MSG Errar

Mo Subs.

Mo RF Channel

This table shows statistics data for ‘Normal Call’, ‘Abnormal Call’ (‘Call Fail’, ‘MSG Error’, ‘No

o o o o o o
[ ==
o o o o o o
[ ==
o o o o o o

T

Subs.’, ‘No RF Channel’), and ‘No Response’. The meanings of the table fields are as follows. (The
table fields can have values between 0~99999, and if the value exceeds the maximum value,

FFFFF will be displayed to indicate overflow.)

Field Name Description
Normal Call Number of calls that were released normally.
Number of calls that were released abnormally. This type is
Abnormal Call assorted into four sub-types such as Call Fail, MSG Error,

No Subs., No RF Channel.
Number of call releases caused by disconnection of wireless
channels, timer expiration, etc.

Call Fail
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MSG Error Number of call releases caused by signaling message error.
Number of call releases caused by trying to make call to
No Subs. . ) .
non-subscribed wireless terminal.
No RF Channel Number of call releases due to no available RF channel.

Number of call releases caused by no signaling response

No Response from wireless terminal. (‘No Response’ does not provide
statistics data counted for each cell.)

Total Sulm of Normal Call, Abnormal Call, and No Response field

values.

< DECT Device Cell Statistics >
‘DECT Device Cell Statistics’ table is displayed by clicking ‘Cell” tab in ‘DECT Device Statistics

Type’, and provides the statistics data of the frequency usage for each slot of a selected cell.

Selected DECT Device- 14 (WTIM4 GW) Ly Excel Export
cal | Tramc | Endofcal [ Cell | RFaccess | Station |
e Cell 2 Cell 3 Talld
Stat Type Slot0 Slot 2 Slaot 4 Slot & Slat & SlotA Sum

[»

Freq0 0 0 1] 0 1] 0
Freg1
Freg 2
Freq3

b o o o
b o o o
P o o o
b o o o
P o o o
b o o o
b o o o o

Lo A b/

This table shows statistics data of the frequency usage for each slot of a selected cell, and the cell
can be selected by clicking on the target cell in the list of cells. The meanings of the table fields
are as follows. (The table fields can have values between 0~99999, and if the value exceeds the

maximum value, FFFFF will be displayed to indicate overflow.)

Field Name Description
Freq Number of access to the frequency channel of the slot.
Sum Number of wireless channel access to the slot over all the
frequency numbers.

< DECT Device RF Access Statistics >
‘DECT Device RF Access Statistics’ table is displayed by clicking ‘RF Access’ tab menu in ‘DECT
Device Statistics Type’, and provides the statistics data of channel access, handover, and their

loads (%) for each cell.

Selected DECT Device- 14 (WTIM4 GW) [l Excel Export |
call Trafic | EndofCall [ cel RFAccess | Station
Stat Type Cell 1 Cell 2 Cell 3 Cell 4 Sum
CHACCESS 0 0 0 0 0 4]

Load (%) n.oo n.oo n.oo 0o 0.0

Handover Cell1 Cell 2 Cell 3 Cell 4 Sum
Infracell 1} 1} 1} 1} 1}
Load (%) 0.00 0.00 0.00 0.00 0.00

4]

130



iIPECS NMS User Guide Issue 2.2

This table shows statistics data for channel access, handover, and their load (%) information, and
the handover statistics is subdivided into IntraCell, InterCell, InterCHO, IA-IR CHO, and IA-IA
CHO statistics. The meanings of the table fields are as follows.

(The ‘Load (%)’ fields are displayed in the unit of percent, and the other table fields can have
values between 0~999999, and if the value exceeds the maximum value, FFFFFF will be displayed

to indicate overflow.)

Field Name Description

CH Access Number of wireless channel access to a cell
(CH Access} Load (%) Pr.opomon (%) gf Wl.reless. channel access to a cell to all
wireless connections including handover.

IntraCell Number of BHOs (Bearer Handover) occurred within a cell.
InterCell Number of BHOs (Bearer Handover) occurred among cells.
InterCHO Number qf CHOs (Connection Handover) occurred among
DECT device.
B Number of CHOs (Connection Handover) occurred among the
IA-IR CHO cells of a DECT device.
IA-TA CHO Number of CHOs (Connection Handover) occurred within a

cell of a DECT device.

Proportion (%) of wireless handovers (within a cell or among
cells) to all wireless connections.

Total (%) Sum of the handover load values.

{Handover} Load (%)

(In the table above, BHO is the abbreviation of Bearer HandOver, and means a type of handover
occurred in MAC layer. CHO is the abbreviation of Connection HandOver, and mean a type of

handover occurred in DLC (Data Link Control) layer that is above MAC layer.)

< DECT Device Station Statistics >
‘DECT Device Station Statistics’ table is displayed by clicking ‘Station’ tab menu in ‘DECT Device
Statistics Type’, and provides the information for normal & abnormal end of calls and the last cell

where a DECT station has been most recently located.

Selected DECT Device- 14 (WTIM4 GW) |5y Excel Export

call | Tafic | Endofcall | el | Rraceess | Sfation ]

Station Last Cell Marmal Call Abnormal Call | Terminal Mo Response

1040 1 1] 1] 0
1081 1 1] 0 0

Sum - 0 1} o

This table shows statistics data for ‘Last Cell’, ‘Normal Call’, ‘Abnormal Call’ and ‘No Response’
for each station. The meanings of the table fields are as follows. (The table fields can have values

between 0~999999, and if the value exceeds the maximum value, FFFFFF will be displayed to
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indicate overflow.)

Field Name Description
The last cell where a DECT station was most recently
Last Cell
located
Normal Call Number of calls that were released normally
Abnormal Call Number of calls that were released abnormally

Number of call releases caused by no signaling response
from DECT station.

Sum of the column values over all the DECT stations in the
table

No Response

Sum
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14. System Device Traffic Monitoring

‘System Device Traffic Monitoring’” provides the means to monitor the network traffic and the
connection status of an iIPECS device. Ping test and traffic monitoring features are provided. The

pages for these features can be entered by clicking [iPECS Traffic] sub-menu under ‘system’

menu.

14.1 iPECS Device Ping Test
‘1PECS Device Ping Test’ provides functions to check the connection status and the packet delay
time between MFIM(MPB) and an iPECS device that is registered to the MFIM(MPB). This
operation is performed by the Ping message implemented in iPECS protocol. The page for this

feature can be viewed by clicking [iPECS Device Ping] tab under ‘iPECS Traffic’ sub—menu.

T5 Common = Switch English | ~ i £ Log-out
Registered Devices
¥ [ Groups IPECE Device Traffic
¥ [ HQ Groy| =
= 4 Device i [wi st | [ ®@sop | [[& Live | &) sominuies | @ 24 Hours
SAMain System
Dev No.| Device Type | IP Address Device [l Padgress [ | Intervaitzen) |5
£A8ales Systemn
FACustamer Systerm 1 LIP-8040L | 150.150.150.52 | Active 100 F o Amrmsee)
2 LIP-8050Y 1921681505 | Active
¥ [ Branch Group ™ Avve RTT [msec)
3 LIP-7024LD | 19216815012 |Active &0
& Branch System
4 LiE240 107 1R8 1506 i

Before executing ‘iPECS Device Ping Test’, the target iPECS device to be tested should be
selected. When an iPECS system is selected in ‘Registered Devices’, registered iPECS devices are
displayed in ‘Device Information’ table. (This function does not support the internal slot devices of

iPECS-MG system)

IPECS Device Traffic

Device Information ‘ »| Gart ‘ [ (=) &top ‘ [ Live ‘ {8l BO Minutes | () 24 Hours
Dev Mo.| Device Type | IP Address Device |48 IP 150.150.150 53 Intervalisec)
1 LIP-2040L 18016015053 | Active I-
M © RTT(msec)
2 LIP-2050v 192.168.15805 | Active
™ #oe RTT (mzec)
3 LIP-7024LD | 19216815012 |Active 8

The target device can be selected in ‘Device Information’ by clicking on the device item. After the
selection is made, the [P address of the selected device is displayed in ‘IP Address’ field. (If the

target device is located behind an NAPT router, ‘NAPT IP’ value will also be displayed.)
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[ristart [T ) stop | [ ¢ Live | &) 60 Minutes | @) 24 Hours

IP Address | 180.150.150.53

[ ntervalisecy |5 [~ |

Before starting Ping test, the interval for Ping packet transmission should be configured. For
‘Interval’ field, one of 5, 10, 20, 30 second options can be selected using the combo-box. Aftering
finishing configuration, click [Start] button to initiate Ping test, and [Stop] to finish it. Ping test

will be automatically finished without using [Stop] button if the polling count reaches 65545 times.

iPECS Device Ping Test is different from the Ping test for general network device (9.1 Ping Test)
in that the Ping packet is sent from MFIM(MPB) to the target device (rather than sent from iPECS-
NMS). Therefore, ‘iPECS Device Ping Test’ can be used to check the network connection and
packet delay time between MFIM(MPB) and the target iPECS device.

| Live | f 80 Minutes | (&) 24 Hours

| interval(sec)

v Start | [ (=) Stop |
IPAddress [150.150.150.53

The graph and table that show the result of Ping test can be displayed in three types of time
period such as ‘Live Data’, ‘Last 60 Minutes’, and ‘Last 24 Hours’. The real-time graph and table
are displayed by clicking [Livel button. [60 Minutes] and [24 Hours] buttons are used for
displaying the graphs and tables for last 60 minutes and 24 hours from the moment the

corresponding button was clicked.

[[wigtat | [ ®stop | [ Lve | ®) 60Minutes | & 24 Hours |
IP Address [150.150.150.53 Interval(sec)
12 [ © RTTimsec)
10 &) Aove RTT [msec)
2
&
N
2
o
40:51 41:00 49:12 41:21 41:30 41:42 41:51 4200 4z:12
Ma Time Reply IP Address RTT {msec) Ave RTT {msec) | Delay Variation {msec)
18 2012-02-1514:42:12 160.150.150.53.5568 5 ) )
17 2012-02-1514:42:06 160.150.150.53:5588 4 g g
16 2012-02-1514:42:00 160.150.150.53:5588 3 i i
14 2012-02-1514:41:57 160.150.150.53.5588 g g g
14 2012-02-1514:41:51 160.150.150.53:5588 4 B B
13 2012-02-1514:41:45 160.150.150.53:5588 10 B B
12 2012-02-1514:41:42 140.150.150.53:5568 12 ] ]
11 2012-02-1514:41:36 150.150.150.53:5588 4 g ]
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The graph in the picture above shows the changes in RTT (Round-Trip Time), which is the time

between the transmission of a Ping packet and the reception of the response packet. RTT is often

used to estimate the packet delay time in a network environment. The table below the graph

shows the information from the Ping test, and the meanings of the table fields are as follows.

Table Name

Field Name

Description

Live Data

Time

The time when IPECS-NMS retrieved Ping test result
from MFIM(MPB). The ‘Time’ interval may not be
exactly same as the ‘Interval’ value depending on the
operational or processing load on the NMS server.

Reply IP Address

The IP address of the device that responded to the Ping
packet sent by MFIM(MPB).

RTT

Abbreviation of Round-Trip Time. This is the elapsed
time until the reception of the response packet to a Ping
packet sent by MFIM(MPRB).

Average RTT

The overall average of the RTT values from all the Ping
tests calculated since the beginning of the Ping test.

Delay Variation

The difference in value between the RTT values of the
previous row and the current row of the table.

Last 60 Minutes

Time

The time when IPECS-NMS retrieved Ping test result
from MFIM(MPB). The ‘Time’ interval may not be
exactly same as the ‘Interval’ value depending on the
operational or processing load on the NMS server.

Reply IP Address

The IP address of the device that responded to the Ping
packet sent by MFIM(MPB).

RTT

This is the average of the RTT values from the Ping
tests for last 1 minute (actually, the time between the
previous row and the current row in the table).

Average RTT

The overall average of the RTT values from all the Ping
tests calculated since the beginning of the Ping test.

Delay Variation

The difference in value between the RTT values of the
previous row and the current row of the table.

Last 24 Hours

Time

The time when IPECS-NMS retrieved Ping test result
from MFIM(MPB). The ‘Time’ interval may not be
exactly same as the ‘Interval’ value depending on the
operational or processing load on the NMS server.

Reply IP Address

The IP address of the device that responded to the Ping
packet sent by MFIM(MPB).

RTT

This is the average of the RTT values from the Ping
tests for last 1 hour (actually, the time between the
previous row and the current row in the table).

Average RTT

The overall average of the RTT values from all the Ping
tests calculated since the beginning of the Ping test.

Delay Variation

The difference in value between the RTT values of the
previous row and the current row of the table.
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14.2 iPECS Device Network Traffic

‘1IPECS Device Network Traffic’ provides functions to monitor the real-time network traffic of the

selected iPECS device. The page for this feature can be viewed by clicking [iPECS Device

Traffic] tab under ‘iPECS Traffic’ sub-menu. (This feature can only be applied to the gateways
and IP-Phones developed for and after iPECS Phase 4, and VOIU/VOIB of iPECS-MG. In case of
VSF and UVMU, ‘RTP Packet’ is not supported)

IPECS NMS JECESRG = Ul == switch

[ Engion |~ J{ (1 Log-out |

Registered Devices

¥ [ Groups

¥ (= HQ Group [[%) stant | [ () stop |

Device Type IP Address A IPAddress \ | MAPT IP \

150.150.150.53 Trpe Interval(sec)
1921681505
192.168.150.12
192,168150.6

[ Live | ) b0inutes | ) 24 Hours |

= Main Systern

fH&5ales System

LIP-8040L

£ custorner System

LIP-8050%

¥ [ Branch Graup M O Inirterval

LIP-7024LD

& Branch System [ © Out nterval

LIP-240

Before executing ‘iIPECS Device Network Traffic’ monitoring, the target iPECS device to be tested
should be selected. When an 1IPECS system is selected in ‘Registered Devices’, registered iIPECS
devices are displayed in ‘Device Information’ table. (This function does not support the internal

slot devices of iPECS-MG system)

IPECS Device Ping

Device Information »| Start | I () stop | [ Live | {50 B0 Minutes ‘ &) 24 Hours |
Dev No. | Device Type IP Address AN R 192.168.150.41 ‘ NAPT IP ‘ ‘
33 | ISDN-PRIGYW | 182.168.150.41 e Intervalisec)
24 WOIM24 GYW 15015001503
38 LIP-24D 1982.168.122.19€E ° M © Initerval
45 MISC G 160.150.150.2 g ~ Out Irterval

The target device can be selected in ‘Device Information’ by clicking on the device item. After the
selection is made, the IP address of the selected device is displayed in ‘IP Address’ field. (If the

target device is located behind an NAPT router, ‘NAPT IP’ value will also be displayed.)

| [» Start |” (W) stap ‘ [ i Live | f6f G0 Minutes | (@) 24 Hours ‘
IP Address [192.168.150.41 | NaPTIP | |
Type | Overall Packet [ [ntervalizecy [10 |- |

Overall Packet

RTF Packet M © Ininterval

N [ Out Interval

Before starting traffic monitoring, the interval for traffic polling should be configured. For
‘Interval’ field, one of 10, 20, 30 second options can be selected using the combo-box. For ‘Type’

field, either of ‘Overall Packet’ or ‘RTP Packet’ can be selected. ‘Overall Packet” means all type of
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transmitted or received packets, and ‘RTP Packet’ means media packets such as voice or video
packets delivered using RTP. Aftering finishing configuration, click [Start] button to initiate traffic
monitoring, and [Stop] to finish it. Traffic monitoring will be automatically finished without using

[Stop] button if the polling count reaches 65545 times.

00 ~ R - = L M © Ininterval
500 - o - - M © Out Interval
400
300
200
100

[

33:31 3945 3955 4005 40015 4025 4035 40045 4055 4105 4115 4125 4138

Mo Time In Interval Qut Interval Total In In-Discard In-Errar T
13 2012-02-1515:41:35 575 503 16808794 2673180069 a G
12 2012-02-15159:41:25 463 402 16809220 2673065828 o B

11 2012-02-1515:41:15 585 503 16808657 2ET2952852 1] B
10 2012-02-1515:41:.048 560 503 16808072 2672836657 a G

9 2012-02-1515.40:55 568 502 16807512 2672724062 1] B

g 2012-02-1515:40:45 611 504 16806944 26726105806 a 6y |
2] = |l

The graph shows in real-time the number of incoming and outgoing packets that occurred during

the polling interval, and the traffic table shows the traffic data occurred within the interval as well

as the accumulated traffic data. The meanings of the table fields are as follows.

Table Name Field Name Description
The number of overall packets received during the time
In-Interval period configured in ‘Interval’ field of ‘Polling

Overall Packet

Configuration & Operation’.

Out-Interval

The number of overall packets transmitted during the
time period configured in ‘Interval’ field.

Packets In

The number of overall packets received at the selected
device.

Bytes In

The number of bytes for all the packets received at the
selected device.

ErrPackets In

The number of input packets discarded due to packet
errors.

Packets Out

The number of overall packets transmitted from the
selected device.

Bytes Out

The number of bytes for all the packets transmitted
from the selected device.

ErrPackets Out

The number of outgoing packets discarded due to
problems at the network device driver.

In—Interval

The number of overall packets received during the time
period configured in ‘Interval’ field.

RTP Packet

Time

The time when I1PECS-NMS retrieved RTP traffic
information of the target device from MFIM(MPB). The
‘Time’ interval may not be exactly same as the
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‘Interval’” value depending on the operational or
processing load on the NMS server.

In—Interval

The number of RTP packets received during the time
period configured in ‘Interval’ field.

Out-Interval

The number of RTP packets transmitted during the time
period configured in ‘Interval’ field.

Packets In

The number of RTP packets received at the selected
device, and those packets may include audio and/or
video packets for media communication.

Packets Out

The number of RTP packets transmitted from the
selected device, and those packets may include audio
and/or video packets for media communication.
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15. System Maintenance

‘System Maintenance’ provides functions for device firmware upgrade and upload/download of
system database, system greetings & prompts. The pages for these features can be viewed by

clicking [Maintenance] sub—-menu under ‘system’ menu.

15.1 Firmware Upgrade

‘Firmware Upgrade’ is used to upgrade firmware for a specific type of iIPECS devices of selected

systems at a designated time. From ‘Maintenance’ sub—menu, click [Firmware Upgrade] tab.

IPECS NMS =St

B Switch Ao d fic | Waintenance English |~ |
Registered Devices 7 M 0 [wo [Wwo

_ System DB Prompt Upload Systern Greeting

¥ [ Groups
= HQ Groy
= P Execute Cancel Firmware File File Uploaded: EV95BF0Aa rom Browse
FAMain System

Get System List

O ‘ Systern Name ‘ Status ‘ IP Address | Firrmweare Wersion ‘ Ma. of Modules | Upgrade Status | Upgrade Time

! I | ! | | -

gﬂﬁa\es System

£ Customer Systern

¥ = Branch Group

£ABranch System

Click on the [Browse...] button to select a firmware file to use for upgrading device firmware.
Then, the file name will be displayed in the ‘Firmware File’ field and ‘Module Type’ field will

display the type of the device that can be upgraded using the selected firmware file.

Prompt Uplaad

Systern DB Systern Greeting

[ Execute |[ Cancel || | Firmware File  [File Uploaded: EU95BF DAa ram H Browse...
DatesTime [2012-02-15| [ [ 1 [2][ 0 || Module Type [BRIMS Gateway
- |
Get System List
[ sel System Name Status IP Address Firmware Version Mo. of Modules Upgrade Status Upgrade Time ‘
Branch System Connected | 182168123103 F.043 2 1 2012-01-14 05:28:35 J+

Target Modules

Dev Mo, | Device Type IP Address Fitmware Version Location Mode Device State Upgrade Status
38 BRIM2 GYW 10456716 F.0Az Local Active e
36 BRIM4 G 10456717 F.0Az Local Active

When [Get System List] button is clicked, the systems to which the upgradable devices are
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registered will be listed in the ‘System List’ table. The upgradable modules that are registered to a

specific system will be listed in ‘Target Modules’ when clicking on the system in the ‘System List’.

(*Target Modules’ does not display MFIM(MPB) items when upgrading MFIM(MPB) firmware.)

‘System List’ and ‘“Target Modules’ tables display detailed information of the systems and target

devices. The types and meanings of the table fields are as listed in the following table.

Table Name

Field Name

Description

System
List

System Name

The name of the system configured when registering to
iIPECS-NMS.

IP Address

The IP address of MFIM(MPB) that
processing module of iPECS system.

is the main call

Firmware Version

The firmware version of MFIM(MPB).

Status

The connection (communication) status between iPECS-
NMS and 1PECS system.

No. of Modules

The number of devices that can be upgraded with the
selected firmware file.

Upgrade Status

Upgrade Status shows the process status of firmware
upgrade of the system, and includes the status values of
‘Connecting FTP’, ‘“Transferring by FTP’, “Transferring by
HTTP’, ‘Upgrade MFIM(MPB)’, ‘Upgrading Device’,
‘Finished’, and ‘Failed’.

In normal cases, the status will display ‘Connecting FTP’
when the firmware upgrade is started, and the FTP
connection is made between NMS server and MFIM(MPB).
After the FTP connection is established, the status changes
to ‘“Transferring by FTP’” and the firmware file 1is
transferred from NMS server to MFIM(MPB). After the file
transfer i1s completed, the status becomes ‘Upgrading
MFIM(MPB)” or ‘Upgrading Device’ and performs the
firmware upgrade for MFIM(MPB) or target devices. When
firmware upgrade is finished, the displays as ‘Finished’
status.

NOTE - ‘Transferring by HTTP’ status may be shown when
firmware upgrade is being performed by Web Admin.

Upgrade Time

When the firmware upgrade for the system is finished.

Target
Modules

Dev. No.

Device Number is the device sequence number on iPECS
Web Admin.; a unique number is assigned to each registered
device.

Device Type

The type of the device

IP Address

The IP address of the device

Firmware Version

The firmware (software) version of the device

Location Mode

Location of the device that was configured when the device
was registered on system (For iPECS-LiK system, Local,
Remote, Local-Remote, and Remote RSGM. iPECS-MG
system displays only Internal Slot).

Device Status

Device Status shows the operation and registration status of
the device (Disconnect, Active, T-Net, Downloading, Out—of
Service and N/A).

Upgrade Status

Upgrade Status shows the process status of firmware
upgrade of the device (Ready, Started, Transferring,
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Transfer Completed, Success, and Failed.

In normal cases, the status of all the target devices will
display ‘Ready’ when the firmware upgrade for the system
is started. After the firmware upgrade is started for each
device, the firmware file is transferred to the device under
‘Transferring’ status. After the firmware transfer is
completed, the status changes to ‘Transfer Completed’, and
then becomes ‘Success’ when the firmware upgrade is
finished.

Because a system can be configured for one firmware upgrade at a time, only the systems that are

not already scheduled for other firmware upgrade can be selected in ‘System List’.

[ Cancel || | Firmweare File | File Uploaded:; ELS5BF 043 rom H Browse

[DatesTime [ant-025] 5 | 1 [21] 0 [=] | Module Tyne [BRIN4 Gataway

In order to schedule a firmware upgrade at a specific date and time, configure the target date and
time for firmware upgrade in ‘Date/Time’ field, and then click on the [Execute] button. The
firmware upgrade will be automatically started at the designated date and time for the selected
systems. If the ‘Date/Time’ field is configured with the current date/time or a past date/time, the
firmware upgrade will immediately start after clicking on the [Execute] button.

If the [Cancel] button is clicked while the firmware upgrade is in process for multiple systems, the
schedules for waiting systems can only be canceled, and the systems that are performing firmware
upgrade at that moment proceed the firmware upgrade to the end and finish their upgrade

procedure.

-
Execute || Cancel |IF|m5hed I Firmware File File Uploaded: EU95BF 0~ rom H Browse...

Date /Time (20120215 |[3 [ 1 [5][ 0 [2] Module Twwe [BRiM4 Gateway

The ‘Status’ field on the left shows the overall process status of the firmware upgrade for all the
selected systems (Transferring to NMS, Scheduled, Upgrading, and Finished).

‘Transferring to NMS’ designates the status of the transferring firmware file from the NMS client
browser to NMS server; this is performed immediately after clicking on the [Execute] button.
After firmware file transfer to NMS server is completed, the ‘Status’ will change to ‘Scheduled’ if
the ‘Date/Time’ field is configured with future date and time, or will change to ‘Upgrading’ if the
firmware upgrade is started after the current time has exceeded the date and time configured in
the ‘Date/Time’ field. When the firmware upgrade for all selected systems is finished, the ‘Status’

field will display ‘Finished’ to show that the overall firmware upgrade procedure is finished.
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15.2 System DB Management

‘System DB Management’ provides the means to upload or download system a DB file to/from the
1IPECS system, and also periodically backup the system database to the NMS server. The pages for

these features can be located by clicking on the [System DB] tab under ‘Maintenance’ sub—menu.

15.2.1 System DB Upload

‘System DB Upload’ function is for uploading a system DB file stored in the NMS client PC or in
the NMS server to selected iIPECS systems. The page for this function can be opened by clicking
on the [Upload] tab under ‘System DB’.

EreEe

=" Bystem Infion Status Call Sta iPEL Maintenance

ﬂ 0 ’l[l {'!l 0
Prompt Upload Systemn Greeting

Firmware Upgrade
Upload Scheduled Backup

[ Upload H Cancel | | |

System DB

D File | DB_ALL1200.admgz (Local)

||| Browse... | DB Type |All Database

In order to upload a system DB file stored in the NMS user’s PC to the iPECS system, the system

DB file should be selected first. Click [Browse...] button to select the system DB file, then the
selected file name is displayed in the ‘DB File’ field. The appended string ‘(Local)’ means that the
file is selected from the NMS user’s PC. The ‘DB Type’ field displays the type of the selected

system DB file.

Upload Download

l Upload I[ Cancel | | ‘

DB File | DB_ALLTZ00.admgz (Localy

Scheduled Backup

H Browse... DB Type |All Database

System List
[] gel [] Reset| System Mame Status Upgrade Status IF Address hiodel Wame
O O Main Systemn Connected 150.150.150.2 iPECS-B00
[} (| Sales System Connected 1480.150.131.91 iPECE-50B
(| (| Customer System Connected 192.168.123.85 iPECE-MG300
@ @ Branch System Connected 192.168.123.103 iPECE-1200
v

After a system DB file is selected, the check—boxes of the systems that can be uploaded with the
selected file become enabled, and for other systems that cannot accept the selected file, the
check-boxes become disabled.

Select the ‘Sel’ check—-boxes of the systems to be uploaded with the selected DB file. If system
reset is needed after completing system DB upload, click the ‘Reset’ check-boxes of those
systems as well. After completing the configuration, click [Upload] button to start the system DB

upload process.
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Scheduled Backup

Upload Download

Upload Cancel IFInIShEd I

DB File |DEI_ALL1 200.admaz (Localy

DB Type [All Database

‘ [ Browse...

System List
[] gel [] Reset| System Mame Status Upgrade Status IF Address hiodel Wame
O O Main Systern Connected 1501501502 iPECS-G00 A
O O Sales System Connected 150.150.131.91 iPECS-50B
O O Customer System Connected 192.168.123.85 IPECS-MG300
B B Branch System Connected Finished 192.168.123.102 IPECE-1200
v

After the upload process is initiated, the system DB file is transferred to the NMS server first, and
then uploaded to selected systems. As the upload process is proceeding, the status string of the
‘Status’ edit—-box changes from ‘File transferring to NMS’ to ‘Uploading’. and when the uploads for
all the selected systems are completed, it displays ‘Finished’. The ‘Upload Status’ field in system
list displays ‘Transferring by FTP (xx%)” (‘xx’ is the rate of file transfer process) after file upload
for a specific system is started. Then it displays ‘Updating’ when file transfer is finished and the
transferred system DB file is applied to the iPECS system database. After applying the system DB

file, the “Upload Status’ changes to ‘Finished’.

Some types of system DB files such as ‘All Database’ require iIPECS system reset to complete
applying the uploaded DB file. Therefore, in this case, the ‘Reset’ check—box should be selected

so that the IPECS system can be automatically restarted after uploading and applying the system

DB file.
System List
[1sel |[]Raesat| System Name Statug Upgrade Status IP Address Model Name |
O O Main System Connectad 150.150.150.2 IPECS-600 4
O O Sales Systen Connected 15015013191 IPECS-508
O O Customer System Connected 192.168.122.85 |PECS-M3300
~ & Branch System Connected 192.168.123.103 |PECS-1200 |
v

|

[ Del File Mame DH Type File Date File Size(Byte) |
(] DB_ALL1200_4_1_@@20120215.admoz CB_ALL1200 2012-02-1516:36:13 1995357 2

\i

In the case that ‘All Database’ files are backed—-up in NMS server using the ‘Scheduled Backup’
feature, a system DB backup file can be uploaded to the iPECS system. Before performing this,
select a system that has been configured to use ‘Scheduled Backup’ from the system list to check

if the system DB file to be uploaded has been backed—up in the NMS server.
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[ upload |[ cancel | | \
DB File IDELALU 200_4_1_@20120215.admoz (MMS Server) I [ Brawse... DB Type |All Database
System List
[J5el |[] Reset| System Name Status Upgrade Status IP Address Model Name |

O O Main System Connectad 160.150.160.2 IPECS-600 4

O ™ Sales System Caonhnected 160.150.131.91 IPECS-508

O | Customer Systern Connected 192.168.123.85 IPECS-MG300

[+ (i Branch System Connected 192 168123.103 IPECS-1200

v

e EEEE——_——_

[ cel File Wame DH Type File Date File Size(Byte)
[] DB_ALL1200_4_1_@20120215.admaz DB_ALL1200 2012-02-1516:36:13 1895357 =

\d

When a system DB file is selected for uploading in the ‘System DB in NMS Server’, the selected
file name is displayed in ‘DB File’ field. The appended string ‘(NMS Server)’ means that the file is
selected from the backup files stored in NMS server. After DB file is selected, select the ‘Sel’
check-boxes of the systems to be uploaded with the selected DB file. If system reset is needed
after completing system DB upload, selected ‘Reset’ check—boxes of those systems as well. After

finishing all the configurations, click on the [Upload] button to start the system DB upload process.

Selecting target systems needs to be done carefully especially when uploading “All Database’ file
as well as other types of system DB files so that improper or unwanted systems are not to be

selected and uploaded by mistake.

[] oel File hlame DB Type File Date File Size(Byte)
@ DB_ALL1200_4_1_@201203215.admaz DB_ALL1200 2012-02-15 16:36:13 1885557 A

\d

In order to delete system DB files stored in NMS server, select the ‘Del’ check-boxes of the files

to be deleted, and then click [Delete] button.

[] Del File Mame DB Type File Date File Size{Byie)
] DE_ALL1200_4_1_@20120215.admgz CB_ALL1200 2012-02-1516:36:13 1995357 -

\i

In order to download a system DB file stored in NMS server into NMS user’s PC, select the

system DB file to be downloaded, and then click [Download...] button.
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15.2.2 System DB Download

‘System DB Download’ function is for downloading system DB file of selected iPECS system into

the NMS client PC. The page for this function can be opened by clicking on the [Download] tab

under ‘System DB’.

Firmware Upgrade

Frompt Uploa

Upload | L0l | Scheduled Backup

d

Systern Greeting

At first, select the type of

SystemList DB Type |All Database ~|[ Download ||

Systermn Name BIEL LS |+ IF Address hodel Mame
LCR Tahle -

Main Systern  §) 150.150.150.2 iPECS-600 =
System Speed Dial )

Sales System 180.150.131.91 iPECE-508
Station Speed Dial .

Customer Systerm 189216812385 iPECS-MG300
Metworking Data

Branch System | 192.168.123.103 IPECS-1200
Station Group Data v

system DB to be downloaded using the combo-box in ‘DB Type’ field

(refer to the iPECS System manual for details and explanation of each database type).

Upload

Scheduled Backup

SystemList DB Type I Download |

Systern Mame Status IF Address Model Mame |
Main System Connected 16015001502 IPECS-600 S
Sales System Connected 160.150.131.91 IPECS-508

Customer System Connected 182.168.123.85 iPECS-MG300

Branch System Connected 182168123103 iPECS-1200 I

After selecting a system from which the DB file is to be downloaded, click [Download] button to

start downloading the system DB file to NMS user’s PC.

15.2.3 System DB Scheduled Backup

‘System DB Scheduled Backup’ function is for automatic downloading of ‘All Database’ DB files of
selected iPECS systems with predefined backup period. The downloaded backup files are stored in
the NMS server. The page for this function can be opened by clicking on the [Scheduled Backup]

tab under ‘System DB’.

Firmware Upgrade FPrompt Upload Systern Greeting

I W sciiacc|
[ Eeoute ][ cancel | | Time [ 16 [ 35 1

Mao. of Backup Files |10 |« PeriodiDay) |3D |-|| Status | |

In the ‘Time’ field, configure the backup time when ‘All Database’ file is downloaded to NMS
server, and in ‘Period (Day)’ field, the backup period in days. ‘No. of Backup Files’ is for setting
the maximum number of backup files stored in NMS server per system. After this number of files

has been backed-up, the oldest file is deleted when new system DB file is downloaded.
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Upload Diowenload

Scheduled Back...

Execute [ Cancel | Time| 18 H| a5 H Mo, of Backup Files PeriodiDay) ‘30 |-| Status |
[] sel System MName Status Download Status IP Address Wodel Name
(| hain Systern Connected 15801501402 iPECS-600 =
O Sales System Connected 150.150.131.91 IPECS-30B
(] Customer System Connected 192.168.123.85 IPECS-MG300
@ Branch System Connected 192.168.123.103 iPECS-1200

Select the check-boxes of the systems from which “All Database’ files are to be backed—up, and
then click [Execute] button. Afterwards, ‘All Database’ files are downloaded from the selected
systems and stored in NMS server periodically when the configured period and time has come.

The maximum number of backup files per system follows the number in the ‘No. of Backup Files’

field.
[ Execute H Cancel | Tlme‘ 16 l%” 15 H No. of Backup Files Period{Day) |3n |v| Status | ]
[] gel | System Marme Status Download Status IP Address Model Marne
O hiain System Connected 1501501502 iPECS-600 4
O Sales System Connected 160.150.131.91 IPECS-50B
(] Customer System Connected 192.168.122.85 IPECS-MG300
) Branch System Connected 192168.123.103 iPECS-1200
Y
Delete Download DB File
[ Del | File Name DE Type File Date File Size(Byte)
O DE_ALL1200_4_1_@20120215.admoz DE_ALL1200 2012-02-15 18:36:13 1985357 | A
¥

After the DB file backup is performed, selecting a system in system list shows the ‘All Database’

files downloaded to NMS server in ‘System DB in NMS Server’.

[ pelste |[  DownloadDBFile |
] Del File Mame DB Type File Date File Size(Byte)
@ DBE_ALL1200_4_1_g@20120215.admoz DB_ALL1Z00 2012-02-15 16:36:13 1985357 2

v

In order to delete system DB files stored in NMS server, select the ‘Del’ check-boxes of the files

to be deleted, and click [Delete] button.
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Delsts Da@minad DB Filg ) ]

[ Del File Mame DB Type File Date File Size(Byte) |

[] |DB #2004 1 @20120216admoz | DB_ALL1200 2012-02-15 16:36:1 3 1995387

In order to download a system DB file stored in NMS server into the NMS user’s PC, click on the

system DB file to be downloaded, and click [Download DB File] button.

15.3 Prompt Upload

‘Prompt Upload’ provides the means to upload entire or individual prompt files to VSF (Voice
Store—and-Forward) of selected iPECS system. The page for this feature can be viewed by
clicking [Prompt Upload] tab under ‘Maintenance’ sub-menu. In case of UVMU of iPECS UCP
supports ‘entire/ Indivisual Prompt Upload’. In case of AAFU of iPECS-MG system, ‘Individual
Prompt Upload’ function is not supported.

* This feature applies only to VSF inside iPECS-LiK MFIM and to AAFU inside iIPECS-MG MPB
and to UVMU inside iPECS UCP, and does not support to VMIM of iPECS-LiK and AAIB/VMIB of
iIPECS-MG.

15.3.1 Entire Prompt Upload

‘Entire Prompt Upload’ function is for uploading an entire prompt file to VSF (AAFU,UVMU) of

selected 1PECS system.

Firrmweare Upgrade Systern DB Systermn Greeting

[ Upload |[ cancel | ‘ ‘ PromptFiIe|I-<R96W1DEla.romuploaded ||Elr0wse..|

In order to upload an entire prompt file stored in NMS user’s PC to the VSF (AAFU,UVMU) of
iPECS system, the prompt file should be selected first. Select a target prompt file by clicking
[Browse...] button, then the selected file name is displayed in ‘Prompt File’ field. The name of

entire prompt file must have the file extension of ‘rom’ as in ‘xxxx.rom’.

[]sel | Swstemn Mame Status Upgrade Status V5F Version Position IP Address
Sales System Connected E.5G0(1 KR10Ca)2:KR1 0Ba)(3:KR1 0Ca)(4:NO-PPTHS:NO-PPTHEKR10Ca) First ~ | 15015015080 | |
O Customer Connected E.5G0(1:KR10Ca)(Z:IT1 0Aa)(3: 51 0Aa) 4 MNO-PPTI(E:NO-PPTI(E:NO-PPT) First 4| 150.150.150.76 | i
Second
Third
Fourth
Fifth v

Select the check-box of the target system to be uploaded with the entire prompt file, and select

the position of the prompt in VSF (AAFU,UVMU) with ‘Position’ combo-box.

147



iIPECS NMS User Guide Issue 2.2

Upload ” Cancel | | || Frompt File H Browse.. |

[ sel Systern Mame Status Upgrade Status WSF Yersion Position IP Address

| Sales System Connected Finished E.560(1:KR1 0Ba)ZKR1 DBE)3KR10Ca) (4:NO-PPTI(ENO-PFT)(EKRI0CE) | First |~ 15015015080 | i
O Customner Connected E 530(1:KRT0Ca) (21 042)(2:51 0Aa)(4:MO-PPTHENO-PPTI(E:NO-PPT) 15016015076 | i

After completing the configuration, click [Upload] button to start prompt file upload process.

After the upload process is initiated, the prompt file is transferred to NMS server first, and then
uploaded to the selected systems. As the upload process is proceeding, the status string in ‘Status’
edit-box changes from ‘File transferring to NMS’ to ‘Uploading’, and when the uploads for all the
selected systems are completed, it displays ‘Finished’. The ‘Upload Status’ field in system list
displays ‘Transferring by FTP (xx%)’ (‘xx’ is the rate of file transfer process) after file upload for
a specific system is started. Then it displays ‘Updating’ when file transfer is finished and the
transferred prompt file is applied to VSF (AAFU,UVMU). After the prompt file is applied, the

‘Upload Status’ changes to ‘Finished’.

15.3.2 Individual Prompt Upload

‘Individual Prompt Upload’ function is for uploading an individual prompt file to the VSF of the

selected iPECS-LiK system and the UVMU of the selected iPECS UCP system. (This function does
not support iPECS-MG.)

Firmware Upgrade Systern DB System Greeting
I Upload H Cancel | | | Frompt File |1.Wa\rup\oaded || Browse... I
D 141 Systerm Mame Status Upgrade Status WEF Wersion Fosition IP Address
O Sales System Connected E.5G0(1:KR10Ba)(Z:KR1083) (3IKR1 0C 2)(4:MNO-PPT)(5:MO-PPT)(E:KR10Cs) First v || 15015015080 | |
O Customer Connected EAGO(1 KR 0GEITI 042) (350 DAZI(4 NO-PPTI(S: NO-PPTIB:MNO-PPT) = || 180.1580.150.75 | i

In order to upload an individual prompt file stored in the NMS user’s PC to the VSF, the prompt
file has to be selected first. Select a target prompt file by clicking on the [Browse...] button; the
selected file name is displayed in ‘Prompt File’ field. The individual prompt file must have the
‘wav’ file extension (ex., xxx.wav). Here, ‘xxx’ is the prompt number of the file, and can have the
value of 1 ~255. In addition to the ‘wav’ file format, the file should be encoded with G.711 y-Law
(or CCITT p-Law) at 8kHz sampling rate.

[]sel | Swstemn Mame Status Upgrade Status V5F Version Position IP Address
@ Sales System Connected E.5G0(1 KR10Ca)2:KR1 0Ba)(3:KR1 0Ca)(4:NO-PPTHS:NO-PPTHEKR10Ca) 150.150.150.80 | i
O Customer Connected E.5G0(1:KR10Ca)(Z:IT1 0Aa)(3: 51 0Aa) 4 MNO-PPTI(E:NO-PPTI(E:NO-PPT) First 150.150.150.76 | i
Second
Third
Fourth
Fifth
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Select the check-box of the target system to which the individual prompt file is to be uploaded,

and select the position of the prompt in VSF with the ‘Position’ combo-box.

| Upload I[ cancel | || I F'FUmmFi|8| || Browse... |

[ sel System Name Status Upgrade Status WSF Yersion Position IP Address

& Sales System | Connected Finished E.&G0(1:KR108a)2KR1 DBa)3KR10CE) (4:N0-PPTI(ENO-PRTIEKRI0CE) [ First | =] 150.150150.80 | i
O Customner Connected E 5G0(1KR10Ca)(Z1T1 DAz)(3:501 0Aa)4 MO-PPTI(E MO-PPTI(E: NO-PPT) 18016015076 | i

After completing the configuration, click [Upload] button to start prompt file upload process.

After the upload process is initiated, the prompt file is transferred to NMS server first, and then
uploaded to the selected systems. As the upload process is proceeding, the status string in ‘Status’
edit-box changes from ‘File transferring to NMS’ to ‘Uploading’. and when the uploads for all the
selected systems are completed, it displays ‘Finished’. The ‘Upload Status’ field in system list
displays ‘Transferring by FTP (xx%)’ (‘xx’ is the rate of file transfer process) after file upload for
a specific system is started. Then it displays ‘Updating’ when file transfer is finished and the
transferred prompt file is applied to VSF. After the prompt file is applied, the ‘Upload Status’

changes to ‘Finished’.

15.4 System Greeting Management

‘System Greeting Management’ provides the means to upload/download all or individual system
greeting files to/from the VSF (Voice Store-and-Forward) of selected iPECS-LiK system or
to/from the AAFU of selected iPECS-MG system or to/from the UVMU of selected iPECS UCP
system. The page for this feature can be viewed by clicking [System Greeting] tab under
‘Maintenance’ sub—menu.

* This feature applies only to VSF inside iPECS-LiK MFIM and to AAFU inside iPECS-MG MPB
and to UVMU inside iPECS UCP, and is not applicable to VMIM of iPECS-LiK and AAIB/VMIB of
iIPECS-MG.

15.4.1 Entire System Greeting Management

‘Entire System Greeting Management’ function is for uploading/downloading entire system

greeting file to/from the VSF (AAFU,UVMU) of selected iPECS system.

B Switch = fo Call Stat  iP fic | Maintenance English n £l Log-out

M 0o [Wwo [Wo el
Firmware Upgrade System DB Promit Upload | )

| System Greeting File

|I Browse I

[ Upload |[ cancel | | [56Type1.ram uploaded
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In order to upload an entire system greeting file stored in NMS user’s PC to VSF (AAFU,UVMU) of
the iPECS system, the system greeting file has to be selected first. Select a system greeting file
by clicking on the [Browse...] button, then the selected file name is displayed in the ‘System
Greeting File’ field. The system greeting file must have the ’rom’ file extension (ex.,
‘SGTYPEx.rom’). Here, ‘x’ is the position of the system greeting in VSF (AAFU,UVMU), and can
have the value of 1~3. However, this position value does not have meaning when executing the

upload process.

[soTvPELrom |~ | [ Download | [86TvPEZrom [~ |[ Downioad |[56TvPEZrom [~ |[ Download |
[s6TvFE4rom |+ |[ Download | [s6TvPESom | | [ Download | [s6TvPERrom |+ | [ Downinac |
[ sel Systern Name Status Upgrade Status Pasition IP Address Maodel Name
[+ Sales System Connected First > | 150.150.150.80 iPECS-100(E.5G0)
O Customer Connected First A 18014015076 iPECS-100(E.5G0)

Second

Third

Fourth

o
Fitth v

Select the check—box of the target system to be uploaded with the entire system greeting file, and

select the position of the system greeting in VSF (AAFU,UVMU) using the ‘Position’ combo—-box.

Firrmueare Upgrade Systern DB Prampt Upload

; Systern Greeting File

[soTvPEtlom [~ |[ Download | [s6TvPEZrom |~ | [ Download | [s6TvPEZom |~ |[ Download |

[soTvPErom |~ | [ Downioad | [seTvPEsrom |+ | [ Downioan | [soTvPE6rom [ - | [ Downioas |

[]sel | Svstem Mame Status Upgrade Status Fasition IP Address Model Mame
@ Sales System Connected Finigzhed Third |'] 180.150.150.680 iPECS-100(E.5Ga)
(] Custamer Connected First > || 180.150.150.76 IPECS-100(E.5G0)

After completing the configuration, click [Upload] button to start the system greeting upload
process. After the upload process is initiated, the system greeting file is transferred to the NMS
server first, and then uploaded to selected systems. As the upload process is proceeding, the
status string in the ‘Status’ edit—-box changes from ‘File transferring to NMS’ to ‘Uploading’, and
when the uploads for all the selected systems are completed, it displays ‘Finished’. The ‘Upload
Status’ field in the system list displays ‘Transferring by FTP (xx%)’ (‘xx’ is the rate of file
transfer process) after file upload for a specific system is started. The field will display ‘Updating’
when file transfer is finished and the transferred system greeting file will be applied to VSF

(AAFU,UVMU). After the system greeting file is applied, the ‘Upload Status’ changes to ‘Finished’.
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[soTvPELrom [~ |[ Download | [6TvPEZrom |+ |[ Download | [s6TvPE3rom |+ | [ Downloac |

[soTvPE4rom [~ |[ Downioas | [seTvPEsrom |+ | [ Downioad | {semvPERmm || [ Downioao |

[] sel System Name Status Upgrade Status PusitilibGT\F{PEE'rom i3 Maodel Mame
) Sales Systern I Connected Finizhed [ Third 1wy 80 iPECS-100(E.5G0)
| Custorner Connected [ First Zvav 176 iPECS-100(E AG0)

T way

9. weay

100wz v
I

The entire system greeting file stored in VSF (AAFU,UVMU) can be downloaded to the NMS
user’s PC. In system list, click on the system from which entire system greeting file is to be
downloaded, then entire system greeting files of each position are displayed in the corresponding
combo-boxes. Select a file of the format ‘SGTYPEx.rom’ using the combo-box, and click

[Download] button on the right to download the file into NMS user’s PC.

15.4.2 Individual System Greeting Management

‘Individual System Greeting Management’ function is for uploading/downloading individual system

greeting files to/from the VSF (AAFU,UVMU) of a selected iPECS system.

[enaion -]k oot

M0 [Wwo [Wo
Firmware Upgrade System DB Prompt Ugload | e )|

| system Gresting File

|I Browse... I

[ Uplaad H Cancel ‘ | |3wavup|naded

In order to upload an individual system greeting file stored in the NMS user’s PC to the VSF
(AAFU,UVMU) of the iPECS system, the system greeting file has to be selected first. Select a
target system greeting file by clicking on the [Browse...] button, then the selected file name is
displayed in the ‘System Greeting File’ field. The name of individual system greeting file must
have the ‘wav’ file extension (Ex., ‘yy.rom’ or ‘x_yy.wav). Here, ‘x’ is the position of the system
greeting in VSF (AAFU,UVMU), and can have the value of 1~3. However, this position value does
not have meaning when executing the upload process. ‘yy’ is the individual system greeting
number, and can have the value of 1~72. In addition, the file should be encoded with G.711 y-Law
(or CCITT p-Law) at 8kHz sampling rate.

[soTvFEt rom |+ | [ Downisan | [seTvPEzom | | [ Downioan | [seTvPEarom |+ | [ Downinac |
[soTvPE4rom |~ | [ Download | [s6TvPESrom [~ | [ Downioad |[s6TvPEGrom [~ |[ Download |
[ zel Systern Name Status Upgrade Status Pasition IP Address Maodel Mame
||21| Sales System | Connected First ~ || 150.150.150.80 iPECS-100(E.5G0)
O Customer Connected First Al 150146015076 iPECS-100{E.8Ga)
Second
Third
Faurth
. ]
Fifth v

Click on the check-box of the target system to be uploaded with the individual system greeting
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file, and select the position of the system greeting in VSF (AAFU,UVMU) using the ‘Position’

combo-box.

Firmwware Upgrade System DB Prompt Upload

Upload | Cancel System Greeting File | [ Browse... |

[seTvPEtrom [~ |[ Download | [s6TvPEZrom |+ | [ Downioad | S6TvPE3som | - | [ Download |

[soTvPE4rom |~ |[ Download | [36TvPESrom | ~|[ Download | [s6TvPE6rom | ~| [ Download |

[]sel | SystemMName Status Upgrade Status Position IP Address Model Name
[+ Sales Systern Connected @hed First |'] 160.150.150.80 iPECS-100{E.5G0)
| Custorer Connected 150.160.150.76 iPECE-100(E 5G0)

After completing the configuration, click [Upload] button to start the system greeting upload
process. After the upload process is initiated, the system greeting file is transferred to the NMS
server first, and then uploaded to selected systems. As the upload process is proceeding, the
status string in the ‘Status’ edit—-box changes from ‘File transferring to NMS’ to ‘Uploading’, and
when the uploads for all the selected systems are completed, it displays ‘Finished’. The ‘Upload
Status’ field in the system list displays ‘Transferring by FTP (xx%)’ (‘xx’ is the rate of file
transfer process) after file upload for a specific system is started. The field will display ‘Updating’
when file transfer is finished and the transferred system greeting file will be applied to VSF

(AAFU). After the system greeting file is applied, the ‘Upload Status’ changes to ‘Finished’.

.
[soTrPELom [~ |[ Download | [seTvPEzrom |+ |[ Downioag | [soTvPEsrom |+ |[ Downigad |
[s6TvPE4om [~ |[ Download | [s6TvPESrom [~ |[ Downloag ||seTvPEerom  |=| [ Download |
)
sel | System Name Status Ungrade Status Posi] 20 1T o0 AL Model Name
1,
Sales System I Connected Finished [ First zwav .80 iPECS-100(E.5G0)
RS
[l Custormer Connected | First .76 iPECS-100(E.5G0)
T aaw
Qoay
10way v
|

The individual system greeting file stored in VSF (AAFU,UVMU) can be downloaded to the NMS
user’s PC. In system list, click on the system from which individual system greeting file is to be
downloaded, then individual system greeting files of each position are displayed in the
corresponding combo-boxes. Select a file of the format “*.wav’ using the combo-box, and click

[Download] button on the right to download the file into NMS user’s PC.
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16. Switch Information

‘Switch Information’ is used for checking device information such as general switch information,
board & version information and network address information. Real-time monitoring functions for
CPU and memory usage information are also provided. The page for this feature can be viewed by

clicking [System] sub—menu under ‘Swtich’ menu.

16.1 Device Information

‘Device Information’ provides general information, board & version information and address

information of a switch selected in ‘Registered Devices’.

ling Tree  Trafic Contral LLDOP - Ll Log-out

Registered Devices ey e ™ T =L J

¥ [ Groups

¥ [ Branch Group

B8 Branch Switch 01

8 oo swhen 02 Name Value cPu [ (v stant | [(Dsiop | [ Lie [ @& 60minuies [ &) 24 Hours

¥ 51 General Information

E5 Branch Switch 03 [ © Current Use

™ Manc Use

|1 Systemn Description ES-30245 Managed GE Switch
B8 Branch Switch 04 v i &

|1 system Object ID 13.6.1.4147217389.102
B8 Branch Switch 05 [ © #werage Use
_1 System Up Time 287193008
1 System Name SWilee 3024G 8
_1 System Location ES Office

_1 System Contact 4633

¥ 5 2.Board Information
01:51

|1 Serial Number 09400067

[ umber of Ports Memory | » Start | [ (@ stop | [ Live | = 60Mindtes | G 24 Hours

L internal Power Status 1 140000000

¥ o Total

™ Allocated

[ © Freed

120000000

¥ 59 3¥ersion Information
00000000

|1 Boot Loader Version 1.0.1.8
1 5ofware Versian &0000e00
0000000
I Hardware Versian
40000000
¥ 5 4 Address Information
20000000

L1IP pddress Made Static
L11P Address

0

192.168.123.100 01:51

16.1.1 General Information

‘General Information’ shows the information for system description, system object ID, system up

time, system name, system location and system contact of a device selected ‘Registered Devices’.

The types and meanings of the table fields are as follows.

Table Name Field Name Description
System Description | Brief description of device type.
General . MIB II object ID for switch’'s network management
) System Object ID
Information subsystem.
System Up Time Length of time the management agent has been up.
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System Name

Name assigned to the switch system.

System Location

Specifies the switch location.

System Contact

Contact information of the administrator responsible
for the switch.

16.1.2 Board Information

‘Board Information’ shows the information for serial number, number of ports, internal power

status of a device selected in ‘Registered Devices’.

The types and meanings of the table fields are as follows.

Table Name Field Name Description
Board Serial Number The serial number of the switch.
od . Number of Ports Number of built-in ports.
Information - -
Internal Power Status | Displays the status of the internal power supply.

16.1.3 Version Information

‘Version Information’

shows the information for boot loader version, software version and

hardware version of a device selected in ‘Registered Devices’.

The types and meanings of the table fields are as follows.

Table Name Field Name Description
Version Software Versio.n Vers%on number of runtime code.
Information Boot Loader Version | Version number of loader code.
Hardware Version Hardware version of the main board.

16.1.4 Address Information

‘Address Information’ shows the information for IP address mode, IP address, subnet mask,

gateway IP address and MAC address of a device selected in ‘Registered Devices’.

The types and meanings of the table fields are as follows.

Table Name Field Name Description
Specifies whether IP functionality is enabled via
manual configuration (Static), Dynamic Host
IP Address Mode Configuration Protocol (DHCP), or Boot Protocol
(BOOTP).
In?(?r(j;:fi?)n [P Address P ?ddress gssig'n‘ed to the switch '
This mask identifies the host address bits used for
Subnet Mask . o
routing to specific subnets.
Gateway IP Address IP address of the gateway router
MAC Address The physical layer address for this switch.
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16.2 CPU and Memory Usage Information

‘CPU and Memory Usage Information’ provides CPU and memory usage information of a switch

selected in ‘Registered Devices’.

Interface E ontrol | LLDP English |~ ) £ Log-out
Registered Devices
v [ Groups
¥ [ Branch Group

&5 Branch Switch 01

Name [ ceu [ > stan | [®aton | [ Live | & 6oMinutes [ Gy 24 Hours

¥ 5 1.General Information

&5 Branch Switch 02

E5 Branch Switch 03 [¥] © Current Us=

System D int ES-3024G M d GE Switch
&= Branch Switch 04 I Bystem Description anage e & O maxuse
= ) |1 gystem Ohject ID 1.3.6.1.41.572.17389.102
&8 Branch Switch 05 [ © Aversgs Us=
[ system Up Time 2871930093
[ system Mame SWlee 202406
|1 system Location ES Office
4
|1 system Contact 4633
o
v 5 2.Board Information

L] erial Number 09400067
LI Murmber of Ports 24

[ vemory [T») stant | [(mstop | [ Liwe | @ 60Minutes | G 24 Hours |

1 Internal Fower Status 1 140000000 # © Toal
v £5 3.version Infarmation 120000000 & © Alocated
100000000
1 Boot Loader Yersion ¥ © Freed

BO000000
L software Version
B0000000

LI Hardware Version

40000000

v 9 4.Address Information 20000000

L11P Address Mode
|1 1P Address

Static o

RS DN WEIE GEID NS0 B34 44D 0D

192 168.123.100

S BTD WTR 4SI4 4520 453D 4539 eSe

16.2.1 CPU Usage Information

‘CPU Usage Information’ shows CPU usage information in graph format for a switch selected in

‘Registered Devices’.

CPU | (v Stat || (m) Stop | [ (%) Live | & 60 Minutes | @) 24 Hours

E 0 Current Use

] Max Use

1z E O Average Use

To display CPU usage information, click [Start] button to initiate data display, and [Stop] to finish
it. CPU usage display will be automatically finished without using [Stop] button if the polling count
reaches 65545 times.

CPU | » Start || (m) Stop | | & Live | %) 60Minutes | @) 24 Hours |
E 0 Current Use

| E bz Use

12 [ © Average Use

The graph that shows the CPU usage can be displayed in three types of time period such as ‘Live
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Data’, ‘Last 60 Minutes’ and ‘Last 24 Hours’. The real-time graph is displayed by clicking [Live]
button. [60 Minutes] and [24 Hours] buttons are used for displaying the graph for last 60 minutes

and 24 hours from the moment the corresponding button was clicked.

CPU | (v Start | | (W) Stop | [ &5 Live | % 60 Minutes | @) 24 Hours

O Current Use
Max Use

D Awverage Use

By using the check boxes on the right side, graphs for ‘Current Use’, ‘Max Use’ and ‘Average

Use’ can be selectively displayed.

16.2.2 Memory Usage Information

‘Memory Usage Information” shows memory usage information in graph format for a switch

selected in ‘Registered Devices’.

:I‘-‘Ierm:rl'sur | v stant || (w) stop | [ Live | feaf G0 Minutes | () 24 Hours

40000000 E O Totzl

[+ © Alocsted

E O Freed

120000000

00000000

To display memory usage information, click [Start] button to initiate data display, and [Stop] to
finish it. Memory usage display will be automatically finished without using [Stop] button if the

polling count reaches 65545 times.

:I‘-‘Ierm:rl'sur | »| Start | @ Stop | | Live | f) 60 Minutes | (2 24 Hours

40000000

M © Total

[+ © Alocsted

E O Freed

120000000

00000000

The graph that shows the memory usage can be displayed in three types of time period such as

‘Live Data’, ‘Last 60 Minutes’ and ‘Last 24 Hours’. The real-time graph is displayed by clicking

156



iIPECS NMS User Guide Issue 2.2

[Live] button. [60 Minutes] and [24 Hours] buttons are used for displaying the graph for last 60

minutes and 24 hours from the moment the corresponding button was clicked.

Memory | (» Start | [ (®) Stop | | Live | % 60 Minutes | @) 24 Hours
140000000 O Tots

e,
120000000 P
100000000

O Freed

50000000
£0000000

B
40000000
20000000

u]
#5000 4SNE 4SHHE 450 4SIT0 6T 48119 JEI9 B0 MBS END WENG

4530 4530 45u 455 800 800 48l 8D EF EE B

By using the check boxes on the right side, graphs for ‘Total’, ‘Allocated’ and ‘Freed’ can be

selectively displayed.
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17. Switch Interface Information

‘Switch Interface Information’ provides interface information of a registered switch such as port
information, port mirroring information and statistics information. The pages for these features can

be viewed by clicking [Interface] sub-menu under ‘Swtich’ menu.

17.1 Port Information

‘Port Information’ shows port information of a selected switch such as port type, name admin

status, media type, autonegotiation and operational information. The page for this feature can be

viewed by clicking [Port Information] tab under ‘Interface’ sub—menu.

Registered Devices

¥ [ Groups
¥ [ Branch Group

5 Branch Switch 01

B3 Branch Switch 02

Tvpe Name

_ Port Mirraring Statistics

Admin Status

Trafiic Control

Media Type

Operation

ETTED ETeEm

Status

SpeedDuplex

Flow Control

5 Branch Switch 03

B8 Branch Switch 04

B8 Branch Switch 05

L I

10
11
12
13
14
15
18

The types and meanings of the table fields are as follows.

1000Base-T
1000Base-T
1000Bage-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T

Disahbled
Disahbled
Digabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disahbled
Disahbled
Disahbled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Caopper-Forced
Caopper-Forced
Copper-Forced
Copper-Forced
Copper-Forced
Copper-Forced
Copper-Forced
Copper-Forced
Caopper-Forced
Caopper-Forced
Caopper-Forced
Copper-Forced
Copper-Forced
Copper-Forced
Copper-Forced
Copper-Forced
Copper-Forced

Enabled
Enahled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enahled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Up
Down
Un
Down
Un
Down
Down
Down
Up
Down
Up
Down
Down
Down
Down

Down

TullDuplex 000
TullDuplex 000
fullDuplextn0d

fullDuplext 000
fullDuplext00

fullDuplext 000
fullDuplexinoa
fullDuplext00a
TullDuplexino

TullDuplex 000
TullDuplex 000
fullDuplext 000
fullDuplext0on
fullDuplext 000
fullDuplext0on
fullDuplext 000
fullDuplext 000

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

Table Name

Field Name

Description

Port
Information

Type

Indicates the port type. (e.g. 100Base-TX, 1000Base-T,
100Base SFP, 1000Base SFP)

Name

Interface label.

Admin Status

Shows if the port is enabled or disabled.

Media type used. (e.g. Copper-Forced, SFP-Forced, SFP-

Media Type Preferred-Auto)
Autonegotiation | Shows if auto—negotiation is enabled or disabled.
Operation Shows the status of the link (e.g. Up, Down)
Status
Speed/Duplex Shows the current speed and duplex mode.

Flow Control

Shows if flow control is enabled or disabled.
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17.2 Port Mirroring Information
‘Port Mirroring Information’ shows port mirroring configuration information of a switch selected in
‘Registered Devices’. The page for this feature can be viewed by clicking [Port Mirroring] tab

under ‘Interface’ sub—menu.

[ Engiizn | - [ LN Log-out |

Registered Devices

¥ [ Groups

Port Information _ Statistics

¥ [ Branch Group

5 Branch Switch 01

2 Branch Switch 02 Port Mirroring Session List

| 5 Branch Switch 03 I
== Branch Switch 04

B8 Branch Switch 05

Source Port (UnitPort) | Target Port (UnitPort) | Type

123 1924 hoth

The types and meanings of the table fields are as follows.

Table Name Field Name Description
Source Port The port whose traffic will be monitored.
(Unit/Port)
. . Target Port The port that will mirror the traffic on the source port.
Port Mirroring ;
(Unit/Port)
Type Shows which traffic to mirror to the target port (e.g. Rx,

Tx, Both)

17.3 Port Statistics Information
‘Port Statistics Information’ shows the traffic statistics information of a selected switch port with
graph and table. The page for this feature can be viewed by clicking [Statistics] tab under

‘Interface’ sub—menu.

Port Information Port Mirraring

e | & ooinwes | & 2erous D ame) BB

Rx Unicast Packets

Before displaying port statistics information, a target port and the polling interval should be

configured. A target port can be selected using the ‘Port’ list on the left. For ‘Interval’ field, one of
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5, 10, 20, 30 second options can be selected using the combo-box. Aftering finishing configuration,
click [Start] button to initiate displaying port statistics information, and [Stop] to finish it. Port
statistics display will be automatically finished without using [Stop] button if the polling count

reaches 65545 times.

Fort Mirraring

> Start | [_Ej Stop | Live | fo! B0Minutes | (2 24 Hours Port Intervalisec) |5 |«

The graph that shows the port statistics information can be displayed in three types of time period
such as ‘Live Data’, ‘Last 60 Minutes’ and ‘Last 24 Hours’. The real-time graph is displayed by
clicking [Live] button. [60 Minutes] and [24 Hours] buttons are used for displaying the graph for

last 60 minutes and 24 hours from the moment the corresponding button was clicked.

Fort Information Faort Mirraring

> Start | | (w) Stop Live | & 60Mins | @) 24Hours Port Intervalisee) [5 [ | [WIA[O Fox oetete
#|o FxErrors
|0 Rx Unicast Packets
) Rx Discarded Packets
|0 Rx Multicast Packats
[0 Rx Broadcast Packets
|9 Rx Unknowm Packets
| T Octets
56:34 5544 6554 BG04 5514 G624 5634 56:49 BG4 6704 679 5724 6734 5744 &TS4 Mo Emrars
5533 5542 5559 5608 56119 56:20  56:33 5648 56:50 5709 5719 5729 5739 5749 5759 ”| |0 T Unicast Fackats
Received Packets [M|© Tx Discarded Packets
e Errors Unicast Discarded Wulticast Broadcas| [0 T Multicast Packels
2012-02-15 20:57:59 0 5 0 9 [0 T Braadzazt Packets
2012-02-15 20:57:54 9434 0 4 0 18 105
2012-02-15 20:57:49 17897 0 ] 0 14 60
2012-02-15 20:57:44 8773 1] 3 1] 32 108
2012-02-15 20:57:39 13685 0 1 0 24 124
2012-02-15 20:57:34 0 1 0

By using the check boxes on the right side, graphs can be selectively displayed for various types

of network traffic.

Below the graph is the table that shows the data of the port statistics information. The types and

meanings of the table fields are as follows.

Table Name Field Name Description
The total number of octets received on the interface,
Rx Octets . . .
including framing characters.
.o The number of inbound packets that contained errors
Port Statistics . . . .
Rx Errors preventing them from being deliverable to a higher-layer

protocol.

Rx Unicast The number of subnetwork-unicast packets delivered to a
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Packets

higher-layer protocol.

Rx Discarded
Packets

The number of inbound packets which were chosen to be
discarded even though no errors had been detected to
prevent their being deliverable to a higher—-layer protocol.
One possible reason for discarding such a packet could be
to free up buffer space.

Rx Multicast
Packets

The number of packets, delivered by this sub-layer to a
higher (sub-)layer, which were addressed to a multicast
address at this sub-layer.

Rx Broadcast
Packets

The number of packets, delivered by this sub-layer to a
higher (sub-)layer, which were addressed to a broadcast
address at this sub-layer.

Rx Unknown

The number of packets received via the interface which
were discarded because of an unknown or unsupported

Packets
protocol.
The total number of octets transmitted out of the interface,
Tx Octets . ) .
including framing characters.
The number of outbound packets that could not be
Tx Errors .
transmitted because of errors.
. The total number of packets that higher-level protocols
Tx Unicast . .
Packets requested be transmitted to a subnetwork—unicast address,

including those that were discarded or not sent.

Tx Discarded
Packets

The number of outbound packets which were chosen to be
discarded even though no errors had been detected to
prevent their being transmitted. One possible reason for
discarding such a packet could be to free up buffer space.

Tx Multicast
Packets

The total number of packets that higher-level protocols
requested be transmitted, and which were addressed to a
multicast address at this sub-layer, including those that
were discarded or not sent.

Tx Broadcast
Packets

The total number of packets that higher-level protocols
requested be transmitted, and which were addressed to a
broadcast address at this sub-layer, including those that
were discarded or not sent.
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18. Switch VLAN Information

‘Switch VLAN Information’ provides Voice VLAN information configured for a selected switch

such as telephony OUI information, VoIP port information and static VLAN port mode. The page

for these features can be viewed by clicking [VLAN] sub—-menu under ‘Swtich’ menu.

18.1 Telephony OUI Information

‘Telephony OUI Information’ shows telephony OUI information configured in a switch selected in

‘Registered Devices’. OUI (Organizationally Unique Identifier) uniquely identifies a network

equipment vendor or manufacturer, and corresponds to the first 3 octets of MAC address. A

configured switch checks sender’s MAC address of a packet to see if its OUI part matches with

the telephony OUI value. If it matches, the switch determines that the packet is sent from a VolP

device.
2 common | 53 Systerm English |~ | £ Log-out
Registered Devices
¥ [ Groups o0
¥ Branch Group
B8 Branch Switch 01 =
8 Brancn S 02 Telephony OUI Information Static VLAN Port Mode [ Hbrig | | 12 Tunk [T Acoess
e — Por—— oo T e 5o e e el e e ma e ale
£ Branch Switch 04 Gledeonanan fb00000 LG-Enesson VOIP PortList Voice VLAN:1000 Aging Time:1440

5 Branch Switch 05

Discovery

Port VLAN Mode Security Protocol Priority(0-6) Remaining Age{minutes)
1 MNane Digabled oul B
2 Auto Disabled oul B
3 MNane Disabled oul B
4 Auto Disabled aul B
5 MNane Disabled oul B
6 MNang Disabled oul B
7 MNang Disabled oul B
8 Mane Digabled oul B
9 MNane Disabled oul B
10 MNane Disabled oul B
11 Mane Disabled aul B
12 MNane Disabled oul B
13 MNang Disabled oul B
v

The types and meanings of the table fields are as follows.

Table Name

Field Name

Description

Telephony OUI

Specifies MAC address or MAC address range

Telephony OUI
Information

Identifies a range of MAC addresses. Selecting a mask
of FF-FF-FF-00-00-00 identifies all devices with the

Mask same OUI (the first three octets). Other masks restrict
the MAC address range. Selecting FF-FF-FF-FF-FF-
FF specifies a single MAC address.
Description User-defined text that identifies the VoIP devices.
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18.2 Static VLAN Port Mode

‘Static VLAN Port Mode’ shows the type of VLAN membership for a port of a selected switch, and

may have ‘Hybrid’, ‘1Q Trunk’ or ‘Access’.

Static VLAN Port Modle

I:' Huwbrid I:I 10 Trunk I:I Access

[tz )l [ Jl=[e |[z][sJ[a[10][41][+2][+s][+a][1s][+e [+7] 1s][1e][z0] 21][z2][2s] [z4]

The types and meanings of the table fields are as follows.

Table Name Field Name Description
. Specifies a hybrid VLAN interface. The port may
Hybrid .

transmit tagged or untagged frames.
Specifies a port as an end-point for a VLAN trunk. A
Static VLAN Port 1Q Trunk trunk is a direct link between two switches, so the port
Mode transmits tagged frames that identify the source VLAN.
Specifies the port to operate as an untagged interface.
Access The port transmits and receives untagged frames on a

single VLAN only.

18.3 VoIP Port Information

‘VoIP Port Information’ shows Voice VLAN configuration information of a port of a selected switch

such as VLAN mode, security, discovery protocol, priority and remaining age.

VOIP Port List Voice VLAN :1000 Aging Time: 1440

Port

VLAN Mode

Security

Discovery
Protocol

Priority(0-6) Remaining Age{mimres}

[»

Mo~ ®m 4 L k3 =

10
11
12
13

14

MNone
Auta

Maone
Auto

MNone
Mone
Maone
Mane
MNone
Mone
Maone
Mone
MNone

Mlone

Disahled
Disahled
Disabled
Disabled
Disahled
Disahled
Disabled
Disabled
Disahled
Disahled
Dizabled
Disahled
Disahled

Nicahled

oul
oul
oul
oul
oul
oul
oul
oul
oul
oul
oul
oul
oul

Ol

mom om M m m m m m m m m W

4]

The types and meanings of the table

fields are as follows.

Table Name Field Name Description
Specifies if the port will be added to the Voice VLAN
VolP Port when VoIP traffic is detected.
Information VLAN Mode - None : The Voice VLAN feature is disabled on the
port. The port will not detect VoIP traffic or be added to
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the Voice VLAN.

- Auto : The port will be added as a tagged member to
the Voice VLAN when VoIP traffic is detected on the
port.

- Manual : The Voice VLAN feature is enabled on the
port, but the port must be manually added to the Voice
VLAN.

Security

Specifies security filtering that discards any non-VoIP
packets received on the port that are tagged with the
voice VLAN ID.

VoIP traffic is identified by source MAC addresses
configured in the Telephony OUI list, or through LLDP
that discovers VoIP devices attached to the switch.

Discovery
Protocol

Specifies a method to use for detecting VolP traffic on
the port.

- QUI : Traffic from VolIP devices is detected by the OUI
of the source MAC address. MAC address OUI numbers
must be configured in the Telephony OUI list so that the
switch recognizes the traffic as being from a VoIP
device.

- LLDP : Uses LLDP (IEEE 802.1AB) to discover VolP
devices attached to the port. LLDP checks that the
‘telephone bit’ in the system capability TLV is turned on.

Priority

Specifies a CoS priority for port traffic on the Voice
VLAN. The priority of any received VolP packet is
overwritten with the new priority when the Voice VLAN
feature is active for the port.

Remaining Age
(minutes)

Number of minutes before this entry is aged out.
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19. Switch Spanning Tree Information

‘Switch Spanning Tree Information’ provides STP/RSTP status and configuration information of a

registered switch. The pages for these features can be viewed by clicking [Spanning Tree] sub-

menu under ‘Switch’ menu.

19.1 Spanning Tree Information

‘Spanning Tree Information’ shows STP/RSTP information of a switch selected in ‘Registered

Devices’ such as spanning tree enable/disable status, STA status, forward transitions, designated

cost, designated bridge, designated port, operational path cost, operational link type, operational

edge port and port role.

Reqistered Devices

¥ [ Gmoups
¥ [z Branch Group

B8 Branch Switch 01

L Engisn | - J{ £ Log-out |

B8 Branch Switch 02 Spanning Tree STA Status ;‘::"c::ilt.i(:ms EE:U““IQ(I g;zis:metl Designated Port g;‘:‘:‘:‘:;‘“‘“ EII‘;I}‘;: ‘:;ml :E)(II‘;:‘I;T:M
l £S5 Branch Switch 03 9 Disabled Forwarding 7 110000 800000157882 8008 100000 Pointio-Point  Enabled Desi
B Branch Switch 04 10 Disabled Discarding 0 110000 8000001276382 8008 10000 Pointo-Point  Enabled Disa
B8 Branch Switch 05 11 Disabled Forwarding 17 110000 8000001576382 B00b 10000 Pointto-Point  Enabled Desi
12 Disabled Discarding i 110000 8000001278282 800c 10000 Point-to-Point Enabled Disal
13 Disabled Discarding i 110000 8000001372282 200d 10000 Point-to-Point Enabled Disaf |
14 Disahled Discarding i 110000 8000001272282 800e 10000 Point-to-Point Enabled Disal
16 Disabled Discarding o 110000 8000001a7ea82 2007 10000 Fointto-Foint Enabled Disal
16 Disahled Discarding o 110000 8000001878382 8010 10000 Pointto-Paint Enahled Disa
17 Disahled Discarding i 110000 B000001a7ead2 8011 10000 Faint-to-Point Enabled Disal
18 Disahled Discarding i 110000 8000001a7eag2 8012 10000 Paint-to-Point Enabled Disal
19 Disahled Discarding i 110000 8000001a7ea82 8013 10000 Paint-to-Point Enabled Disal
20 Disahled Discarding i 110000 800000187es82 2014 10000 Paint-to-Point Enabled Dissl
n Disahled Forwarding 1 110000 B000001a7ea82 8015 10000 Paint-to-Point Enabled Desil
22 Disahled Discarding i 110000 8000001a7ea82 8016 10000 Paint-to-Point Enabled Disal
23 Disahled Discarding i 110000 8000001a7ea82 8017 10000 Paint-to-Point Enabled Disal
24 Disabled Discarding i 110000 8000001572282 8018 10000 Point-to-Point Enabled Disal
Iv|
-« >

The types and meanings of the table fields are as follows.

Table Name

Field Name

Description

Spanning Tree
Information

Spanning Tree

Shows if STA has been enabled on this interface.

STA Status

Displays current state of this port within the Spanning
Tree.

— Discarding : Port receives STA configuration messages,
but does not forward packets.

- Learning : Port has transmitted configuration messages
for an interval set by the Forward Delay parameter
without receiving contradictory information. Port address
table is cleared, and the port begins learning addresses.

- Forwarding : Port forwards packets, and continues
learning addresses.
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Forward The number of times this port has transitioned from the
Transitions Learning state to the Forwarding state.
. The cost for a packet to travel from this port to the root in
Designated . . .
Cost the current Spanning Tree configuration. The slower the
media, the higher the cost.
. The bridge priority and MAC address of the device
Designated . . .
. through which this port must communicate to reach the
Bridge .
root of the Spanning Tree.
. The port priority and number of the port on the designated
Designated L . . . .
bridging device through which this switch must
Port . . .
communicate with the root of the Spanning Tree.
Operational The contribution of this port to the path cost of paths
Path Cost towards the spanning tree root which include this port.
) The operational point—to—point status of the LAN segment
Operational .. . . .
. attached to this interface. This parameter is determined by
Link Type . . .
manual configuration or by auto—detection..
This parameter is initialized to the setting for Admin Edge
Operational Port in STA Port Configuration (i.e., true or false), but will
Edge Port be set to false if a BPDU is received, indicating that
another bridge is attached to this port.
Roles are assigned according to whether the port is part of
the active topology connecting the bridge to the root
bridge (i.e., root port), connecting a LAN through the
bridge to the root bridge (i.e., designated port), is the
Port Role MSTI regional root (i.e., master port), or is an alternate or

backup port that may provide connectivity if other bridges,
bridge ports, or LANs fail or are removed. The role is set
to disabled (i.e., disabled port) if a port has no role within
the spanning tree.
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20. Switch Traffic Control Information

‘Switch Traffic Control Information’ provides traffic control information of a registered switch
such as DiffServ information, rate control information and storm control information. The pages for

these features can be viewed by clicking [Traffic Control] sub-menu under ‘Switch’ menu.

20.1 DiffServ Information
‘DiffServ Information’ provides DiffServ configuration information of a switch selected in
‘Registered Devices’ such as interface information, policy information and class information. The

pages for these features can be viewed by clicking [DiffServ] tab under ‘Traffic Control” sub-

menu.

IPECS NMS I3 gystern h n WLAN | Spanning Tree |“Trafic Gontrol | LLDP Engiish |+ i £ Log-out
Registered Devices

b [ Groups

L o || RaeLimt Starm Control
e S TR

Interface List Rule List

Port ‘ Policy Name | Description Meter

Class Name C.ommile}I Commited Peak N —
Meter Mode | Information Burst Information sizel
Rate(kbps) Ut st... Rate(kbps) ize(bytes)

20.1.1 Interface Information
‘Interface Information’ shows diffServ configuration information for each interface of selected
switch. This view is comprised of ‘Interface List’ panel and ‘Rule List’ panel. This page can be

viewed by clicking [Interface] tab under ‘DiffServ’.
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T2 common | T2 System

Registered Devices
¥ Groups
¥ [ Branch Group
&5 Branch Switch 01
&5 Branch Switch 02

&3 Branch Switch 03

Rate Limit Starm Contral

Paolicy Class

Interface List

Rule List

English |~ J{ £ Log-out

B8 Branch Switch 04 Poit

Policy Name Description L

B8 Branch Switch 05

DBServerPolicy PnlmyfﬂrDatahasal

1
2
3
4
5
[
7
8
9

Meter

Commited
Infarmation
Rate(kbps}

Peak
Information

Class Name Commited

Burst...

Peak Burst

Meter Mode Size(bytes)

DBServerPolicy  Policy for Database ¢

DBSererClass

374617 261676553657276657243 stTemCalordw... 400000

default 500000 400000

&00000

When a switch is selected in ‘Registered Deivces’, port list of the switch is displayed in ‘Interface

List” with the fields of ‘Policy Name’ and ‘Description’. The types and meanings of the table fields

are as follows.

Table Name

Field Name

Description

Interface List

Port

Port number of a switch selected in ‘Registered

Devices’

Policy Name

Name of policy map.

(A policy map is used to group one or more class map
statements, modify service tagging, and enforce
bandwidth policing. A policy map can then be bound
by a service policy to one or more interfaces.)

Description

A brief description of a policy map.

When a policy is selected in ‘Interface List’, the rules related to the policy are displayed in ‘Rule

List’ on the right. The types and meanings of the table fields are as follows.

Table Name

Field Name

Description

Rule List

Class Name

Name of a «class map that defines traffic

classification upon which a policy can act.

a

Action

This attribute is used to set an internal QoS value for
matching packets.

- Set CoS : Configures the service provided to ingress
traffic by setting an internal CoS value for a matching
packet (as specified in rule settings for a class map).
0-7)

Set PHB Configures the service provided to
ingress traffic by setting the internal per—hop
behavior for a matching packet (as specified in rule
settings for a class map). (0~7)

- Set IP DSCP : Configures the service provided to
ingress traffic by setting an IP DSCP value for a
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matching packet (as specified in rule settings for a
class map). (0~63)

Shows one of the following policing methods, and may
have ‘Flow’, ‘SRTCM-Color-Aware’, ‘SRTCM-Color-

Meter Mode | gy 4 “TRTCM-Color-Aware’ or *“TRTCM-Color-
Blind’.
Rate in kilobits per second. (Range: 64-10000000
Committed kbps at a granularity of 64 kbps or maximum port

Information Rate

speed, whichever is lower) The rate cannot exceed
the configured interface speed.

Committed Burst
Size

Burst in bytes. (Range: 4000-16000000 at a
granularity of 4k bytes)

Exceeded Burst
Size

Burst in excess of committed burst size. (Range:
4000-16000000 at a granularity of 4k bytes) The
burst size cannot exceed 16 Mbytes.

Peak Information
Rate

Rate in kilobits per second. (Range: 64-1000000 kbps
at a granularity of 64 kbps or maximum port speed,
whichever is lower) The rate cannot exceed the
configured interface speed.

Peak Burst Size

Burst size in bytes. (Range: 4000-16000000 at a
granularity of 4k bytes)

Specifies that traffic conforming to the maximum rate
(CIR) will be transmitted without any change to the

Conform DSCP service level.
- Transmit : Transmits in—conformance traffic without
any change to the DSCP service level.
Specifies whether traffic that exceeds the maximum
rate (CIR) but is within the peak information rate (PIR)
will be dropped or the DSCP service level will be
Exceed reduced.
- Set IP DSCP : Decreases DSCP priority for out of
conformance traffic. (0~63).
- Drop : Drops out of conformance traffic.
Specifies whether the traffic that exceeds the peak
information rate (PIR) will be dropped or the DSCP
. service level will be reduced.
Violate

- Set IP DSCP : Decreases DSCP priority for out of
conformance traffic. (0~63).
- Drop : Drops out of conformance traffic.

20.1.2 Policy Information
‘Policy Information” shows traffic policy information configured in the switch selected in

‘Registered Devices’. This page can be viewed by clicking [Policy] tab under ‘DiffServ’.
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Registered Devices
¥ [ Groups B oo oeh oh mh sh oh b om
¥ [z Branch Group (0 | Raelmi Storm Control
2 Branch Switch 01 (
TN e ST

= Branch Switch 03 Policy List

2 Branch Switch 02

S Branch Switch 04

Policy Name ‘

Description
ES Branch Switch 05

DBEServerPolicy Fuolicy for Database Server

StorageSererPol201 Paolicy far Storage Server

When a switch is selected in ‘Registered Devices’, the name and description of the traffic policy

configured in the switch are displayed. The types and meanings of the table fields are as follows.

Table Name Field Name Description
Policy List Policy Name Name of policy map.
Y Description A brief description of the traffic policy.

20.1.3 Class Information

‘Class Information” shows class map information configured in the switch selected in ‘Registered

Devices’. This page can be viewed by clicking [Class] tab under ‘DiffServ’.

Registered Devices
¥ [ Groups S
v [z Branch Group | | RateLimit Storm Control

T I S
&5 Branch Switch 02 - -
E2 Branch Switch 03 Class List

3 Branch Switch 04

&8 Branch Switch 01

Class Name | Type | Description
3 Branch Switch 05

DBServerClass matchAny For Datahase Server
5374617 261676553657 270657243 matchAny Far Storage Server

When a switch is selected in ‘Registered Devices’, the name, type and description of the class map

configured in the switch are displayed. The types and meanings of the table fields are as follows.
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Table Name Field Name Description
Class Name Name of the class map.
Only one match command is permitted per class map,
Class List Type so the match-any field refers to the criteria specified
by the lone match command.
Description A brief description of the class map.

20.2 Rate Limit Information

‘Rate Limit Information’ shows the rate limit configuration information of a switch selected in

‘Registered Devices’. This page can be viewed by clicking [Rate Limit] tab under “Traffic Control’

sub—menu.

Registered Devices

v [ Groups
¥ [ Branch Group

5 Branch Switch 01

B8 Branch Switch 02

Port Rate Limit List

5 Branch Switch 03

5 Branch Switch 04

Port

Type

Input

Outpue

I3

Status

| Rate(kbps)

Status

Rate(kbps)

&5 Branch Switch 05

When a switch is selected in

1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T
1000Base-T

Disabled
Enabled

Disabled
Enahled

Disahbled
Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

84
100001
64

100000
64

100000
84
64
64
64
84
B4
64
64
64
54

Disabled
Enabled

Disabled
Enahled

Disabled
Enabled

Disabled
Disabled
Disabled
Disahled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

1000000
1000000
1000000
1000000
1000000
1000000
1000000
1000000
1000000
1000000
1000000
1000000
1000000
1000000
1000000
1000000

‘Registered Devices’, rate limit configuration information for each

port is displayed in ‘Port Rate Limit List” such as port type, input & output status and rate. The

types and meanings of the table fields are as follows.

Table Name

Field Name

Description

Port Rate Limit
List

Type

Indicates the port type. (e.g. 100Base-TX, 1000Base-
T, or SFP)

Input Status

Shows enable/disable status of the rate limit for input.

Input Rate

Shows the rate limit level for input. (64 - 100,000
kbits per second for Fast Ethernet ports; 64 -
1,000,000 kbits per second for Gigabit Ethernet ports)

Output Status

Shows enable/disable status of the rate limit for
output.

Output Rate

Shows the rate limit level for output. (64 - 100,000
kbits per second for Fast Ethernet ports; 64 -
1,000,000 kbits per second for Gigabit Ethernet ports)
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20.3 Storm Control Information

‘Storm Control Information’ shows the storm control configuration information of a switch selected

in ‘Registered Devices’. This page can be viewed by clicking [Storm Control] tab under “Traffic

Control” sub—menu.

Registered Devices [+] ES-3024G
v i Groups 192.168.123.100 PSPPSR PRy y iy
5 Branch Switch 01 ( _ _ _
= Branch Switch 02 Storm Control List
&2 Branch Switch 03 Unknown Unicast Multicast Broadcast [
Port Type
&2 Branch Switch 04 Status | Rate{kbps} Status Rate(kbps} Status Rate{kbps)
&2 Branch Switch 05 1 B Disabled Disabled Disabled
2 B Disabled Enabled Enabled
3 B Disabled Disabled Disabled
4 B Enabled Enabled Enabled
5 B Disabled Disabled Disabled
4 B Enabled Enabled Enabled
7 B Disabled Disabled Disabled
8 B Disabled Disabled Disabled
ol B Disabled Disabled Disabled ]
10 B Disabled Disabled Disabled
" B Disabled Disabled Disabled
12 B Disabled Disabled Disabled
13 B Disabled Disabled Disabled
14 [ Disabled Disabled Disabled
13 B Disabled Disabled Disabled
15} Disabled Disabled Disabled

When a switch is selected in ‘Registered Devices’, storm control configuration information for
each port is displayed in ‘Storm Control List’ such as port type, status & rate of unknown unicast,

multicast and broadcast. The types and meanings of the table fields are as follows.

Table Name Field Name Description

Indicates interface type. (e.g. 100Base-TX,

Type 1000Base-T, or SFP)

Unknown Unicast | Specifies enable/disable status of storm control for
Status unknown unicast traffic.

Threshold level for unknown unicast as a rate; i.e.,
Unknow Unicast | kilobits per second. (64-100000 Kbps for Fast

Rate Ethernet ports, 64-1000000 Kbps for Gigabit Ethernet
ports)

Specifies enable/disable status of storm control for

Storm Control List Multicast Status . .
multicast traffic.

Threshold level for multicast as a rate; i.e., kilobits
Multicast Rate per second. (64-100000 Kbps for Fast Ethernet ports,
64-1000000 Kbps for Gigabit Ethernet ports)

Specifies enable/disable status of storm control for

Broadcast Stat i
roaceast Stats 1 oadcast traffic.

Threshold level for broadcast as a rate; i.e., kilobits
Broadcast Rate per second. (64-100000 Kbps for Fast Ethernet ports,
64-1000000 Kbps for Gigabit Ethernet ports)
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21. Switch LLDP Information

‘Switch LLDP Information’ provides LLDP device information and configuration information of a
registered switch. LLDP device information shows information for both LLDP local device
information and LLDP remote device information. The page for this feature can be viewed by

clicking [LLDP] sub-menu under ‘Switch’ menu.

21.1 LLDP Device Information
‘LLDP Device Information’ retrieves LLDP MIB information from a switch selected in ‘Registered
Devices’, and provides ‘LLDP Local Device Information’, ‘LLDP Configuration Information’ and

‘LLDP Remote Device Information’. The page for this feature can be viewed by clicking [LLDP

Information] tab under ‘LLDP’ sub-menu.

TR ETEEm

Registered Devices

¥ [ Groups

¥ [ Branch Group

3 Branch Switch 01
LLDP Local Device Information

System MName SWlee 3024G Transmission Interval |30 Sec

System Deseription E5-30246 Managed GE Switch Hald Time Multiplier
Delay Interval 2 Bac

Chassis ID 001a7ead2d?1 Reinitialization Delay 28ec
Chassis ID Type Nafification Interval 5g5ec

B2 Branch Switch 02

E= Branch Switch 03

53 Branch Switch 04

B8 Branch Switch 05

Il

LLDP Remote Device Information

Local Device Remote Device
Port (Port ID) Port Description System Name ng;‘(?:)“o" Chassis ID Chassis ID Type Ez:cnplion ‘ Port ID ‘ Port ID Type

1 (001a7ea82d72)  Ethernet Porton unit1, port 1 b40edc3408f48 macAddress b40edc340f53 macAddress
5(007a7eas2d7e) | Ethernet Portonunit1, pots BRIMZ IPECE BRIMZ-F.1 010a2d4310 networkAddress | etho ha0edch34ms macAddress
7 (001a7es82d78)  Ethernet Porton unit1, port 7 TN 4 IPECS WTIM4-F. 010a835b0e networkAddress  eth0 0040532e6701  macAddress
8 (001a7ead2d7a)  Ethernet Parton unit1, pot 8 BRIM4 iPECS BRIM4-F1 010a2d4311 networkAddress | eth0 b40edch35044 | macAddress
11 (001a7eas2d7c)  Ethernet Porton unit1, part 11 SWWlee-2010G | ES-2010G (stant h40edc39368e  macAddress Port#1 1 lacal

21 (00187eaB2dB6) Ethernet Porton unit1, port 21 SWylee 2026 ES-2026 Advanc  001a7eaB8291 macAddress Ethernet Porton  001a7eaB2ala  macAddress

21.1.1 LLDP Local Device Information

‘LLDP Local Device Information’ shows LLDP information of the switch itself selected in ‘Registed

Devices’ such as system name, system description, chassis ID and chassis ID type.
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LLDP Local Device Information

Systern Mame

Swlee 30245

Systermn Description

ES-3024G Managed GE Switch

Chassis ID

[001a7 2382071 |

Chassis ID Type

|macAddress

The types and meanings of the table fields are as follows.

Table Name

Field Name

Description

LLDP Local Device
Information

System Name

A string that indicates the system’s administratively
assigned name.

System A textual description of the network entity.
Description
. An octet string indicating the specific identifier for the
Chassis ID

particular chassis in this system.

Chassis ID Type

Used to indicate the type of component being
referenced by the chassis ID field. (e.g.
chassisComponent, interfaceAlias, portComponent,

macAddress, networkAddress, interfaceName, local)

21.1.2 LLDP Configuration Information

‘LLDP Configuration Information’ shows the LLDP configuration information of a switch selected in

‘Registered Devices’ such as transmission interval, hold time multiplier, delay interval,
reinitialization delay and notification interval.
LLDP Configuration Information
Transmission Interval |30 Sec |
Hold Time Muttiplier |4 |
Delay Interval |2 Sec |
Reinitialization Delay |ESec |
Motification Interval |5 Sec |
The types and meanings of the table fields are as follows.
Table Name Field Name Description
Shows the periodic transmit interval for LLDP
advertisements. (5-32768 seconds)
LLDP Transmission This attr'ibu.te must comply with the'following'ru'lei
Configuration Interval (Transmission Interv.al . * Hold Time Multiplier) <
. 65536, and Transmission Interval >= (4 =* Delay
Information
Interval)
Hold Time Shows the time-to-live (TTL) value sent in LLDP
Multiplier advertisements as shown in the formula below. (2-10)
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The time-to-live tells the receiving LLDP agent how
long to retain all information pertaining to the sending
LLDP agent if it does not transmit updates in a timely
manner.

TTL in seconds is based on the following rule:
(Transmission Interval * Holdtime Multiplier) <
65536.

Delay Interval

Shows a delay between the successive transmission
of advertisements initiated by a change in local LLDP
MIB variables. (1-8192 seconds)

The transmit delay is used to prevent a series of
successive LLDP transmissions during a short period
of rapid changes in local LLDP MIB objects, and to
increase the probability that multiple, rather than
single changes, are reported in each transmission.
This attribute must comply with the rule:

(4 * Delay Interval) < Transmission Interval

Reinitialization
Delay

Shows the delay before attempting to reinitialize after
LLDP ports are disabled or the link goes down. (1-10
seconds)

When LLDP is re-initialized on a port, all information
in the remote systems LLDP MIB associated with this
port is deleted.

Notification
Interval

Shows the allowed interval for sending SNMP
notifications about LLDP MIB changes. (5-3600
seconds)

This parameter only applies to SNMP applications
which use data stored in the LLDP MIB for network
monitoring or management. Information about changes
in LLDP neighbors that occur between SNMP
notifications is not transmitted. Only state changes
that exist at the time of a notification are included in
the transmission.

21.1.3 LLDP Remote Device Information

‘LLDP Remote Device Information’ shows the LLDP information of the remote devices connected

to the switch selected in ‘Registered Devices such as system name & description, chassis ID,

chassis ID type, port description, port ID and port ID type.

LLDP Remote Device Information

21 (001aTead2dBE)

Ethernet Port on unit 1, port 21

Local Device Remaote Device
Port {Port 1D} Port Description System Name Dwe?cjlir)lion Chassis ID Chassis ID Type Ezlstq elian PortID Port ID Type
1(001a7eald2d?Z)  EthemetPorton unit1, port1 h40edc349748  macAddress h40edc349/3  macAddress
4i001a7eaB2d?6)  EthermetPorton unit1, portd BRIM2 IFECS BRIM2-F.1 D10a2d4310 networkAddress  ethd hdledch34fig macAddress
T(001a7ead2dy8) EthemetPortonunit1, port7 WTIM4 IPECS WTIM4-F. 010a835h0e networkAddress  ethd 0040532e6701  macAddress
9i001a7eald2d?a) EthemetPortonunit1, port BRIi4 IPECE BRIM4-F.I 010a2d4311 neteworkAddress  ethd b40edch3s044  macAddress
11 {001 a7eal2d7c) EthernetPorton unit1, port 11 SWlee-2010G  ES-2010G {stant h40edc39368e  macAddress Paort#1 1 lacal

SWilee 2026 ES-2026 Advanc  001aTead29  macAddress EthernetPorton  001a7eafZala  macAddress
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The types and meanings of the table fields are as follows.

Table Name

Field Name

Description

LLDP Remote
Device Information

Local Device

The local device (selected in ‘Registered Devices’) to
which a remote LLDP-capable device is attached.
This field includes port number, port ID and port
description.

System Name

A string that indicates the remote system’s assigned
name.

System A textual description of the remote system.
Description
. An octet string indicating the specific identifier for the
Chassis ID

particular chassis in the remote system.

Chassis ID Type

Used to indicate the type of component being
referenced by the chassis ID field. (e.g.
chassisComponent, interfaceAlias, portComponent,
macAddress, networkAddress, interfaceName, local)

Port Description

A string that indicates the port’s description.

Port ID

A string that contains the specific identifier for the
port from which this LLDPDU was transmitted.

Port ID Type

Indicates the basis for the identifier that is listed in
the Port ID field. (e.g. interfaceAlias, portComponent,
macAddress, networkAddress, interfaceName,
agentCircuitld, local)
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22. NMS Local Database Backup & Restore

The iIPECS NMS Control program registers iPECS-NMS Service to the Windows Service list and
manages the NMS database and program operation. Using the control program, the NMS database
can be backed up to a user defined folder and, if needed later, the NMS database can be restored.
The control program permits Basic Backup & Restore operation that backs up configuration
information and log data, and Entire Backup & Restore includes all the information stored in the

local database

= Download ~ [Z] iIPECS_MNMS _base,sql

) Private ! antral, exe

= I Program Files =] IPECS_MNMS _create, sql
) Apache Software Foundation [Z] IPECS_NMS_init.sql
= ) iIPECS [IPECS_NMS _Service. exe

) IPECS NMS [£] iPECS_MNMS _systemn, sql

) PHP [Z] iIPECS_MNMS _user, sql
=) PostgreS0L [Z] iPECS_NMS _util, sql

) Project (%] IPECSSnmp.dil

- Temp (%) IPECS Trapd.dll

) TestProjact [%]IPECSUtils, dll

o Utility (2] MM S _Install dll

The first step in the basic backup and restore operation is to find and open the IPECS-NMS
Control program. The iPECS_MNS-Control.exe program should be located under the iPECS-NMS
folder in the iPECS folder located in the Program Files directory.

When located, double click on the program to open the control window. (Or, from the Windows

Start menu, select iPECS > iPECS NMS > Launch iPECS_NMS_Control. exe to execute it.)

i iPECS NMS Control

NMS Service Operation

Unload Service
Database User Infomation
User : postgres Passwrod ;| ®*®*®*e**"

Database Control NMS Client Character Set

Database Backup & Restore
Basic Configuration Database

|
Entire Database
Debug Settings
Attributes
Operation Error [1Snmp 1 SNMP Lib Apply Debug
Asatam OTrap CITRAP Lib
Clutil Clutil Lib
System Number:
Print S¥C Status

Close ‘
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Backup & restore for both Basic and Entire Databases should be performed after the iPECS-NMS
Service stops running, by clicking [Stop Service]. However, in case it is not possible to stop
iPECS NMS Service (operational reason), Basic Backup can be performed while iPECS-NMS
Service is operating, but the changed information during the backup process may not be applied to

the database backup file.

22.1 Backup & Restore Basic Configuration Database

‘Basic Configuration Database’ means the configuration data set by administrator and log data.
This includes the configuration information of ‘System Management’, ‘User Management’, ‘NMS

Management’, and the log data of ‘Alarm/Fault Management’ and ‘Log Management’.

22.1.1 Basic Configuration Database Backup

It is recommended and desirable to perform Basic Configuration Database backup after stopping
‘IPECS-NMS Service’ by clicking [Stop Service] button. However, if it is not possible to stop
‘IPECS-NMS Service’ for operational reason, the next step for configuring backup file name can
be performed without stopping ‘“IPECS-NMS Service’. (However, if the content of NMS local
database is changed during the backup process, the changed information may not be applied to the

database backup file.)

£, iPECS NMS Control

NMS Service Operation

Unload Service

Datab User Inf

User:|l3'35t!]mS Passwrod ;| **®***** | [ Update ]

Database Control NMS Client Character Set

Database Backup & Restore
Basic Configuration Database

|| ||| Browse... ||

After “IPECS-NMS Service’ is stopped, [Start Servicel button becomes enabled. Click

[Browser...] button to open a file open window and enter a backup file name.
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Look jn: | (3 NMS_DB_Backup v @ @

D

y Recent
Documents

)

Desktop

My Documents

Iy Computer

File: namme: IBasicDB_Dm I V| ,I Jpen II

-

Fiesoftyps: | NMS DB Backup File " std) v| [ _cance |

bdp M etwark.

On file open window, browse to a target folder for storing the backup file, and then enter a file
name in the ‘File name’ field. (The file extension of Basic Configuration Database backup file is

‘std’.)

Database Backup & Restore
Basic Configuration Database

[[D:#NMS_DB_Backupt#BasicDB_001.std ||L Browse... |

“ Backup ]

After a backup file name is entered, click [Backup] button to start database backup.

& < JOKER (D) @] [EHasicDB 0015 ¢ ]
= Backup B
[ Docurnent
=) Download

= NMS_DB_Backup
[ Private
(=) Program Files

After the operation is finished, the backup file is created in the target folder.

£, iPECS NMS Contral =3

NMS Service Operation

| | I Pause ]

Datab User Infi

User :|P03t!]"35 | Passwrod :

[TTTTYTY) | [ Update l

Database Control NMS Client Character Set

Create database Delete database

After checking the creation of the database backup file, click [Start Service] button to start

“IPECS-NMS Service’ again.
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22.1.2 Basic Configuration Database Restore

Before restoring Basic Configuration Database, delete current local database and create a new one,

then database backup file can be restored on the newly created database.

£, iPECS NMS Control E]@l@

NMS Service Operation

i
Unload Service

Datab User Inf

User :|postgres

| Passwrod : | [ Update ]

Database Control
atahase Lontro NMS Client Character Set

If “iPECS-NMS Service’ is in running status, click [Stop Service] button to stop running ‘iPECS-
NMS Service’, and then click [Unload Servicel] button to unregister ‘IPECS-NMS Service’ from
Windows Service list. (If [Unload Service] button is clicked before clicking [Stop Servicel button,
it will stop ‘IPECS-NMS Service’ first, and then unregister it from Windows Service list. So, this

does the same thing as clicking [Stop Service] and [Unload Service] in sequence.)

£ iPECS NMS Coniral

NMS Service Operation

Datab User Inf
User : [posigres | Passwrod ;[ *®*®**"* | I Update ]
Datab Control
atabase Lomtro NMS Client Character Set
I Delete database " |Korean - [Unified Hangeul Cod: v‘

When [Delete Database] button becomes enabled after ‘iPECS-NMS Service’ is unregistered, click

[Delete Database] button to delete existing NMS local database.

£ iPECS NMS Control

NMS Service Operation

Datab User Inf

User :||Jostgres

| Passwrod :

| ’ Update

Database Control

[ Create database

J |

After the local database is deleted, click [Create Database] button to create a new local database.

NMS Client Character Set
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£ iPECS NMS Coniral

NMS Service Operation —

Datab User Inf ti

User : [postgres | Passwrod :

(LTI RTT Y] | I Update l

Database Control NMS Client Character Set

] |Korean - [Unified Hangeul Cod: v‘

Create database ’ Delete database

After the database creation is finished, [Load Service] button becomes enabled. Click [Load

Service] button to register ‘iIPECS-NMS Service’ to Windows Service list again.

£, iPECS NMS Control

NMS Service Operation

Unload Service

Datab User Inf n

User:‘PﬂStQ"’-S Passwrod ;| **®®®*** | [ Update ]

Datab Control
Alabase Lanira NMS Client Character Set
Create database Delete database

Database Backup & Restore
Basic Configuration Database

|| “ Browse... I

Now, it is ready to restore local database from previously saved backup file for ‘Basic

Configuration Database’. In order to select the target backup file, click [Browse...] button in

‘Basic Configuration Database’ group.

Lookjn | (3 NM5_DE_Backup v 02

&

My Recent
Docurnents

=

Desklop

My Documents

e

My Computer
File name: |BasicDB_DD1 hd | || Open I|
Fiesoftype:  |NMS DE Backup File [%std) v [ cancel |
My Net.work [ Open as read-only
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Select the target backup file, and click [Open] button.

Database Backup & Restore
Basic Configuration Database

[D:#NMS_DB_BackuplBasicDB_001.std ||| Browse.. |

|[ Start Service & Restore ] l

After selecting a database backup file, click [Start Service & Restore] button to start restoring
Basic Configuration Database. (Before the restoration, a DOS command prompt window that asks
‘PostgreSQL’ user account password appears. So, check the account password configured during

‘PostgreSQL’ installation procedure before clicking [Start Service & Restore] button.)

WWINDOWSWsystem32Womd. exe

If a DOS command prompt window appears, enter the database account password and press
‘Enter’ key. (This password is actually same as the value of ‘Password’ field in ‘Database User

Information’ group.)

& iPECS NMS Control [=]

NMS Service Operation

Datab User Inf ti

User :|postgres Passwrod ;| ***®®***

Database Control

NMS Client Character Set
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After finishing database restoration, ‘iPECS-NMS Service’ gets into running status. Click [Close]

button to close ‘IPECS-NMS Control’ program.

22.2 Backup & Restore Entire Database

‘Entire Database’ means all the data stored in local database, and it includes all the detailed
information received & stored while communicating with MFIM in addition to the information of

Basic Configuration Database.

22.2.1 Entire Database Backup

Before starting Entire Database backup, ‘iIPECS-NMS Service’ should be stopped and then
unregistered from Windows Service list. Therefore, if ‘iIPECS-NMS Service’ is in running status,
click [Stop Service] button to stop running ‘iPECS-NMS Service’ and then click [Unload Service]
button to unregister ‘iIPECS-NMS Service’ from Windows Service list. (If [Unload Service] button
is clicked before clicking [Stop Service] button, it will stop ‘iIPECS-NMS Service’ first, and then
unregister it from Windows Service list. So, this does the same thing as clicking [Stop Service]

and [Unload Service] in sequence.)

£ iPECS NMS Contral

NMS Service Operation

Datab User Inf

User : |posigres | Passwrod :

[ updae |

Database Control NMS Client Character Set

] |Kurean - [Unified Hangeul Codi v‘

’ Delete database

Database Backup & Restore
Basic Configuration Database

|| H Browse... l

Entire Database

|| || Browse... ||

| Backup

After “iPECS-NMS Service’ is stopped and unregistered, [Browse...] button in ‘Entire Database’
group becomes enabled. Click [Browser...] button to open a file open window and enter a backup

file name.
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Lookn: | (3 NM3_DB_Backup v O@# e mE-

e

My Recent
Documents

)

Desktop

=

by Documents

8

y Computer
File name: |[EntireDE_001 | v [ o ]
ﬂg Files of type: [HMS DB Backup il (%l v| [ canca |
Fp Metwark [ i

On file open window, browse to a target folder for storing the backup file, and then enter a file

name in the ‘File name’ field. (The file extension of Entire Database backup file is “all’.)

Entire Database

|[D:#NMS_DB_Backup#EntireDE_001.all ||| Browse.. |

[ Backup |

After a backup file name is configured, click [Backup] button to start database backup.

= = JOKER (D)
I Backup
Iz Document
=3 Download
=3 NMS_DB_Backup
I Private
= ) Program Files

|>

After the operation is finished, the backup file is created in the target folder.

£ iPECS NMS Control

NMS Service Operation

o

Datab User Inf

User :|IJ'35t!]“’-S | Passwrod ; |*®****"* | [ Update ]
Datab Control
atabase Loniro NMS Client Character Set
Create database [ Delete database ] |Korean - [Unified Hangeul Cod: v|

After checking the creation of the database backup file, click [Load Service] button to register

‘I PECS-NMS Service’ to Windows Service list, and then [Start Service] button to start ‘iPECS-

NMS Service’ again.
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22.2.1 Entire Datgabase Restore
Before restoring Entire Database, delete current local database and create a new one. Then,

database backup file can be restored on newly created database.

£, iPECS NMS Conirol

NMS Service Operation

[omioad servie |

Datab User Inf

[TITTTIY Y] | [ Update ]

User :|postgres | Passwrod :

Database Control
atahase Lonir NMS Client Character Set

If “PECS-NMS Service’ is in running status, click [Stop Service] button to stop running ‘iPECS-
NMS Service’, and then click [Unload Service] button to unregister “IPECS-NMS Service’ from
Windows Service list. (If [Unload Service] button is clicked before clicking [Stop Service] button,
it will stop ‘IPECS-NMS Service’ first, and then unregister it from Windows Service list. So, this

does the same thing as clicking [Stop Service] and [Unload Service] in sequence.)

£ iPECS NMS Control

NMS Service Operation

Datab User Infi

User : |postgres | Passwrod ;| **®***** | [ Update ]

Database Control NMS Client Character Set

| Delete database I |Korean - [Unified Hangeul Cod: v|

When [Delete Database] button becomes enabled after ‘iPECS-NMS Service’ is unregistered, click

[Delete Database] button to delete existing NMS local database.

£ iPECS NMS Control

NMS Service Operation

Datab User Inf

User:|l3'35t!]“’-S | Passwrod ;| *®**®*%** | [ Update

Database Control NMS Client Character Set

I Create database I
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After the local database is deleted, click [Create Database] button to create a new local database.

£, iPECS NMS Control

NMS Service Operation

Start Service Pause Run Stop Service
Unload Service

Datab User Inf ti

User : |postgres | Passwrod :

cescsseses |[ Update ]

Database Control
atabase Lontro NMS Client Character Set

] |Korean - [Unified Hangeul Cod: v|

Create database [ Delete database

Database Backup & Restore
Basic Configuration Database

|| H Browse... ]

Backup Start Service & Restore

Entire Database

|| || Browse... ]

Backup Restore

Now, it is ready to restore local database from previously saved backup file for ‘Entire Database’.

In order to select the target backup file, click [Browse...] button in ‘Entire Database’ group.

My Recent
Docurments

o

i o

. &
4 Z@’

=1

h=]

My Documents

%

My Carmputer
File name: |EntireDE_001 | [_geen |
== Files of lype: [NM: DE Backup File [* al] v| [ concel |
My Metwork [ Open as read-only

Select the target backup file, and click [Open] button.
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£ iIPECS NMS Control

NMS Service Operation

Datab User Inf

User :|postgres | Passwrod :

[TITTYTY) | [ Update ]

Database Contral
aabase Lontro NMS Client Character Set

l |Korean - [Unified Hangeul Cod: v|

[ Delete database

Database Backup & Restore
Basic Configuration Database

Entire Database

||D:#4NMS_DB_BackupHEntireDB_001.all || Browse.. |

I Restore ||

After selecting a database backup file, click [Restore] button to start restoring Entire Database.

£ iPECS NMS Conirol

NMS Service Operation

s |_Load Service |
Datab User Inf ti
Ustar:||3'35t!§lﬂ3S | Passwrod ;| ******** | [ Update ]

Database Control NMS Client Character Set

[ Delete database ] |Korean - [Unified Hangeul Cod: v|

After finishing database restoration, click [Load Service] button to register ‘iPECS-NMS Service’

to Windows Service list, and then [Start Service] button to start ‘iPECS-NMS Service’ again.
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